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OVERVIEW

Getting started

Requirements

All companies must be licensed to do business with
Mastercard in order to create Connect user accounts.

Once your company has been licensed to do business with

Mastercard:

* A Company ID (CID) will be assigned

* The assigned CID is required to sign up for a Connect user
account

 If you already have a Mastercard Connect account, please
sign in to Connect at www.mastercardconnect.com with
your existing User ID and password



http://www.mastercardconnect.com/

OVERVIEW

Connect roles

There are 3 roles in Connect
that companies may utilize

Connect utilizes 3 roles and depending on
how your company does business with
Mastercard, it may have all 3 roles

More details about the administrator roles
can be found:

* (Connect administration video

o

User

Any person that has a Mastercard Connect user
account.

Business Administrator

Responsible for defining application and data access
rules for their company and any related companies.
Each company must have a minimum of 1 Business
Administrator.

Note: this role only applies to issuers, acquirers, and RPPS customers.

Security Administrator

Responsible for managing users at their company,
including approving application and data access
requests. Each company must have a minimum of 2
Security Administrators.


https://asset.connect.mastercard.com/videos/connect-administration.mp4

NEW USER SETUP

Creating a Connect account is easy

There are a couple of ways to set up a
Connect account

1. You can create an account by going to our website at
www.mastercardconnect.com and selecting ‘Sign up' to

start the process =
2. You could be invited to join Connect by your company'’s "“ ~

Security Administrator. If this is the case, you will receive

an email from Mastercard with a welcome message and SELF SIGN

. . UP
instructions to follow

INVITED TO
JOIN


http://www.mastercardconnect.com/
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.
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Self sign up

Sign In
User ID

Enter user ID

Create your new accountin 3
easy steps

Password / RSA SecurlD®token

Enter your password or token Ry

WELCOME TO MASTERCARD CONNECT

W here you connect '

Replace RSA SecurID token

with Mastercard to N :
grow your business '

Explore l

© sclect ‘Sign up’
Select Sign up from the main
navigation or next to ‘New to

Mastercard Connect?’ @ connect
SIGN UP . connect
Follow the steps to signu @D connect
P gnup About your company 2
f . . - )
We'll collect some information about oy S S About you s
Our Com On OUrSelf Ond Our 'Ob. administrator at your company. They'll review and Tell us about yourself and your job
y p y, y ' y J Let's get started by finding your company. ’ ’ Crthe YOUI’ OCCOUI’Tt

You can then create a user ID, o Wefre almost done.

Here is the information we have on file for your co Create a user ID, a password, and answer some security questions, and then we'll
pOSSWOrd, O nd O nSWer Some Is this correct? Bueiness ema ! pass your account request over to an administrator at your company.
security questions. These security Bank of Tap and Go [123456]

114 Sth Avenue About your job

guestions will help us get you back New York, NY 10011 Ml is raud anclyt. lwrkmeny |0 ©

United States accounts.

into Connect, in case your ever get (
locked out of your account. @ Yer tisis mycompany

Let's continue signing up

fred.smith@bankoftapandgo.com

Create your user ID

Security question 1
Next Previous step
What is your favorite pet's name?

Answer security question 1

° No, this is not my company
Let's try searching again

Virgil

Security question 2

What was the color of your first car?

Answer security question 2
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o0 Mastercard Connect - Inbox

1] Delete T Archive < Reply

Account confirmation

Mastercard Connect “~ &« o

noreplyatmastercardconnect Today at 12:44 PM |
To: Doe, Sally 2
& Public 200 Mastercard Connect - Inbox

1] Delete {5 Archive € Reply

You will receive 2 emails after
requesting a Connect account

Hello Sally Doe,
H H Mastercard Connect &« o
o New account confirmation Thank you for signing up for Mastercard Connect! Your
. . request is currently being reviewed by your Security noreplyatmastercardconnect Today at 12:44 PM
Provides order number and confirms Administrator. To: Doe, Sally
that your request for a Connect & Public

account is under review with your
Security Administrator

() Approved account confirmation

After your Security Administrator
approves your order, you will receive
an approval confirmation

The order number associated with your request is 6205
You will be notified via email when the order is complet:

If you have any questions, please contact us at
mastercardconnect@mastercard.com or via phone at
1-800-999-0363, 1-636-722-6636, or 1-6363-722-6292
(Spanish language support).

Regards,
Mastercard Connect

Hello Sally Doe,

Your request for Mastercard Connect has been approved!
Please go to Mastercard Connect ad sign in using the user ID
SallyDoel234 and password that you created during the sign
up process.

If you have any questions, please contact us at
mastercardconnect@mastercard.com or via phone at
1-800-999-0363, 1-636-722-6636, or 1-6363-722-6292
(Spanish language support).

Regards,
Mastercard Connect
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. . ® connect SURECI
Sign in

Accessing your Connect account
is easy

Sign |
ignin @

User ID

sallydoel234

() Entering your credentials

Password / RSA SecurlD®token

* Tosigninto Connect, visit
www.mastercardconnect.com

WELCOME TO MASTERCARD CONNECT

 Enteryour User ID and password
. Select 'Sign in’ W here you connect

Replace RSA SecurlD token

with Mastercard to TR V. R p——
If you've been issued a SecurlD token, you'll sign grow your business .

in with your username and a passcode instead. L
Explore

* SecurlD tokens are only issued to users who have
access to applications or reports that require
higher levels of security.



http://www.mastercardconnect.com/

First use tour

Take a quick tour to learn about
Connect

® Welcome

The First Use Tour is provided the first
time you Sign In and walks you
through the basic features of
Connect.

) Help panel

The First Use Tour is also available
from the "?" of each Connect page.

(@)
Y
WELCOME

You're ready to get started

Now that you're in, we have some videos and tutorials to
help you use Connect.

You can access this tour any time by clicking on the Q’\)

= -
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Home

Access to tools to grow and manage your business
with Mastercard

e Welcome Bar

Access to your company's information like contacts, relationships
and the names of your security and business administrators.

Q Favorites

The place to find your most used items. By default, the Favorites
section is empty until you decide what goes there.

O Shortcuts

Add a quick link to your most frequently visited places.

0 Technical Resource Center

Link to technical and operational communications and release
announcements.

@ Topics of interest

At the bottom of the homepage, topics of interest, such as new
items or Connect updates are highlighted.

»

Z’ connect

Good morning,

Sally o

2

FAVORITES

@ APPLICATION

Access Manager

APPLICATION

Consumer Controls

TECHNICAL RESOURCE CENTER

@ APPLICATION

Adobe AEM

APPLICATION

eService Recurring Payment
Cancellation Reference

4

- \ -

@ APPLICATION

Adobe Experience Manager

@ APPLICATION

Global Commercial Products

The Technical Resource Center (TRC) is your technical and operational communications destination. Here you'll

find release articles and announcements, along with key references and manuals.

Visit the TRC

WEBINAR SERIES | 5

My Items

*

-—

-

Store Help (2] ®

BANK OF TAP AND GO @
New York City, USA

My Company

4‘_’& Invite a new user to Connect
a—

SHORTCUTS

Forms
Forms and waivers that your company
needs to fill out

Announcements
Published by app owners to disclose
updates that may impact your company

Track my orders
See the status of your current orders
from the Connect store

Create a support ticket

Get help from support personnel

Manage my shortcuts

Webinar: Fraud Management

Join us as provide an overview of the new Fraud Intelligence Insights

reporting and share with you how it can be leveraged in your efforts to

mitigate fraud losses.

Read more
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Main navigation

The main Connect navigation provides easy
access to essential tools

My ltems
Find all the items that you have access to.

Store

Request access to items that you need.

Help

Access Connect documentation and forms, start a
support request, or chat with the Connect support team.

Secure Message

Secure communications platform used to send and receive
messages that contain sensitive data.

User Menu

View and manage your profile, track orders, change
password/PIN, delete account, and sign out.

Payment
ance

x

w

@ APPLICATION

Adobe Experience Manager

@ APPLICATION

Global Commercial Products

L

-

Sally Doe
Bank of Tap and Go [123456]
MNew York, USA

Profile
Track Status

My Company

Create and manage invitations

Change password/PIN
SHORTI

Delete account

Sign out
Forms
Forms and waivers that your company
needs to fill out

Announcements
Published by app owners to disclose
updates that may impact your company

Track my orders
See the status of your current orders

from the Connect store

Create a support ticket
Get help from support personnel

Manage my shortcuts
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My Items
My Ite S Search my items Sort by: A-Z  ~ EE
A consolidated view of the applications you pending or actionable items (2
hcve Gccess to @ APPLICATION * @ APPLICATION *
Account Level Management Mastercard Digital Enablement
Service (MDES) Issuer Wallet
A Access change pendin Scopin

® Defaultitems B o

You will see My Company Manager and the Technical

Resource Center upon first sign in. All items (7)

. . @ APPLICATION * Open REPORT * @ APPLICATION

o Pendlng or GCtIOnGble ItemS Adobe Experience Manager Change access Issuer Loss File 4 Location Administration Tool

If you have an item that requires you to do (AW tem el

something, a pending, actionable items section will 3 De‘e:

be visible on the page.

o o o @ APPLICATION ﬁ @APPLICAT\ON i? @APPL\CATION i?
Managing your applications _ _
My Company Manager Technical Resource Center Unattended File Transfer
Authentication Credential
You can select the card menu (+++) to reveal how you 1 TG e

can interact with the application card.

Favoriting an application

Save time by selecting the star to add the card to
your homepage for easy access.
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Store

ltems available to you can be
found in the Connect Store

Visit the Store

Select the 'Store’ from the main
navigation bar from the homepage.

Find an item

You can search the Store by entering
the name of the app or report in the
search bar or use the filters on the
left to refine your search.

Manage your items

ltems you already have access to will
have a (+++) menu to interact with
and items you don't have access to
will simply show ‘Request’.

»

, connect

Store

Search the Store 26 results

To return more accurate results, put quotation marks
around the item name (i.e., "MDES Manager”)

REPORT i

Account Management Card
Number Mapping Detail

Business capability

[ Authorization GB534010-AA
D Billing Dignissimos ducimus qui blanditiis into the
praesentium voluptatum deleniti atque and

] chargebacks corrupti quos Vivamus venenatis augue.

My Items

Support

Sort by: A-Z ~

@ APPLICATION

Acquirer Intelligence Center
(Platform)

A dispute resolution platform for
streamlining disputes from initiation to close,
consisting of Collaboration,Claims Manager
and Case Filings functions.

@ APPLICATION

Analytics Platform

A dispute resolution platform for
streamlining disputes from initiation to close,
consisting of Collaboration,Claims Manager
and Case Filings functions.

[7] clearing
[ Disputes ves Request Request
More +
@APPL\CATION @APPLICAT\ON
Line of business . .
Data Integrity Online Mastercard Market Trends
[J Acquirer
D Issuer Monitor the quality and accuracy of your Gain up-to-date insights and holistic views Open

datain Mastercard’s ecosystem and evaluate
your performance against mandates,
standards, specifications, and rules.

] Processor

of industry trends, so you can make effective
marketing and operational decisions.

Change access

Item details

Item type
P Delete
[J Application Request Request X
] Product
[] Report
@APPL\CATION @APPLICAT\ON Y7 @APPLICATION

MDES Customer Service

Manage tokens, resolve customer digitization
issues, and visualize important information
for your cardholders’ digital credentials.

Request

MDES Manager

Allows issuers, processors, and service
providers to enable account ranges for digital
wallet programs.

MDES Manager MTF

Allows issuers, processors, and service
providers to test account ranges and
configuration data within Mastercard’s
Member Test Facility (MTF) environment.

Request

@ APPLICATION

Operational Reports

Provides issuers, acquirers and processors
with reporting tools, giving insights into
operational performance.

@ APPLICATION

Pricing and Billing Resource
Center
Your one-stop-shop for your pricing and

billing needs, including Mastercard’s Pricing
Guide and the Transaction Detail tool.

@ APPLICATION

Rewards — Customer Service

Service your reward programs by searching,
viewing, and updating account information,
as well as accessing redemption and
transaction data.
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Request access to an
Item

|dentify what you need and find
it in the Store

® Findand request

Once you find what you're looking for,
select 'Request’ on the item card.

© Add manually or copy data access

You can either select the data
manually, or you can save time by
copying selections you made for
another item.

Define data access

Complete required details on the
checkout form and select ‘Request
access.

@ APPLICATION

Data Integrity Online

Monitor the quality and accuracy of your
data in Mastercard’s ecosystem and evaluate
your performance against mandates,
standards, specifications, and rules.

Request

£— Browse the Store

DETAILS
Data Integrity Online
Complete the following information to request access to this item

Lorem ipsum dolor sit amet, consectetur adipiscing elit, sed do eiusmod tempor incididunt ut
labore et dolore magna aliqua. Ut enim ad minim veniam, quis nostrud exercitation.

Optional Profile Changes
(] Add merchant

[J conduct retro inquiry
(] conduct inquiry

() Delete merchant

(] Modify merchant

Define your data access

Selecting data for this item allows you to determine how this item will function for your company.
Data types can include: ICAs, BINs, account ranges, RTNs and other values,

= O~

Define data access Copy data access from another
Select data access manually, on a item
field by field level or Save time by copying data selections you

are using for another item. You will be
able to review and edit these selections

{— Browse the Store

DETAILS
Data Integrity Online
Complete the following information to request access to this item

Lorem ipsum dolor sit amet, consectetur adipiscing elit, sed do eiusmod tempor incididunt ut

labore et dolore magna aliqua. Ut enim ad minim veniam, quis nostrud exercitation.

Optional Profile Changes
[] Add merchant

[C] Conduct retro inquiry
[C] Conduct inquiry

[C] Delete merchant

[ Modify merchant

Define your data access

Selecting data for this item allows you to determine how this item will function for your company.

Data types can include: ICAs, BINs, account ranges, RTNs and other values.

Change my selection

Search data [”] Only show my selections (3)

— [] Bank of Tap and Go [123456]
+ [] @9 86756
+ [V @9 86757
+ [V @9 86758
+ [ @9 86759
+ [ @ 86760
+ [ @9 86761
+ [ @9 86762

3



CONFIRMATION

Sally, you're all set! 3

Order #123455
200 Mastercard Connect - Inbox
Thank you for your request. We've sent a confirmation email to <email>. Your access changes will

go live as soon as your company's Security Administrator approves them. You can check your
@ Delete & Archive € Reply request status at any time in Track status.

Access confirmation

Date requested

«
Mastercard Connect a « P~ 09 May 2021

You will 2 emails confirming your | | . |
noreplyatmastercardconnect Today at 12:44 PM
access @ To: Doe, Sally @APPLICATION

Data Integrity Online

Browse the Store Track status

& Public Learn more

Hello Sally Doe,

o Order confirmation screen Thank you for your order 20514292, Your order is currently

] 200 Mastercard Connect - Inbox
recelve an onscreen messoge Stotlng To track this order, sign in to Mastercar

drop down arrow next to your name in t| [ Delete [ Archive < Reply

that your order was submitted. and then dlick Track Orders.
Mastercard Connect “~ &« P~
. . If you have any questions, please contac noreplyatmastercardconn A ——
© Request confirmation mastercardconnect@mastercard.com o @ oy rereconneet - (g '
Your order tracking number will be 1-800-999-0363, 1-636-722-6636, or 1-6 ;
. . . . . (Spanish language support). & Public Learn more
available in the first email you receive.
Thank you, Hello Sally Doe,
Your Mastercard Connect support team
e Approved requeSt confirmation Your access to Mastercard Market Trends has been approved.
) . You can now use the Mastercard Trends in Mastercard
After your Security Administrator Connect under My Items.

GpprOVeS YOUF Order: YOU Wl” receive If you ordered multiple items, you may check their availability
ana pproval co nﬁrmation. under Track Status on the application card under My Items.

If you have any questions, please contact us at
mastercardconnect@mastercard.com or via phone at
1-800-999-0363, 1-636-722-6636, or 1-6363-722-6292
(Spanish language support).

Thank you,
Your Mastercard Connect support team
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Help Center

Training materials and other tools
to help you manage your work

o Training materials

Find support materials to help guide your
Connect experience

0 Support requests

Start a support request or check the
status of an existing request

© Chat

Talk to live agents to quickly get
answers to your Connect questions
Forms

Access forms you may need

Share a screen recording

If you experience an issue, record your
screen and send it to Mastercard.

P connect

Help center

Welcome to the Connect help center

Connect is a secure destination where you can access items like applications and reports that allow you
to grow your business with Mastercard.

To learn about the basics of Connect, watch this short video.

To learn about the basics of Connect administration, watch this short video.

Connect overview

Learn about how Connect works

CONTACT SUPPORT

International
1-636-722-6176
1-636-722-6636

Toll-free

United States 1-800-999-0363
Canada 1-800-455-9233
Ireland 1-800-818-383

Europe
353-1-562-1208

United Kingdom
0808-234-6126

customer_support@mastercard.com

Connect administration
Learn about managing companies, users,

orders, and groups on Connect

My ltems Store Help @

Help center

. Share a screen recording

Support Requests

Start a support request or check an existing request

C Go to support requests )

Chat 3

Have a question? We're here to help. Start a chat.

Forms 4

Use forms to provide important information to

Mastercard
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, connect My Items Support

Secure Message

Inbox Sent o

Secure Message

Send and receive sensitive data

Secure Message allows companies to securely exchange messages and attachments with Mastercard. 1

etween you and Mastercar 4 New message
Messages are retained for 90 days.
2
Favorite From Subject Company Attachments Updated 1t
* Sarah Thomas, Amy Smith, Chris... Please review and respond (3) Mastercard Worldwide & 03 Jun 2018, 9:46 AM
@ Create a new message ) )
Yy John Thompson Proof of purchase is attached Mastercard Worldwide 03 Jun 2018, 9:07 AM
. 1
CreOte a meSSOge by SeleCtlng NeW Y Amy Smith, Charlie Smith Noticed random activity Company name [234567] 03 Jun 2018, 8:23 AM
1

m eSSG g e * Sam Jones All is confirmed Company name [345678] & 03 Jun 2018, 7:58 AM
P Christopher Jackson Please confirm and respond Company name [456789] & 03 Jun 2018, 7:02 AM

Q Inbox

New messages are shown in bold
and are retained for 90 days before
auto deleted.

Sent

Review your sent messages from the last
90 days.

© 1995-2022 Mastercard Terms of Use and Global Privacy Policy
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U

ser Menu

Manage your Connect account

@ Profile

Manage user details including your
security questions and answers

Track Status

Track the current status of your orders
here or on your Item cards

Change Password/PIN

This is one of the places you can go to
change your password/pin.

Delete account

If you no longer need your Connect
account, you can delete it here.

Sign Out

When you are done working in Connect,
select 'Sign Out’

»

My Items

Store

3 10

Help S ®

Sally Doe
Bank of Tap and Go [123456]
New York, USA

Profile

Track Status

My Company

Change password/ PIN
Delete account

Sign out



You're all set!

For more information, reach out to
customer support@mastercard.com



mailto:customer_support@mastercard.com

