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Authorisation
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of the Mastercard Open Banking (OB) Connect API Specification changes for the stated
release. This document is intended for reading primarily by OB development and integration
staff and by administration personnel. They will use it as a guide for creating and maintaining
the OB API message interchange. The information outlined in this document shall only be used

for the purpose for which it was originally provided.

Please refer any questions regarding the above to:

Michael Clark
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Mastercard

1 Angel Lane
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1 About this guide

1.1 Document Purpose

This guide provides the Mastercard Open Banking (MAOB) Connect Hub customers with the
information required to use the MAOB Connect Hub universal API (Application Program Interface). In
conjunction with the respective YAML (YAML Ain't Markup Language) specification, this guide provides

a full reference of the API to ensure a successful integration with the hub.

This document is intended for primarily Open Banking (OB) development, integration staff, and
administration personnel. They will use this as a guide for creating and maintaining OB APl message
interchange.

1.2 Scope

This version covers the initial (Pilot) version of the API (which is currently in development) and is
subject to review/update as and when the respective APl implementation will evolve. Mastercard
released this version (Releasel.20) and it includes all previous releases not implemented for a specific
client.

1.3 Glossary

Table 1: Acronyms and terms

Acronym or term | Description

AISP Account Information Service Provider

API Application Program Interface

ASPSP Account Servicing Payment Services Provider - a financial institution/PSP servicing the
Accounts of the PSU

Consent The process by which a PSU gives a TPP permission to approach their ASPSP in order that

the TPP can gain access to the PSU's account to provide the service to the PSU

Consent Authorisation | The process by which the PSU confirms that the ASPSP may respond to the request from
the TPP to whom the PSU has given consent

MA Mastercard

MAOB Connect Mastercard Open Banking Connectivity Hub - the service that translates TPP requests and
routes them through one of the supported ASPSP APIs

PISP Payment Initiation Service Provider

PSU Payment Services User - the holder of a current personal or business account at the

ASPSP. PSU wants to use services provided by the TPP.

SCA Strong Customer Authentication

TPP Third Party Provider - the regulated entity that requires access to the PSU account
information from ASPSP in order to provide them services in accordance with PSD2

URL Uniform Resource Locator - the address of Internet resource

YAML YAML Ain't Markup Language is a human-readable data serialization language.
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2 Open Banking Connect Overview

The Mastercard Open Banking Connect product provides access to Financial Institutions' (FI) user
account information and payment initiation APl capabilities in a reliable and secure manner to Third

Party Provider (TPP) applications.

2.1 Open Banking Background

The Payment Service Directive (PSD) known as PSD2 (PSD2, Directive (EU) 2015/2366), issued by the
European Union (EU), allows regulated TPPs, with the consent of the Payment Services User (PSU), to
connect to customer accounts held by Account Servicing Payments Services Providers (ASPSPs). This
connection is in order to securely obtain account information or initiate payments to or from the

respective accounts.

The ASPSPs give access to three types of services to implement the APIs used to allow the connection:

e Payment Initiation Service (PIS) - Operated by a Payment Initiation Service Provider (PISP)
TPP, as defined by article 66 of PSD2.

e Account Information Service (AlS) - Operated by an Account Information Service Provider
(AISP) TPP, as defined by article 67 of PSD2.

e Confirmation of the Availability of Funds service (CAF) - Used by Payment Instrument Issuing
Service Provider (PIISP) TPP, as defined by article 65 of PSD2.

PSD?2 does not specify the actual APl standards used by ASPSPs. ASPSPs can select any of the
standards available on the market already or implement their own, as long as it complies with the
provisions of PSD2. Thus, integrating a TPP with even a small number of ASPSPs may require a
significant amount of effort and investment.

2.2 MAOB Connect Hub

The Connect Hub provides a seamless integration path with ASPSPs, even if using different APIs. It
provides a single point of entry APl that acts as a gateway that translates the messages received
from TPPs and routes them to and from a list of supported ASPSPs.

See the full list of operations in section 5 APl Access Methods. Additional details are also available in

sections 7 Account Information Service and 8 Payment Initiation Service.

2.3 Special considerations

To create the APIs for this product, Mastercard leveraged the Berlin Group specification standard as
an industry reference (alongside other global standards) for Mastercard's own data model, per the
Berlin Group Creative Commons Attribution 4.0 International Public License:

https://www.berlin-group.org/nextgenpsd?2-downloads
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2.4 Accessing the Open Banking Connect APIs

Users can access the Mastercard Open Banking Connect Hub via Mastercard Developer at

https://developer.mastercard.com/product/open-banking-connect. Through the developer portal,

users can access documentation, interact with sandboxed versions of the APls, manage credentials,

and begin the process of setting up a production application.

2.5 Important Notice for Current Single APl Users

Prior to the Drop 2 (June 2019) release of the Open Banking Connect API Specification, there was only
a single API. Due to a need to split the AIS and PIS functions in Drop 2, a second APl has been
introduced for AlS. PIS will continue to use the original API.

Customers that want to use both AIS and PIS functions must connect to both APls.

Current customers on a single APl must contact their Onboarding contact or their Open Banking

Development team contact to ensure they are correctly pointing to both the APlIs.

New customers must use the Mastercard Developer site to access the APls.
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3 Notations

3.1 Conditions

Each message specification data field/element includes the following condition codes. Each condition

is described in the respective request or response.

e O (Optional): The field is supported by the API, but the usage is optional.
e C (Conditional): The field is required by the APl under certain conditions (see "Description”).
e M (Mandatory): The field is always required by the API.

3.2  Multiplicity

Multiplicity indicates the cardinality of the elements in the message structure:

e [0.1]-0or 1linstances of the element
e [1.1]- exactly one instance of the element only

e [0..N] -0 to N instances of the element

3.3 Interface API structure

The API Interface is resource oriented. Resources are addressed under the APl endpoints. For example:
https://{provider}/{service}
Where

e {provider} isthe host and path of the AP

e {service} hasthe values consents, payments, accounts, eventually extended by more

information on product types and request scope
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3.4 API Profiles

All ASPSPs that can be accessed through Mastercard Open Banking Connect have a descriptor that
indicates the API Profile of the ASPSP, that is, the Open Banking API standard implemented on the
side of the ASPSP. As of the Drop 2 release, the MAOB Connect provides access only to ASPSPs that

have one of the following API profiles:

e CMA9 - An Open Banking API standard defined by the Open Banking Implementation Entity
(OBIE) in UK, which is mandatory for the nine major banks, per the order from Competition
and Markets Authority (CMA). Currently this API profile is based on v3.1 of the OBIE
specification for AIS and PIS.

e PolishAPI - An Open Banking API standard for the banking sector in Poland currently based on
v2.1.3 of the Polish API specification.

e NextGenPSD2 - An Open Banking APl standard defined by Berlin Group for the EU banking
sector. They developed the standard to create uniform and interoperable communications
between EU banks and TPPs.

e STET - An Open Banking API standard defined by group of major French banks for full range of

payment instruments in the French and Belgian market

The API Profile enables the TPP to determine if the original APl standard of the ASPSP supports a
specific endpoint included in the MAOB Connect. The endpoints specifications included in this
document provide details of the supported API Profile.

The API returns the API Profile for each ASPSP when the TPP requests the list of ASPSPs.
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4 Business context diagrams

The Business Context Diagrams provide an overview of the interactions between external business
role-players and MAOB Connect HUB. The following example Business Context Diagrams use the
Account Information Service and Domestic Transfer endpoints. All other service endpoints follow

similar message flows.

4.1 AIS - Submit Consent

The following Business Context Diagram shows the flows used to initiate the creation of consent for

the Account Information operations.

Image 1: Account Information Service - Submit consent

Account Information Service - Submit consent

%_5 Connect Hub @ Connectivity 5. Store the
o @ Partner consent request
1. Request account 2. Submit 3. Translate and route consent 4. Translate and route consent
permission and consent to AP request to the cxpppropr\cte request to;;;scp;)proprlcte
/ﬁ\ provide consent = connectivity Partner
» | > > > N 13
> N : L — m‘& -d
Partner i
+ PSU 8. Redirect to URL TPP 7. Return URL for PSU API 6. Return URL for PSU 5. Return URL for PSU ASPSP |
for PSU authentication authentication authentication 4

authentication

Mastercard Connect Hub

9. Authenticate with ASPSP and autherise consent
[Includes an additional step to select source account]

10. Return authorization string and state to specified URL

@ mostercard MASTERCARD OPEN BANKING 1

Confidential / Internal Use Only

To initiate an Account Information operation, the following actions are performed:

1. The Payment Services User (PSU) populates account details and provides consent to the TPP.

2. The TPP submits consent to MAOB Connect Hub using MAOB API.

3. MAOB API translates and routes a consent request to the appropriate Connectivity Partner.

4. The Connectivity Partner translates and routes the consent request to the appropriate ASPSP.

5. The ASPSP stores the consent request and returns the URL for the PSU authentication to the
Connectivity Partner.

6. The Connectivity Partner returns URL for PSU authentication to MAOB API.

7. The MAOB API returns URL for PSU authentication to the TPP.

8. The TPP redirects the PSU to the URL for PSU authentication.

9. The PSU authenticates with the ASPSP and authorizes consent.

10. The ASPSP returns the authorization string and state to the specified URL.
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4.2 AIS — Exchange the PSU authorization for access consent

The following Business Context Diagram shows the flows used to exchange the PSU authorization

string for access token on the Connectivity Partner side.

Prerequisite: PSU should perform the following operations before the 'Exchange the PSU

authorization for access consent’ call is executed:

1. 'Submit Consent' operation to get authorization string

Image 2: Account Information Service - Exchange the PSU authorization string for access token

Account Information Service - Exchange the PSU authorization for access consent

é‘_'f?‘_“ Connect Hub @ Connectivity
e’ (=) Partner
1. Request exchange 2. Submit request to 3. Translate and route request
authorisation string to API (with authorisation to the appropricte connectivity
access token = string) Partner
. EXChange authorization
Piy m 4. Exchange authorizat
0 - &g\ - - string for access token
h TPP ) ) Partner
PsU 7. Receive access 6. Return access token APl 5. Return access token
token (Consent Id) (Consent Id)

Mastercard Connect Hub

@  mastercard MASTERCARD OPEN BANKING

Confidential / Internal Use Only

The following actions are performed to initiate an exchange authorization string for access token:

1. The PSU send authorization string provided by the ASPSP for access token exchange.

2. The TPP submits the exchange request with authorization string to MAOB Connect Hub using MAOB
API.

MAOB API translates and routes the request to the appropriate Connectivity Partner.
The Connectivity Partner exchanges authorization string for access token (Consent Id).
Connectivity Partner returns access token (Consent Id) to MAOB API.

MAOB API returns access token (Consent Id) to the TPP.

N o 0 Bw

PSU receives access token (Consent Id).
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4.3 AIS - Get List of Accounts

The following Business Context Diagram shows the flows used to retrieve the list of accounts from the

ASPSP based on previously obtained access token.

Prerequisites: PSU should perform the following operations before the ‘Get List of Accounts’ call is

executed:

1. 'Submit Consent' operation to get authorization string

2. 'Exchange PSU authorization for access consent’ operation to get access token

Image 3: Account Information Service — Get List of Accounts

Account Information Service — Get List of Accounts

§ o y Connect Hub @ Connectivity
W {2} Partner
1. Request list of accounts 2.Send Get List of 3. Translate and route request to 4. Transiate and route request
Accounts request to API the appropriate connectivity to the appropriate ASPSP
& m (with access token) Partner
i B g — & - I} -
Il +— < <+ -—— ,ﬂ.ﬂﬂ.‘ d
TPP Partner
A 8. Display list of 7 Returnlist of accounts P} 6. Return list of accounts ENRELN list of accounts  ASP'SP

accounts

Mastercard Connect Hub

@  mastercard MASTERCARD OPEN BANKING 3

Confidential / Internal Use Only

To perform a Get List of Accounts request, the following actions are performed:

1. The PSU sends a get list of accounts request to the TPP.

2. The TPP submits the request with previously obtained access token (Consent Id) to MAOB Connect Hub
using MAOB API.

MAOB API translates and routes the request to the appropriate Connectivity Partner.
The Connectivity Partner translates and routes the request to the appropriate ASPSP.
The ASPSP returns the list of accounts to Connectivity Partner.

The Connectivity Partner returns the list of accounts to MAOB API.

MAOB API returns the list of accounts to the TPP.

© N o 0 &~ w

The TPP displays the list of accounts to PSU.
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4.4 AIS - Get Account Details

The following Business Context Diagram shows the flows used to retrieve the account details
information from the ASPSP based on previously obtained access token and account identification

code.

Pre-requests: PSU should perform the following operations before the '‘Get Account Details' call is

executed:

1. 'Submit Consent’ operation to get authorization string

2. 'Exchange PSU authorization for access consent’ operations to get access token

3. 'Get List of Accounts' operation to get account identifier

Image 4: Account Information Service - Get Account Details

Account Information Service - Get Account Details

& 72 Connect Hub @ Connectivity
-(0-0
W {c} Partner
1. Request account details |23 ?:e_r;d Get Ac&)ugtpl 3. Translate and route request to 4. Translate and route request
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— -8 @ fi e
I < z ~ _— < P 0 m o
TPP Partner

PSU 8. Display account 7. Return account details APl 4 Return account detalils 5. Return account details ASPSP

details info

Mastercard Connect Hub

@  mostercard MASTERCARD OPEN BANKING 4

Confidential / Internal Use Only

To perform a Get Account Details request, the following actions are performed:

1. The PSU sends a get accounts details request to the TPP.

2. The TPP submits the request with previously obtained access token (Consent Id) and account identifier
(Account Id) to MAOB Connect Hub using MAOB API.

MAOB API translates and routes the request to the appropriate Connectivity Partner.
The Connectivity Partner translates and routes the request to the appropriate ASPSP.
The ASPSP returns the account details to Connectivity Partner.

The Connectivity Partner returns the account details to MAOB API.

MAOB API returns the account details to the TPP.

© N o &~ W

The TPP displays the account details information to PSU.

. mastercard. HIGHLY CONFIDENTIAL INTELLECTUAL PROPERTY PAGE 15



4.5 AIS - Get Account Balance

The following Business Context Diagram shows the flows used to retrieve the account balance
information from the ASPSP based on previously obtained access token and account identification

code.

Pre-requests: PSU should perform the following operations before the 'Get Account Balance' call is

executed:

1. 'Submit Consent’ operation to get authorization string

2. 'Exchange PSU authorization for access consent’ operations to get access token

3. 'Get List of Accounts' operation to get account identifier

Image 5: Account Information Service - Get Account Balance

Account Information Service - Get Account Balance

(¥ Connect Hub Connectivity
B O

o, Partner

2. Send Get Account
Balance request to'AP|
(with access tokenand
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TPP Partner -
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1. Request account balance
information

3. Translate and route request to 4. Transiate and route request
the appropriate connectivity to the appropriate ASPSP

Mastercard Connect Hub

. mastercard MASTERCARD OPEN BANKING 6

Cenfidential / Internal Use Only

To perform a Get Account Balance request, the following actions are performed:

1. The PSU sends a get accounts balance request to the TPP.

2. The TPP submits the request with previously obtained access token (Consent Id) and account identifier
(Account Id) to MAOB Connect Hub using MAOB API.

MAOB API translates and routes the request to the appropriate Connectivity Partner.
The Connectivity Partner translates and routes the request to the appropriate ASPSP.
The ASPSP returns the account balance information to Connectivity Partner.

The Connectivity Partner returns the account balance to MAOB API.

MAOB API returns the account balance to the TPP.

© N o v &~ W

The TPP displays the account balance information to PSU.
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4.6 AIS - Get Account Transactions

The following Business Context Diagram shows the flows used to retrieve the list of account

transactions from the ASPSP based on previously obtained access token and account identification

code.

Pre-requests: PSU should perform the following operations before the ‘Get Account Transactions' call

is executed:

1. 'Submit Consent’ operation to get authorization string

2. 'Exchange PSU authorization for access consent’ operations to get access token

3. 'Get List of Accounts' operation to get account identifier

Image 6: Account Information Service - Get Account Transactions

Account Information Service - Get Account Transactions
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To perform a Get Account Transactions request, the following actions are performed:

1. The PSU sends a get accounts transactions request to the TPP.

2. The TPP submits the request with previously obtained access token (Consent Id) and account identifier

(Account Id) to MAOB Connect Hub using MAOB API.

MAOB API translates and routes the request to the appropriate Connectivity Partner.
The Connectivity Partner translates and routes the request to the appropriate ASPSP.
The ASPSP returns the list of account transactions to Connectivity Partner.

The Connectivity Partner returns the list of account transactions to MAOB API.

MAOB API returns the list of account transactions to the TPP.

© N o &~ W

The TPP displays the account transactions list to PSU.
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4.7 AIS - Get Account Transaction Details

The following Business Context Diagram shows the flows used to retrieve account transaction details

from the ASPSP based on previously obtained access token and transaction identification code.
Pre-requests: PSU should perform the following operations before the '‘Get Account Transaction
Details' call is executed:

'Submit Consent’ operation to get authorization string

'Exchange PSU authorization for access consent’ operations to get access token

1
2
3. 'Get List of Accounts' operation to get account identifier
4

'Get Account Transactions' operation to get transaction identifier

Image 7: Account Information Service — Get Account Transaction Details

Account Information Service - Get Account Transaction Details
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To perform a Get Account Transaction Details request, the following actions are performed:

1. The PSU sends a get account transaction details request to the TPP.

2. The TPP submits the request with previously obtained access token (Consent Id) and transaction
identifier (Transaction Id) to MAOB Connect Hub using MAOB API.

MAOB API translates and routes the request to the appropriate Connectivity Partner.
The Connectivity Partner translates and routes the request to the appropriate ASPSP.
The ASPSP returns the account transaction details to Connectivity Partner.

The Connectivity Partner returns the account transaction details to MAOB API.

MAOB API returns the account transaction details to the TPP.

© N o 0 &~ W

The TPP displays the account transaction details to PSU.
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4.8 AIS - Get Raw Consent

The following Business Context Diagram shows the flows used to get raw consent from the

Connectivity Partner side.
Pre-requests: PSU should perform the following operations before the '‘Get Raw Consent’ call is
executed:

1. 'Submit Consent’ operation to get authorization string

2. 'Exchange PSU authorization for access consent’ operation to get access token

Image 8: Account Information Service - Get Raw Consent

Account Information Service - Get Raw Consent
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The following actions are performed to initiate a Get Raw Consent request:

The PSU send a get raw consent request with previously obtained access token (Consent Id) to the TPP.
The TPP submits the get raw consent request to MAOB Connect Hub using MAOB API.

MAOB API translates and routes the request to the appropriate Connectivity Partner.

The Connectivity Partner returns raw consent

The Connectivity Partner returns raw consent to MAOB API

MAOB API returns raw consent to the TPP.

N o AW N

TPP returns raw consent to the PSU
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4.9 AIS - Delete Account Information Consent

The following Business Context Diagram shows the flows used to delete account information consent

from the ASPSP based on previously obtained access token.

Pre-requests: PSU should perform the following operations before the ‘Delete Account Information

Consent’ call is executed:

1. 'Submit Consent’ operation to get authorization string

2. 'Exchange PSU authorization for access consent’ operation to get access token

Image 9: Account Information Service — Delete Account Information Consent

Account Information Service - Delete Account Information Consent
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To perform a Delete Account Information Consent request, the following actions are performed:

1. The PSU sends a delete account information consent request to the TPP.

2. The TPP submits the request with previously obtained access token (Consent Id) to MAOB Connect Hub

using MAOB API.

MAOB API translates and routes the request to the appropriate Connectivity Partner.
The Connectivity Partner translates and routes the request to the appropriate ASPSP.
The ASPSP returns confirmation of deletion to Connectivity Partner.

The Connectivity Partner returns confirmation of deletion to MAOB API.

MAOB API returns confirmation of deletion to the TPP.

© N o u &~ W

The TPP displays confirmation of deletion to PSU.
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4.10 PIS - Domestic Credit Transfer — Submit Consent

The following Business Context Diagram shows the flows used to initiate the creation of consent for

the Domestic Credit Transfer operation.

Image 10: Domestic Credit Transfer - Submit consent

Domestic Credit Transfer - Submit consent
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To initiate a Domestic Credit Transfer, the following actions are performed:

The Payment Services User (PSU) populates payment details and provides consent to the TPP.
The TPP submits consent to MAOB Connect Hub using MAOB API.

MAOB API translates and routes a consent request to the appropriate Connectivity Partner.

The Connectivity Partner translates and routes the consent request to the appropriate ASPSP.

o &M w N

The ASPSP stores the consent request and returns the URL for the PSU authentication to the

Connectivity Partner.

The Connectivity Partner returns URL for PSU authentication to MAOB API.
The MAOB API returns URL for PSU authentication to the TPP.

The TPP redirects the PSU to the URL for PSU authentication.

0 © N o

The PSU authenticates with the ASPSP and authorizes consent.

10. The ASPSP returns the authorization string and state to the specified URL.
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4.11 PIS - Domestic Credit Transfer — Submit Payment Initiation

The following Business Context Diagram shows the flows used to initiate a Domestic payment on the
ASPSP side using an authorization string provided by the PSU.

Prerequisites: PSU should perform the following operations before the 'Submit Payment Initiation’ call
is executed:
1. 'Submit Consent’ operation to get authorization string

Image 11: Domestic Credit Transfer — Submit Payment Initiation

Domestic Credit Transfer — Submit Pl (payment initiation) based on authorisation
string
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The following actions are performed to initiate a Domestic payment:

The PSU approves a Payment Initiation (PI) and send authorization string provided by the ASPSP.
The TPP submits the Pl request with authorization string to MAOB Connect Hub using MAOB API.
MAOB API translates and routes the request to the appropriate Connectivity Partner.

1

2

3

4. The Connectivity Partner translates and routes the request to the appropriate ASPSP.
5. The ASPSP returns payment identification and Pl status to the Connectivity Partner.
6

The Connectivity Partner exchanges authorization string for access token and returns access token
(Consent Id), payment identification (Payment Id) and Pl status MAOB API.

7. MAOB API returns access token (Consent Id), payment identification (Payment Id) and Pl status to the
TPP.

8. The TPP displays the Pl status to the PSU.
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4.12 PIS - Domestic Credit Transfer — Get Payment Status

The following Business Context Diagram shows the flows used to retrieve the payment status from
the ASPSP for the specified payment based on previously obtained consent.

Prerequisites: PSU should perform the following operations before the 'Get Payment Status' call is
executed:

1. 'Submit Consent’ operation to get authorization string

2. 'Submit Payment Initiation' operation to get access token

Image 12: Domestic Credit Transfer — Get Payment Initiation Status

Domestic Credit Transfer— Get Pl (payment initiation) status
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To perform a Get Payment Initiation Status request, the following actions are performed:

1. The PSU sends a payment status request to the TPP.

2. The TPP submits the Pl status request with previously obtained access token (Consent Id) to MAOB
Connect Hub using MAOB API.

MAOB API translates and routes the request to the appropriate Connectivity Partner.
The Connectivity Partner translates and routes the request to the appropriate ASPSP.
The ASPSP returns Pl status to Connectivity Partner.

The Connectivity Partner returns the Pl status MAOB API.

MAOB API returns the Pl status to the TPP.

© N o v &~ W

The TPP displays the Pl status to PSU.

4.13 PIS - SEPA Credit Transfer — Submit Consent

The following Business Context Diagram shows the flows used to initiate the creation of consent for
the SEPA Credit Transfer operation.
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Image 13: SEPA Credit Transfer - Submit consent

SEPA Credit Transfer - Submit consent
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To initiate a SEPA Credit Transfer, the following actions are performed:

The Payment Services User (PSU) populates payment details and provides consent to the TPP.
The TPP submits consent to MAOB Connect Hub using MAOB API.

MAOB API translates and routes a consent request to the appropriate Connectivity Partner.

The Connectivity Partner translates and routes the consent request to the appropriate ASPSP.

o Wy e

The ASPSP stores the consent request and returns the URL for the PSU authentication to the

Connectivity Partner.

The Connectivity Partner returns URL for PSU authentication to MAOB API.
The MAOB API returns URL for PSU authentication to the TPP.

The TPP redirects the PSU to the URL for PSU authentication.

o o N O

The PSU authenticates with the ASPSP and authorizes consent.

10. The ASPSP returns the authorization string and state to the specified URL.

4.14 PIS - SEPA Credit Transfer — Submit Payment Initiation

The following Business Context Diagram shows the flows used to initiate a SEPA payment on the
ASPSP side using an authorization string provided by the PSU.

Pre-requests: PSU should perform the following operations before the 'Submit Payment Initiation’ call
is executed:

1. 'Submit Consent’ operation to get authorization string
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Image 14: SEPA Credit Transfer — Submit Payment Initiation

SEPA Credit Transfer - Submit Pl (payment initiation) based on authorisation string

f?:‘_’é Connect Hub Connectivity
ke’ {o} Partner
1. Approve payment 2. Submit Pl requestito 3. Translate and route Pl 4. Translate and route Pl
initiation using API (with authorisation request to the appropriate request to the appropriate
authorisation string string) P

= connectivity Partner Al
i R g= . L B~
Il '1%:\ - < - l ” ! W

-— « < -
TPP Partner
PSU 8. Display Pl 7. Return access token APt 6. Return access token 5. Return Paymentld and Pl ASPSP
(intermediary or final)  (Consent Id), Paymentld and Pl (Consent Id), Paymentld and Pl status
status status status

Mastercard Connect Hub

@  mostercard MASTERCARD OPEN BANKING 2

Confidential / Internal Use Only

The following actions are performed to initiate a SEPA payment:
The PSU approves a Payment Initiation (PI) and send authorization string provided by the ASPSP.
The TPP submits the Pl request with authorization string to MAOB Connect Hub using MAOB API.
MAOB API translates and routes the request to the appropriate Connectivity Partner.

1.

2

3

4. The Connectivity Partner translates and routes the request to the appropriate ASPSP.
5. The ASPSP returns payment identification and Pl status to the Connectivity Partner.
6

The Connectivity Partner exchanges authorization string for access token and returns access token
(Consent Id), payment identification (Payment Id) and Pl status MAOB API.

7. MAOB API returns access token (Consent Id), payment identification (Payment Id) and PI status to the
TPP.

8. The TPP displays the Pl status to the PSU.
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4.15 PIS - SEPA Credit Transfer — Get Payment Status

The following Business Context Diagram shows the flows used to retrieve the payment status from
the ASPSP for the specified payment based on previously obtained consent.

Pre-requests: PSU should perform the following operations before the '‘Get Payment Status' call is
executed:

1. 'Submit Consent’ operation to get authorization string

2. 'Submit Payment Initiation' operation to get access token

Image 15: SEPA Credit Transfer — Get Payment Initiation Status
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To perform a Get Payment Initiation Status request, the following actions are performed:

1. The PSU sends a payment status request to the TPP.

2. The TPP submits the Pl status request with previously obtained access token (Consent Id) to MAOB
Connect Hub using MAOB API.

MAOB API translates and routes the request to the appropriate Connectivity Partner.
The Connectivity Partner translates and routes the request to the appropriate ASPSP.
The ASPSP returns Pl status to Connectivity Partner.

The Connectivity Partner returns the Pl status MAOB API.

MAOB API returns the Pl status to the TPP.

© N o 0 &~ w

The TPP displays the Pl status to PSU.

4.16 PIS — Cross-Border Credit Transfer — Submit Consent

The following Business Context Diagram shows the flows used to initiate the creation of consent for

the Cross-Border Credit Transfer operation.
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Image 16: Cross-Border Credit Transfer - Submit consent

Cross-Border Credit Transfer - Submit consent

1. Populate payment 2. Submit
details and provide consent to API

é?f??é Connect Hub Connectivity 5. Store the
42y
e (o} Partner consent request

4. Translate and route consent
request to the appropriate

3. Translate and route consent
request to the appropriate
connectivity Partner

q
*

-fl\ consent 2
» |
I Ty N,

APSU g peirecttoURL TP 7. Return URL for PSU
for PSU authentication

authentication

9. Authenticate with ASPSP and authorise consent
[Includes an additional step to select source account]

EDZ

i P
< e,
Partner ASPS|

o

5. Return URL for PSU
authentication

6. Return URL for PSU

authentication

>

Mastercard Connect Hub

10. Return authorization string and state to specified URL

. mastercard

Confidential / Internal Use Only MASTERCARD OPEN BANKING

To initiate a Cross-Border Credit Transfer, the following actions are performed:

A

Connectivity Partner.

o o N O

The Payment Services User (PSU) populates payment details and provides consent to the TPP.
The TPP submits consent to MAOB Connect Hub using MAOB API.

MAOB API translates and routes a consent request to the appropriate Connectivity Partner.
The Connectivity Partner translates and routes the consent request to the appropriate ASPSP.

The ASPSP stores the consent request and returns the URL for the PSU authentication to the

The Connectivity Partner returns URL for PSU authentication to MAOB API.
The MAOB API returns URL for PSU authentication to the TPP.
The TPP redirects the PSU to the URL for PSU authentication.

The PSU authenticates with the ASPSP and authorizes consent.

10. The ASPSP returns the authorization string and state to the specified URL.
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4.17 PIS - Cross-Border Credit Transfer — Submit Payment Initiation

The following Business Context Diagram shows the flows used to initiate a Cross-Border payment on
the ASPSP side using an authorization string provided by the PSU.

Pre-requests: PSU should perform the following operations before the 'Submit Payment Initiation’ call
is executed:
1. 'Submit Consent’ operation to get authorization string

Image 17: Cross-Border Credit Transfer - Submit Payment Initiation

Cross-Border Credit Transfer — Submit Pl (payment initiation) based on
authorisation string
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The following actions are performed to initiate a Cross-Border payment:
The PSU approves a Payment Initiation (PI) and send authorization string provided by the ASPSP.
The TPP submits the Pl request with authorization string to MAOB Connect Hub using MAOB API.
MAOB API translates and routes the request to the appropriate Connectivity Partner.

1.

2

3

4. The Connectivity Partner translates and routes the request to the appropriate ASPSP.
5. The ASPSP returns payment identification and Pl status to the Connectivity Partner.
6

The Connectivity Partner exchanges authorization string for access token and returns access token
(Consent Id), payment identification (Payment Id) and Pl status MAOB API.

7. MAOB API returns access token (Consent Id), payment identification (Payment Id) and Pl status to the
TPP.

8. The TPP displays the Pl status to the PSU.
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4.18 PIS - Cross-Border Credit Transfer — Get Payment Status

The following Business Context Diagram shows the flows used to retrieve the payment status from

the ASPSP for the specified payment based on previously obtained consent.

Pre-requests: PSU should perform the following operations before the '‘Get Payment Status' call is

executed:

1
2.

'Submit Consent’ operation to get authorization string

'Submit Payment Initiation’ operation to get access token

Image 18: Cross-Border Credit Transfer — Get Payment Initiation Status
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To perform a Get Payment Initiation Status request, the following actions are performed:

1

© N o kW

The PSU sends a payment status request to the TPP.

The TPP submits the Pl status request with previously obtained access token (Consent Id) to MAOB
Connect Hub using MAOB API.

MAOB API translates and routes the request to the appropriate Connectivity Partner.
The Connectivity Partner translates and routes the request to the appropriate ASPSP.
The ASPSP returns Pl status to Connectivity Partner.

The Connectivity Partner returns the Pl status MAOB API.

MAOB API returns the Pl status to the TPP.

The TPP displays the Pl status to PSU.
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5 API| Access Methods

The following tables provide an overview of the HTTP access methods supported by the APl endpoints
and by the resources created through this API.

5.1 Accounts endpoints

Table 2: Accounts Endpoints

Endpoints/Resources ‘ Method | API Profiles Description
/accounts/aspsps POST N/A Reads list of supported ASPSPs
/accounts/health GET N/A Reads Inbound APl and
Connectors statuses of
Accounts Service
/accounts POST CMAGQ, Polish API, | Reads all identifiers of the
NextGenPSD2, accounts, to which a PSU has
STET granted an account access to
through the
/accounts/consents endpoint.
/accounts/consents POST CMAGQ, Polish API, | Requests Al consent initiation.
NextGenPSD2,
STET
/accounts/consents/raw POST CMA9Q Reads original raw consent
given by the ASPSP
/accounts/consents/authorizations POST N/A Exchanges the PSU
authorization string for
account access consent
/accounts/consents/delete POST CMAG9, Polish API, | Deletes an existing consent.
NextGenPSD?2,
STET
/accounts/account POST CMAZ9, Polish API, | Reads details about an
NextGenPSD2, account. It is assumed, that
STET consent of the PSU to this
access is already given and
stored on the ASPSP system.
/accounts/account/balances POST CMA®9, Polish API, | Reads account balances. It is
NextGenPSD?2, assumed that consent of the
STET PSU to this access is already
given and stored on the ASPSP
system.
/accounts/account/transactions POST CMA®9, Polish API, | Reads transaction list of the
NextGenPSD?2, account. It is assumed that
STET consent of the PSU to this
access is already given and
stored on the ASPSP system.
/accounts/account/transactions/transaction | POST Polish AP, Reads transaction details for a
NextGenPSD?2, given transaction on a given
STET account. It is assumed that
consent of the PSU to this
access is already given and
stored on the ASPSP system.
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5.2 Payments endpoints

Table 3: Payments Endpoints

Endpoints/Resources | Method API Profiles Description

/payments/aspsps/ POST N/A Reads list of supported ASPSPs

/payments/health GET N/A Reads Inbound APl and Connectors
statuses of Payment Service

/payments/consents/raw POST CMA9 Reads original raw consent given by the
ASPSP

/payments/domestic- POST CMAGQ, Polish API Creates a payment initiation request at

credit-transfers the ASPSP.

/payments/domestic- POST CMAGQ, Polish API Requests Pl consent initiation.

credit-transfers/consents

/payments/domestic- POST CMAGQ, Polish API Reads payment status. It is assumed that

credit-transfers/payment- a consent of the PSU to this access is

status already given and stored on the ASPSP
system

/payments/sepa-credit- POST Polish AP, Creates a payment initiation request at

transfers NextGenPSD2, STET the ASPSP.

/payments/sepa-credit- POST Polish AP, Requests Pl consent initiation.

transfers/consents NextGenPSD2, STET

/payments/sepa-credit- POST Polish AP, Reads payment status. It is assumed that

transfers/payment-status NextGenPSD2, STET a consent of the PSU to this access is
already given and stored on the ASPSP
system

/payments/cross-border- POST CMAG, Polish API Creates a payment initiation request at

credit-transfers the ASPSP.

/payments/cross-border- POST CMAG, Polish API Requests Pl consent initiation.

credit-transfers/consents

/payments/cross-border- POST CMAG, Polish API Reads payment status. It is assumed that

credit-transfers/payment- a consent of the PSU to this access is

status already given and stored on the ASPSP
system.
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6 Response codes and Error Handling

6.1 HTTP response codes

The HTTP response code communicates the success or failure of a TPP request message.

Response Code Description

200 OK

The request has succeeded.

400 Bad Request

The request failed due to an error with the information provided. The TPP should not
repeat the request without modifications.

500 Error

The request failed due to an internal error in Open Banking Connect API.

504 Gateway Timeout

The server did not receive a timely response from the data provider

6.2 Error information

If OB Connect returns a HTTP response code = 400, the response body typically provides additional

details on the error. The table below describes the structure of errors in such a scenario:

Errors

Condition | Multiplicity

M 1.1 Object

Description

This section can include messages to the TPP on
operational issues (errors)

++ Error

M 1.7 Object

Error object, e.g. include one instance per each
schema validation error

++++ Source

O 0.1 String

The application that generated this error. For
Open Banking Connect AP, this will usually be
returned as 'com.mastercard.mcob.apiserver'.

++++ ReasonCode

O 0.1 String

The code of the error. Expect the following Codes
as of this release:

« More Error codes and description in Section
6.3

++++ Description

O 0.1 String

In some scenarios includes description of the
error. Note: This is also known as the Error
Message.

++++ Recoverable

] 0.1 Boolean

Indicates whether OB Connect always returns
this error for this request, or if retrying could
change the outcome. For example, if the request
contains an invalid signature, retrying will never
result in a success.

++++ Details

O 0.* String

In some scenarios includes additional error details,
e.g. in case of a schema validation failure may
include the path to the respective elements in the
message that failed the validation. Find more
details in the Reason Codes specification below.
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6.3 Error codes

When an error code is returned, the response body provides reason code and error description of the raised error. The following is a list of possible error

reason codes that can be returned and additional information.

6.3.1 HTTP Status 500/504 - General reason codes

List of reason codes returned for the majority types of requests together with HTTP status code 500 Internal Server Error, or 504 Gateway Timeout:

Error Message Error Description Sample of the error Typical Occurrences Next Steps
(CELE))
Code
"Unable to process INTERNAL_ERROR | Thisis n/a { Not a typical error. If an Contact Open
request this time." returned when "Errors": { unexpected internal error Banking Connect
HTTP Status "Error": [ happens, it means additional APl support team.
Code = 500 { investigation may be required
"Source": "com.mastercard.mcob.apiserver", to identify the issue.
"ReasonCode": "INTERNAL_ERROR",
"Description”: "Unable to process request this time"
}
]
}
}
"Unable to process TIMEOUT This is n/a { This usually occurs when Re-try sending the
request this time." returned when "Errors": { server, while acting as a same request
HTTP Status "Error": [ gateway or proxy, did not after a
Code = 504 { receive a timely response from | recommended
"Source": "com.mastercard.mcob.apiserver”, the upstream server, e.g. the period of time.
"ReasonCode": "TIMEOUT", connectivity partner or the
"Recoverable": true ASPSP.
} Exceptions: health and aspsps
] endpoints will not raise this
}} error because they do not use

an upstream server.
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6.3.2 HTTP Status 400 - General reason codes
List of reason codes returned for the majority types of requests together with HTTP status code 400 Bad request:

Error
Message

The specific
message
depends on the
JSON
validators
listed here (link
to validators).

Error (Reason)
Code

FORMAT_ERROR

Description

The request that was
sent to the endpoint
does not comply with
the message schema
(format) published
for that endpoint.

Developer
Details

"path[i]=<path
to the element
that failed the
validation>;"
wherei=0,1, 2,
etc. for each
element that
failed the
validation.

Sample of the error

{
"Errors": {
"Error": [
{
"Source":
"com.mastercard.mcob.apiserver”,
"ReasonCode": "FORMAT_ERROR",
"Description": "[Path '/limit'] Numeric
instance is lower than the required
minimum (minimum: 1, found: 0)",
"Details": "path[0]=/limit"
}
1
}
}

Typical
Occurrences

Typical occurrences

are:

¢ Missing
mandatory fields

¢ Providing a value
of the wrong type

¢ Exceeding the
minimum/maximu
m values,

e Providing a value
that doesn't
match the
expected pattern

« Missing to provide
a conditionally
expected value
when required

Next Steps

Correct the request
message schema based
on the received error
message and then re-
send the request.

Inactive
Account

INACTIVE_ACCOUNT

The source TPP (i.e.
clientld) that has sent
the message is not
recognized or is
invalid.

n/a

{
"Errors": {
"Error": [
{
"Source":
"com.mastercard.mcob.apiserver",
"ReasonCode": "INACTIVE_ACCOUNT"
}
]
}
}

Typically occurs when
the TPP onboarding
has not completed or
TPP used incorrect
ClientID value.

Note. ClientID is
equivalent of the
ConsumerKey Id in
Mastercard portal

Contact Open Banking
Connect APl support
team.

. mastercard.
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Error
Message

Inactive
Provider

Error (Reason) Description Developer Sample of the error Typical
Code Details Occurrences

INACTIVE_PROVIDE
R

dest|not|on ASPSP
(i.e. aspspld) is not
recognized or is
invalid.

"Errors |
"Error": [
{
"Source":
"com.mastercard.mcob.apiserver”,
"ReasonCode": "INACTIVE_PROVIDER"
}
1
}
}

Typically occurs when
aspspld value is
incorrect or ASPSP
was disabled.

Next Steps

Check that the value used
for aspspld in the request
is valid as per the list of
ASPSPs returned by
Open Banking Connect
APl (e.g.in
/payments/aspsps or
/accounts/aspsps).

If you think you should be
able to access the
specified ASPSP, contact
the Open Banking
Connect APl support
team.

"You are not
allowed to
perform
request to this
ASPSP"

NOT_ALLOWED

TPP is not allowed to
submit requests to
this ASPSP. The
availability of an
ASPSP for a TPPis
recorded in Open
Banking Connect
based on TPP
registration Data.
Only available
ASPSPs are returned
to the TPP from the
Open Banking
Connect API.

Return as path
to the element
that failed the
validation.

{
"Errors": {
"Error": [
{
"Source":
"com.mastercard.mcob.apiserver",
"ReasonCode": "NOT_ALLOWED",
"Description": "You are not allowed to
perform this request to this ASPSP"
}
1
}
}

Typically happens
when TPP does not
register correctly.

Check that the value used
for aspspld in the request
is valid as per the list of
ASPSPs returned by
Open Banking Connect
APl (e.g.in
/payments/aspsps or
/accounts/aspsps).

If you think you should be
able to access the
specified ASPSP, contact
the Open Banking
Connect APl support
team.

. mastercard.
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Error
Message

Error (Reason) Description Developer Sample of the error Typical
Code Details Occurrences

Next Steps

"Method not NOT_FOUND Method not Typically happens Verify the specification
supported by supported by ASPSP. "Errors | with new customers and ensure that the
Provider's API Depending on the API "Error": [ who send data not endpoint the ASPSP
profile" Standard /Profile { part of the API supports the API Profile
implemented at the "ReasonCode": "NOT_FOUND", Standard. returned (e.g. in
side of the ASPSP, "Description": "Method not supported /payments/aspsps or
some of the by Provider's API profile" /accounts/aspsps).
endpoints may not be } If you think you should be
available for that ] able to access the
ASPSP. The } specified endpoint,
information about } contact the Open
API Profile support is Banking Connect API
provided in the support team.
specification for each
endpoint.
"Unable to PROVIDER_ERROR There was an error n/a { This typically occurs Contact Open Banking
process returned from the "Errors": { due to. incorrect Connect APl support
request this ASPSP or "Error": [ parameters sent to team.
time." connectivity partners. { connectivity partners

"ReasonCode": "PROVIDER_ERROR",
"Description": "Unable to process
request this time"
}
]
}
}

or ASPSPs.

. mastercard.
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6.3.3 HTTP Status 400 - AIS - Account Information Consent requests - Specific reason codes

List of reason codes returned in the context of submitting an Account Information consent request (POST /accounts/consents):

Error Message

Error
(Reason)
Code

Description

Developer
Details

Sample of the error

Typical
Occurrences

Next Steps

n/a

INACTIVE_URL

The value
provided for the
tppRedirectURI
parameter is
invalid. Only
URIs that have
been registered
with OBIE can
be used by TPP.

n/a

{
"Errors": {
"Error": [
{
"Source":
"com.mastercard.mcob.apiserver",
"ReasonCode": "INACTIVE_URL"
}
]
}
}

Typically occurs
because the TPP has
not registered the URI
with OBIE during
onboarding.

Make sure that in order to populate
the value of the tppRedirectURI
field, you are using a URI that was
registered with Open Banking
Connect APl as part of the
onboarding details.

If you think you should be able to
use the specified value, contact the
Open Banking Connect API support
team.

. mastercard.
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6.3.4 HTTP Status 400 - AIS - Get List of Accounts - Specific reason codes

List of reason codes returned in the context of submitting a Get List of Accounts request (POST /accounts):

Error Message

"Conditional field
psulPAddress is
expected when
isLivePsuRequest="true’

Error
(Reason)
Code

FORMAT_ERRO
R

Description

"IP address" field is
mandatory if parameter
"isLivePsuRequest"=true

Developer
Details

"path[i]=<pat
h to the
element that
failed the
validation>;"
wherei=0,1,
2, etc. for each
element that
failed the
validation

Sample of the error

{
"Errors": {
"Error": [
{

"Source":
"com.mastercard.mcob.apiserver”,

"ReasonCode":
"FORMAT_ERROR",

"Description": Conditional field
psulPAddress is expected when

m

isLivePsuRequest="true'",

"Details":
"path[0]=/requestinfo/psulPAddress

}
]
3

Typical
Occurrences

Typically occurs because
the TPP has provided in
request
"isLivePsuRequest"=tru
e and didn't provide the
IP address value.

Next Steps

Provide IP address of
PSU in the request when
providing
"isLivePsuRequest"=true

. mastercard.
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6.3.5 HTTP Status 400 - AIS - Exchange the PSU authorization for access consent requests - Specific reason codes

List of reason codes that will only be returned in the context of submitting an Exchange the PSU authorization request (POST /accounts/consents/authorizations):

Error (Reason) Description | Developer Sample of the error Typical Next Steps
Code Details Occurrences

Error
Message

"ASPSP's
signature didn't
pass validation.

Result code: %s"

INVALID_SIGNATURE

The signature
of ASPSP that
was provided
in the
authorization
code of the
request
couldn't be
validated.

"path[i]=<path
to the element
that failed the
validation>;"
wherei=0,1,
2, etc. for each
element that
failed the
validation

"Errors": {
"Error": [

{

"Source":
"com.mastercard.mcob.apiserver",

"ReasonCode":
"INVALID_SIGNATURE",

"Description": "ASPSP's

signature didn't pass validation.
Result code: expired"”,

"Details":
"path[0]=/requestinfo/authorization’
}

]
}
}

Typically occurs
because the
signature of the
ASPSP in the
authorization string
didn't pass one or

multiple validations.

This can be as a
result of a modified
redirect URL by the
PSU, and expired
signature, or other
reasons.

Your request didn't get sent to
ASPSP since the signature of the
ASPSP in authorization code failed
validation. Next steps depend on
the result code in error message:

e "revoked" - The ASPSP revoked
the signature certificate used.

o "expired" - signature certificate
has expired.Reinitiate payment.

e "unknown" - signature
certificate couldn't be
identified. Reinitiate payment or
contact support for more
details.

e "unsigned" - signature
certificate is missing. Reinitiate
payment or contact support for
more details.

« "noncompliant” - signature
certificate is of an unexpected
format. Contact support for
more details.

If you think you should be able to
use the specified value, contact the
Open Banking Connect API support
team.

. mastercard.
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6.3.6 HTTP Status 400 - AIS - Get Account Details - Specific reason codes

List of reason codes returned in the context of submitting a Get Account Details request (POST /accounts/account):

Error Message

"Conditional field
psulPAddress is
expected when
isLivePsuRequest="true’

Error
(Reason)
Code

FORMAT_ERRO
R

Description

"IP address" field is
mandatory if parameter
"isLivePsuRequest"=true

Developer
Details

"path[i]=<pat
h to the
element that
failed the
validation>;"
wherei=0,1,
2, etc. for each
element that
failed the
validation

Sample of the error

{
"Errors": {
"Error": [
{

"Source":
"com.mastercard.mcob.apiserver”,

"ReasonCode":
"FORMAT_ERROR",

"Description": ""Conditional field
psulPAddress is expected when

m

isLivePsuRequest="true'",

"Details":
"path[0]=/requestinfo/psulPAddress

}
]
3

Typical
Occurrences

Typically occurs because
the TPP has provided in
request
"isLivePsuRequest"=tru
e and didn't provide the
IP address value.

Next Steps

Provide IP address of
PSU in the request when
providing
"isLivePsuRequest"=true

. mastercard.
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6.3.7 HTTP Status 400 - AIS - Get Account Balances - Specific reason codes

List of reason codes that returned in the context of submitting a Get Account Balances request (POST /accounts/account/balances):

Error Message

"Conditional field
psulPAddress is
expected when
isLivePsuRequest="true’

Error
(Reason)
Code

FORMAT_ERROR

Description

"IP address" field is

mandatory if parameter
"isLivePsuRequest"=true.

Developer
Details

"path[i]=<pat
h to the
element that
failed the
validation>;"
wherei=0,1,
2, etc. for each
element that
failed the
validation

Sample of the error

{
"Errors": {
"Error": [
{

"Source":
"com.mastercard.mcob.apiserver",

"ReasonCode": "FORMAT_ERROR",

"Description": " Conditional field
psulPAddress is expected when

isLivePsuRequest="true'",

"Details":
"path[0]=/requestinfo/psulPAddress"

}
]
}

Typical
Occurrences

Typically occurs
because the TPP has
provided in request
"isLivePsuRequest"=
true and didn't
provide the IP
address value.

Next Steps

Provide IP address of

PSU in the request when

providing

"isLivePsuRequest"=true

. mastercard.
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6.3.8 HTTP Status 400 - AIS - Get Account Transactions - Specific reason codes

List of reason codes returned in the context of an Account Information Service request. All the errors below can only be returned in context of requesting the

list of transactions for an account (i.e. POST /accounts/account/transactions):

Error Message

Error (Reason)
Code

Description

Developer
Details

Sample of the error

Typical
Occurrences

Next Steps

"[Path "pathl[i]']
Numeric instance is
lower than the
required minimum
(minimum: <MIN>,
found: <received
value>)"

FORMAT_ERROR

The value for the limit
parameter in the Get
Account Transactions
request is smaller than
the specified minimum.

Note: This error is only
applicable to the
following endpoints: - -
POST
/accounts/account/trans
actions.

"path[i]=<path to
the element that
failed the
validation>;" where i
=0,1, 2, etc. for
each element that
failed the validation

{
"Errors": {
"Error": [
{
"Source":
"com.mastercard.mcob.apiserver”,
"ReasonCode": "FORMAT_ERROR",
"Description": "[Path '/limit']
Numeric instance is lower than the
required minimum (minimum: 1, found:
0)",
"Details": "path[0]=/limit"

Typically occurs
when the limit
parameter field has
a value of zero.

Ensure that the

value for the limit
parameter in the
request is greater
than orequalto 1

"Numeric instance is
greater than the
accepted maximum
(maximum: <MAX>,
found: <received
value>)"

MAX_LIMIT_FORMAT_E

RROR

The value for the limit
parameter in the Get
Account Transactions
request is greater than
the specified maximum.

"path[i]=<path to
the element that
failed the
validation>;" where i
=0,1, 2, etc. for
each element that
failed the validation

"Errors": {
"Error": [
{
"Source":
"com.mastercard.mcob.apiserver”,
"ReasonCode":

Typically occurs
when the
maximum has been
set too high.

Ensure that the
value for the limit
parameter in the
request is lower
than the
maximum value
specified in the

"MAX_LIMIT_FORMAT_ERROR", message
"Description": "Numeric instance is

greater than the required maximum
(maximum: 1000, found: 1001)"

}

]
}
}
. mastercard.
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Error Message

Error (Reason)
Code

Description

Developer
Details

Sample of the error

Typical
Occurrences

Next Steps

"bookingDateFrom | DATEFROM_GREATER_ | The value for the "path[i]=<path to { This typically is a Ensure that the
cannot be greater THAN_DATETO bookingDateFrom the element that "Errors": { user entry error. value specified for
than parameter in the Get failed the "Error": [ Dates should bookingDateFrom
bookingDateTo" Account Transactions validation>;" where i { identify a time parameter,
request is greater than =0, 1, 2, etc. for "Source": interval greater doesn't exceed
the value of each element that "com.mastercard.mcob.apiserver”, than zero. the value specified
bookingDateTo. failed the validation "ReasonCode": for
"DATEFROM_GREATER_THAN_DATETO", bookingDateTo
"Description": "bookingDateFrom parameter
cannot be greater than bookingDateTo"
}
]
}
}
"bookingDateFrom | INVALID_DATEFROM_ The value for the "path[i]=<path to { This typically Ensure that the
and/or OR_DATETO bookingDateFrom or the element that "Errors": { happens because value specified for
bookingDateTo bookingDateTo failed the "Error": [ of submitting both
should be a valid parameters is not a valid | validation>;" where i { user's error. bookingDateFrom
date or cannot be a date. =0,1, 2, etc for "Source": and
date from the Or, the value for the each element that "com.mastercard.mcob.apiserver”, bookingDateTo
future" failed the validation "ReasonCode": parameter is a

bookingDateFrom or
bookingDateTo
parameters is a date
from the future.

"INVALID_DATEFROM_OR_DATETQO",
"Description": "bookingDateFrom
and/or bookingDateTo should be a valid
date or cannot be a date from the future'
}
]

}

}

valid date and not
in future

. mastercard.
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Error Message

Error (Reason)
Code

Description

Developer
Details

Sample of the error

Typical
Occurrences

Next Steps

"[Path 'pathli]']
String %s is invalid
against requested
date format(s)
yyyy-MM-dd"Date
format (e.g. 2019-
10-25)"

FORMAT_ERROR

The value for the
bookigDateFrom or
bookingDateTo
parameters is not in ISO
date format, i.e. YYYY-
MM-DD.

"path[i]=<path to
the element that
failed the
validation>;" where i
=0, 1, 2, etc. for
each element that
failed the validation

{
"Errors": {
"Error": [
{
"Source":
"com.mastercard.mcob.apiserver”,
"ReasonCode": "FORMAT_ERROR",
"Description”: "[Path
'/bookingDateFrom'] String \"2018-35-
22\" is invalid against requested date
format(s) yyyy-MM-dd",
"Details":
"path[0]=/bookingDateFrom"
h
{
"Source":
"com.mastercard.mcob.apiserver”,
"ReasonCode": "FORMAT_ERROR",
"Description”: "[Path
'/bookingDateTo'] String \"2018-11-31\"
is invalid against requested date
format(s) yyyy-MM-dd",
"Details": "path[0]=/bookingDateTo"
}
]
}
}

Typically, errors
occur with dates
set to MM-DD-
YYYY instead of
YYYY-MM-DD.

Ensure that the
value specified for
both
bookingDateFrom
and
bookingDateTo
parameter
complies to the
following format:
YYYY-MM-DD

. mastercard.
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Error Message

Error (Reason)
Code

Description

Developer
Details

Sample of the error

Typical
Occurrences

Next Steps

"Conditional field FORMAT_ERROR "IP address" field is "path[i]=<path to { Typically occurs Provide IP address
psulPAddress is mandatory if parameter | the element that "Errors": { because the TPP of PSU in the
expected when "isLivePsuRequest"=true. | failed the “Error: [ has provided in request when
isLivePsuRequest="t validation>;" where i fror request providing
rue'" =0, 1, 2, etc. for { "isLivePsuRequest" | "isLivePsuRequest
each element that "Source": =true and didn't "=true.
failed the validation "com.mastercard.mcob.apiserver", provide the IP
"ReasonCode": "FORMAT_ERROR", | address value.
"Description": " Conditional field
psulPAddress is expected when
isLivePsuRequest="true"",
"Details":
"path[0]=/requestinfo/psulPAddress"
}
]
}
}
. mastercard.
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6.3.9 HTTP Status 400 - AIS - Get Transaction Details - Specific reason codes

List of reason codes that returned in the context of submitting a Get Transaction Details request (POST /accounts/account/transactions/transaction):

Error Message

"Conditional field
psulPAddress is
expected when
isLivePsuRequest="true’

Error
(Reason)
Code

FORMAT_ERROR

Description

"|P address" field is

mandatory if parameter
"isLivePsuRequest"=true.

Developer
Details

"path[i]=<path to
the element that
failed the
validation>;" where i
=0,1, 2, etc. for
each element that
failed the validation

Sample of the error

{
"Errors": {

"Error": [

{

"Source":
"com.mastercard.mcob.apiserver",

"ReasonCode":
"FORMAT_ERROR",

"Description": " Conditional
field psulPAddress is expected

when isLivePsuRequest="true"'",

"Details":
"path[0]=/requestinfo/psulPAddre

ss
}
]
}

Typical
Occurrences

Typically occurs
because the TPP
has provided in
request
"isLivePsuRequest
=true and didn't
provide the IP
address value.

Next Steps

Provide IP address of

PSU in the request when

providing

"isLivePsuRequest"=true

. mastercard.
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6.3.10HTTP Status 400 - PIS - Domestic Payment Initiation Consent request - Specific reason codes

List of reason codes returned in the context of submitting a Domestic Payment Initiation Consent Request (i.e. POST /payments/domestic-credit-

transfers/consents):

Error (Reason) | Descr Developer Sample of the error Typical Next S
Code Details Occurrences

Error Message

n/a

INACTIVE_URL

The value provided for
the tppRedirectURI
parameter is invalid.
Only URIs that have
been registered with
OBIE can be used by
TPP.

"Errors". {
"Error": [
{
"Source":
"com.mastercard.mcob.apiserver",
"ReasonCode": "INACTIVE_URL"
}
]
}
}

Typically occurs
when the URI
has a typo or
was incorrectly
copied.

Make sure that in order to
populate the value of the
tppRedirectURI field, you
are using a URI that was
registered as whitelisting
entity with Open Banking
Connect APl as part of the
onboarding details.

If you think you should be
able to use the specified
value, contact the Open
Banking Connect API
support team.

"[Path 'pathli]']
Numeric instance
is lower than the
required minimum
(minimum: 0,
found: %s)"

INVALID_PAYMENT
_AMOUNT

The value provided for
the instructedAmount
is less or equal to zero

Return as path
to the element
that failed the
validation

{
"Errors": {
"Error": [
{
"Source™:
"com.mastercard.mcob.apiserver",
"ReasonCode": "FORMAT_ERROR",
"Description”: "[Path
'/payments/instructedAmount/amount']
Numeric instance is lower than the required
minimum (minimum: O, found: -2)",
"Details":
"path[0]=/payments/instructedAmount/a
mount"
}
]
}
}

Typically occurs
due to the
submitting user's
error.

Ensure that a value greater
than O is populated as
instructedAmount and re-
submit the message

Standard amount format
should be used.

. mastercard.
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Error Message

Error (Reason) | Description Developer Sample of the error Typical Next Steps
Code Details Occurrences

"Execution Date
cannot be in the
past".

FORMAT_ERROR

The value provided for
the
requestedExecutionDat
eisin the past. This is
an invalid scenario as
this field is usually used
to request a future
dated payment

pathli]=<path
to the element
that failed the
validation>;"
wherei=0,1,
2, etc. for each
element that
failed the
validation

"Errors". {
"Error": [
{
"Source":
"com.mastercard.mcob.apiserver",
"ReasonCode": "FORMAT_ERROR",
"Description”: "Execution Date cannot
be in the past",
"Details":
"path[0]=/payments/requestedExecutionD
ate"

Typically occurs
due to
submitting user's
error.

Ensure that a value
populated in
requestedExecutionDate is
a present or future date
and re-submit the message

MAOB API has no limit for

future date, but it could be
on ASPSP side.

Settlement Order's
payment schedule.

"STARTDATE_GREATER_THAN_ENDDATE"
"Description": "End date is lower than
start date"
}
]
}
}

}
]
}
}
"End date is lower | STARTDATE_GREA | The value provided for Return as path | { This error Ensure that a value
than start date." TER_THAN_ENDDA | the startDate is to the element "Errors": { typically occurs populated in startDate is
TE greater than endDate. that failed the "Error": [ due to lower than or equal the
This is invalid scenario validation { submitting user's | endDate and re-submit the
as the selected dates "Source": error. message
should define the start "com.mastercard.mcob.apiserver",
and end dates of the "ReasonCode":

. mastercard.
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Error Message

"startDate and/or
endDate cannot be
a date from the
past."

INVALID_STARTDA
TE_OR_ENDDATE

The value provided for
the startDate or
endDate is in the past.
This is invalid scenario
as the selected dates
should define the start
and end dates of the
Settlement Order's
payment schedule.

Return as path
to the element
that failed the
validation

"Errors". {
"Error": [
{
"Source":
"com.mastercard.mcob.apiserver",
"ReasonCode":
"STARTDATE_GREATER_THAN_ENDDATE"
"Description”: "End date is lower than
start date"
}
]
}
}

This error
typically occurs
due to
submitting user's
error.

Error (Reason) | Description Developer Sample of the error Typical Next Steps
Code Details Occurrences

Ensure that a value
populated in startDate and
endDate are present or
future dates and re-submit
the message

. mastercard.
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Error Message

"[Path 'path[i]']
String %s is invalid
against requested
date format(s)
yyyy-MM-dd"

FORMAT_ERROR

The value provided for
the startDate or
endDate does not
comply with standard
format, e.g. YYYY-MM-
DD.

Return as path
to the element
that failed the
validation

"Errors". {
"Error": [
{

"Source":
"com.mastercard.mcob.apiserver",

"ReasonCode": "FORMAT_ERROR",

"Description”: "[Path
'/payments/schedule/endDate'] String
\"20202-04-18\" is invalid against
requested date format(s) yyyy-MM-dd",

"Details":
"path[0]=/payments/schedule/endDate"
h

{

"Source":
"com.mastercard.mcob.apiserver",

"ReasonCode": "FORMAT_ERROR",

"Description": "[Path
'/payments/schedule/startDate'] String
\"20-03-18\" is invalid against requested
date format(s) yyyy-MM-dd",

"Details":
"path[0]=/payments/schedule/startDate"
}

]
}
}

This typically
occurs with and
invalid entry of
MM-DD-YYYY.

Error (Reason) | Description Developer Sample of the error Typical Next Steps
Code Details Occurrences

Ensure that a value
populated in startDate and
endDate complies to the
following format: YYYY-
MM-DD

. mastercard.
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Error Message

"It is unclear what

UNCLEAR_PAYMEN

The request contains

Return as path

Typically

Error (Reason) | Description Developer Sample of the error Typical Next Steps
Code Details Occurrences

Ensure that only one

"com.mastercard.mcob.apiserver",
"ReasonCode": "NOT_FOUND",
"Description”: "Method not supported

by Provider's API profile"

}

]
}
}

by their API
Standard.

payment is T_INSTRUCTION both to the element "Errors". { happens when element is populated, i.e.
requested - Future requestedExecutionDat | that failed the "Error": [ dates are not either
Dated or Standing e and schedule validation { populated inthe | requestedExecutionDate in
Order. " elements populated. "Source": schedule section | case you want to initiate a
This is an invalid "com.mastercard.mcob.apiserver", to initiate a Future Dated Payment or
scenario, as the former "ReasonCode": Standing Order populate the necessary
defines a future dated "UNCLEAR_PAYMENT_INSTRUCTION", payment. fields in the schedule
payment, and the later "Description”: "It is unclear what section to initiate a
defines a Standing payment is requested - Future Dated or standing order based on
Order. Standing Order" defined schedule.
}
]
}
}
"Method not NOT_FOUND Failed to provide a n/a { Typically occurs Make sure that you select
support by supported "Errors": { when TPP does one of the specified values
Provider's API locallnstrument in Pl "Error": [ not use a valid for locallnstrument field
profile" Consent. { locallnstrument based on the specification.
"Source": value supported Also make sure that you are

filling in all the dependent
fields according to the
specification before re-
submitting the message

. mastercard.
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Error Message

“Invalid currency
for selected
locallnstrument”

FORMAT_ERROR

Failed to provide
required currency
details for selected
locallnstrument in PI
consent. Consult the
API specification for
field dependencies.

"path[i]=<pat
h to the
element that
failed the
validation>;"
wherei=0,1,
2, etc. for each
element that

"Errors" {
"Error": [
{
"Source":
"com.mastercard.mcob.apiserver",
"ReasonCode": "FORMAT_ERROR",
"Description": "Payment details are
not aligned with selected locallnstrument”,

Typically occurs
when TPP does
not fill in
dependent fields
for their API
standard.

Error (Reason) | Description Developer Sample of the error Typical Next Steps
Code Details Occurrences

Make sure that you are
filling in currency field with
the corresponding value to
the selected
locallnstrument according
to the specification before
re-submitting the message.

failed the
validation "Details™:
"path[0]=/payments/instructedAmount/cu
rrency"
}
]
}
}
"Conditional field FORMAT_ERROR Failed to provide "path[i]=<pat { Typically occurs Ensure that a value
Remittancelnform Remittancelnformation | hto the "Errors™: { when TPP does populated in
ationUnstructured Unstructured field in element that "Error™: [ not fill in RemittancelnformationUns
is expected for the request to an failed the { dependent fields | tructuredis present and re-
selected ASPSP with Polish APl | validation>;" "Source™: for their API submit the message.
localinstrument" standard. wherei=0, 1, “com.mastercard.mcob.apiserver”, standard, i.e.

2, etc. for each
element that
failed the
validation

"ReasonCode": "FORMAT_ERROR",
"Description": " Conditional field
RemittancelnformationUnstructured is
expected for selected localinstrument ",
"Details":
"path[0]=/payments/remittancelnformatio
nUnstructured"”
}
]
}
}

"Remittancelnfo
rmationUnstruct
ured".
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Error Message

"Conditional field
creditorAddress is
expected for
selected
localinstrument”

FORMAT_ERROR

Failed to provide
creditorAddress object
in the request to an
ASPSP with Polish API
standard.

"path[i]=<pat
h to the
element that
failed the
validation>;"
wherei=0,1,
2, etc. for each
element that
failed the
validation

"Errors": {
"Error": [

{

"Source":
"com.mastercard.mcob.apiserver",

"ReasonCode": "FORMAT_ERROR",

"Description": "Conditional field

creditorAddress is expected for selected
localinstrument”,

"Details":
"path[0]=/payments/creditorAddress"

}
]

Typically occurs
when TPP does
not fill in
dependent fields
for their API
standard, i.e.
"creditorAddress
" object.

Error (Reason) | Description Developer Sample of the error Typical Next Steps
Code Details Occurrences

Ensure that all needed
values populated in

creditorAddress object are
present and re-submit the
message.

meName"
}
]
}
}

locallnstrument=
'UK.FasterPaym
ents'.

}
}
"Usage of FORMAT_ERROR Failed to provide the "path[i]l=<pat | { Typically occurs Ensure that schemeName
schemeName does schemeName value h to the "Errors": { when TPP value populated in
not match selected that corresponds to the | element that ., . provides creditorAccount object
" . } Error": [
locallnstrument locallnstrument value in | failed the schemeName corresponds to
request. validation>;" { value locallnstrument value and
wherei=0,1, "Source": 'UK.AccountNum | re-submit the message.
2, etc. for each | "com.mastercard.mcob.apiserver", ber' for
element that "ReasonCode": "FORMAT ERROR" locallnstrument=
failed the \ o 3 'PL.Elixir' or
— Description": "Usage of schemeName
validation . schemeName
does not match selected locallnstrument”, value
"Details": 'PL.AccountNum
"path[0]=/payments/creditorAccount/sche | per' for
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Error Message

Error (Reason) | Description Developer Sample of the error Typical Next Steps
Code Details Occurrences

"Usage of
creditorAgent does
not match selected
locallnstrument”

FORMAT_ERROR

Do not provide
creditorAgent in the
request with
locallnstrument =
"PL.Elixir".

"path[i]=<pat
h to the
element that
failed the
validation>;"
wherei=0,1,
2, etc. for each
element that
failed the
validation

"Errors": {
"Error": [

{

"Source":
"com.mastercard.mcob.apiserver",

"ReasonCode": "FORMAT_ERROR",

"Description": "Usage of creditorAgent
does not match selected locallnstrument”,

"Details":
"path[0]=/payments/creditorAgent"

}

Typically occurs
when TPP
provides
creditorAgent
parameter for
locallnstrument
'PL.Elixir".

Ensure that creditorAgent
parameter is missing for
locallnstrument="PL.Elixir'
(as required by Polish API
profile) and re-submit the
message.

2, etc. for each
element that
failed the
validation

"com.mastercard.mcob.apiserver",
"ReasonCode": "FORMAT_ERROR",

"Description": "Payment details are not
aligned with selected locallnstrument”,

"Details":
"path[0]=/payments/creditorAgent”

}
]
}

]
}
}

"Payment details FORMAT_ERROR Failed to provide "path[i]=<pat | { Typically occurs Ensure that
are not aligned clearingSystemldentific | htothe "Errors": { when TPP clearingSystemldentificatio
with selected ation field in the element that “Error: [ doesn't provide n field is included for
locallnstrument” request with failed the ror clearingSystemld | locallnstrument=

locallnstrument = validation>;" { entification field 'UK.FasterPayments' (as

"UK.FasterPayments". | wherei=0,1, "Source": in request where | required by CMA9 API

locallnstrument
is
'UK.FasterPaym
ents'.

profile) and re-submit the
message.
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Error Message

Error (Reason) Description Developer Sample of the error Typical
Code Details Occurrences

Next Steps

"Usage of

instructionPriority

does not
match selected

locallnstrument”

FORMAT_ERROR

instructionPriority
field's use doesn't
correspond to API
profile specifications.

"path[i]=<pat
h to the
element that
failed the
validation>;"
wherei=0,1,
2, etc. for each
element that
failed the
validation

"Errors": {
"Error": [

{
"Source":
"com.mastercard.mcob.apiserver",
"ReasonCode": "FORMAT_ERROR",
"Description": " Usage of

instructionPriority does not match selected
locallnstrument”,

"Details":
"path[0]=/payments/instructionPriority"

}

Typically occurs
when TPP
provides
instructionPriorit
y field in request
where
locallnstrument
is
'UK.FasterPaym
ents' or when
doesn't provide
instructionPriorit
y field in request
where
locallnstrument

Ensure that
instructionPriority field is
not included for
locallnstrument=
'UK.FasterPayments' (as
required by CMA9 AP
profile) or included for
locallnstrument="PL.Elixir'
(as required by Polish API
profile) and re-submit the
message.

] is 'PL.Elixir'.
}
}
"Usage of FORMAT_ERROR Combination of "path[i]l=<pat | { Typically occurs Ensure that for
debtorAccount debtorAccount and h to the "Errors": { when TPP for locallnstrument=
does not debtorAgent fields element that “Error': [ locallnstrument= | 'UK.FasterPayments' both
match selected inclusion in the request | failed the frror- 'UK.FasterPaym | debtorAccount and
locallnstrument” doesn't corresponds to | validation>;" { ents' provides debtorAgent are included or
API profile wherei=0, 1, "Source": only not included at all (as

specifications.

2, etc. for each
element that
failed the
validation

"com.mastercard.mcob.apiserver",
"ReasonCode": "FORMAT_ERROR",

"Description": "Payment details are
not aligned with selected locallnstrument”,

"Details":
"path[0]=/payments/debtorAccount/identi
fication

}
]
}
}

debtorAgent
field. Otherwise
it occurs when
TPP for
locallnstrument=
'PL.Elixir'
provides
debtorAgent
with or without
debtorAccount.

required by CMA9 API
profile) or in case of
locallnstrument="PL Elixir'
provide only debtorAccount
or don'tinclude it at all (as
required by Polish API
profile) and re-submit the
message.
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Error Message

"Usage of
debtorAgent does
not match selected
locallnstrument”

FORMAT_ERROR

debtorAgent field's
inclusion in the request
doesn't corresponds to
API profile
specifications.

"path[i]=<pat
h to the
element that
failed the
validation>;"
wherei=0,1,
2, etc. for each
element that
failed the
validation

"Errors": {
"Error": [

{

"Source":
"com.mastercard.mcob.apiserver",

"ReasonCode": "FORMAT_ERROR",

"Description": "Payment details are
not aligned with selected locallnstrument”,

"Details":
"path[0]=/payments/debtorAgent/identifi
cation

}
]
}

Typically occurs
when TPP for
locallnstrument=
'UK.FasterPaym
ents' provides
only
debtorAccount.

Error (Reason) | Description Developer Sample of the error Typical Next Steps
Code Details Occurrences

Ensure that for
locallnstrument=
'UK.FasterPayments' both
debtorAccount and
debtorAgent are included or
not included at all (as
required by CMA9 AP
profile).

. mastercard.
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6.3.11HTTP Status 400 - PIS - Domestic Payment Initiation Transfer request - Specific reason codes

No additional list of reason codes is returned in the context of submitting a Domestic Payment Initiation Transfer Request (i.e. POST /payments/domestic-

credit-transfers).

Error

Message

"ASPSP's
signature didn't
pass validation.

Result code: %s"

Error (Reason) Descriptio
Code

INVALID_SIGNATURE

The signature
of ASPSP that
was provided
in the
authorization
code of the
request
couldn't be
validated.

Developer Sample of the error Next
Details Occurrences

"path[i]=<path
to the element
that failed the
validation>;"
wherei=0,1,
2, etc. for each
element that
failed the
validation

"Errors": {
"Error": [

{

"Source":
"com.mastercard.mcob.apiserver",

"ReasonCode":
"INVALID_SIGNATURE",

"Description": "ASPSP's
signature didn't pass validation.
Result code: expired"”,

"Details":
"path[0]=/requestinfo/authorization”
}

]
}
}

Typically occurs
because the
signature of the
ASPSP in the
authorization string
didn't pass one or
multiple validations.
Thiscan be asa
result of a modified
redirect URL by a
PSU, an expired
signature, or other
reasons.

Your request didn't get sent to
ASPSP since the signature of the
ASPSP in authorization code failed
validation. Next steps depend on
the result code in error message:

o ‘"revoked" — The ASPSP revoked
the signature certificate used.

o ‘"expired" - signature certificate
has expired. Reinitiate payment.

« "unknown" - signature certificate
couldn't be identified. Reinitiate
payment or contact support for
more details.

» "unsigned" - signature certificate
is missing. Reinitiate payment or
contact support for more details.

e "noncompliant” - signature
certificate is of an unexpected
format. Contact support for
more details.

If you think you should be able to use
the specified value, contact the
Open Banking Connect API support
team.
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6.3.12HTTP Status 400 - PIS - Domestic Payment Status request - Specific reason codes

No additional list of reason codes is returned in the context of submitting a Domestic Payment Status Request (i.e. POST /payments/domestic-credit-
transfers/payment-status). Only HTTP Status 400 - General reason codes is returned.

6.3.13HTTP Status 400 - PIS - SEPA Payment Initiation Consent request - Specific reason codes

List of reason codes returned in the context of submitting a SEPA Payment Initiation Consent Request (i.e. POST /payments/sepa-credit-

transfers/consents):

Error Message | Error (Reason) Description Developer Sample of the error Typical Next Steps
Code Details Occurrences
INACTIVE_URL The value provided for Typically occurs | Make sure that in order to
the tppRedirectURI "Errors | when the URI populate the value of the
parameter is invalid. Only "Error": [ has a typooris | tppRedirectURI field, you
URIs that have been { incorrectly are using a URI that was
registered with OBIE can "Source": copied. registered with Open
be used by TPP. "com.mastercard.mcob.apiserver”, Banking Connect APl as
"ReasonCode": "INACTIVE_URL" part of the onboarding
} details.
] If you think you should be
} able to use the specified
} value, contact the Open
Banking Connect API
support team.
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Error Message

Error (Reason) Description Developer Sample of the error Typical
Code Details Occurrences

Next Steps

"[Path 'pathli]']
Numeric instance is
lower than the
required minimum
(minimum: O,
found: %s)"

INVALID_PAYMENT_A
MOUNT

The value provided for
the instructedAmount is
less or equal to zero

Return as path
to the element
that failed the
validation

"Errors |
"Error": [
{

"Source":
"com.mastercard.mcob.apiserver”,

"ReasonCode":
"FORMAT_ERROR",

"Description": "[Path
'/payments/instructedAmount/amou
nt'] Numeric instance is lower than
the required minimum (minimum: 0,
found: -2)",

"Details":
"path[0]=/payments/instructedAmou
nt/amount”

}
1
}
}

Typically occurs
due to
submitting
user's error.

Ensure that a value greater
than O is populated as
instructedAmount and re-
submit the message

"Execution Date
cannot be in the
past”

FORMAT_ERROR

The value provided for
the
requestedExecutionDate
is in the past. This is an
invalid scenario as this
field is usually used to
request a future dated
payment

pathli]=<path to
the element that
failed the
validation>;"
wherei=0,1, 2,
etc. for each
element that
failed the
validation

{
"Errors": {
"Error": [
{

"Source":
"com.mastercard.mcob.apiserver",

"ReasonCode":
"FORMAT_ERROR",

"Description": "Execution Date
cannot be in the past”,

"Details":
"path[0]=/payments/requestedExecu
tionDate"

}
]
}
}

Typically occurs
due to
submitting
user's error.

Ensure that a value
populated in
requestedExecutionDate is
a present or future date
and re-submit the message
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Error Message

Error (Reason) Description Developer Sample of the error Typical
Code Details Occurrences

Next Steps

"End date is lower
than start date"

STARTDATE_GREATE
R_THAN_ENDDATE

The value provided for
the startDate is greater
than endDate. This is
invalid scenario as the
selected dates should
define the start and end
dates of the Settlement
Order's payment
schedule.

Return as path
to the element
that failed the
validation

"Errors |
"Error": [
{
"Source":
"com.mastercard.mcob.apiserver”,
"ReasonCode":
"STARTDATE_GREATER_THAN_ENDD
ATE",
"Description": "End date is lower
than start date”

Typically occurs
because of
submitting
user's error.

Ensure that a value
populated in startDate is
lower than or equal the
endDate and re-submit the
message

}
]
}
}
"startDate and/or | INVALID_STARTDATE | The value provided for Return as path { Typically occurs | Ensure that a value
endDate cannot be | _OR_ENDDATE the startDate or to the element "Errors": { because data populated in startDate and
a date from the endDate is in the past. that failed the "Error": [ was delayed endDate are present or
past” This is invalid scenario as | validation { and date future dates and re-submit
the selected dates should "Source": passes. the message
define the start and end "com.mastercard.mcob.apiserver”, Especially
dates of the Settlement "ReasonCode": occurs at next

Order's payment
schedule.

"INVALID_STARTDATE_OR_ENDDATE

"
[

"Description": "startDate and/or
endDate cannot be a date from the
past”

}
1
}
}

day transition
23:59 to 00:00.
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Error Message

Error (Reason) Description Developer Sample of the error Typical
Code Details Occurrences

Next Steps

"[Path 'path[i]']
String %s is invalid
against requested
date format(s)
yyyy-MM-dd"

FORMAT_ERROR

The value provided for
the startDate or
endDate does not
comply with standard
format, e.g. YYYY-MM-
DD.

Return as path
to the element
that failed the
validation

"Errors |
"Error": [
{

"Source":
"com.mastercard.mcob.apiserver”,

"ReasonCode":
"FORMAT_ERROR",

"Description": "[Path
'/payments/schedule/endDate']
String \"20202-04-18\" is invalid
against requested date format(s)
yyyy-MM-dd",

"Details":
"path[0]=/payments/schedule/endDa
te"

h
{

"Source":
"com.mastercard.mcob.apiserver”,

"ReasonCode":
"FORMAT_ERROR",

"Description”: "[Path
'/payments/schedule/startDate']
String \"20-03-18\" is invalid against
requested date format(s) yyyy-MM-
dd",

"Details":
"path[0]=/payments/schedule/startD
ate"

}
1
}
}

Typically occurs
due to date
formatted for
MM-DD-YYYY.

Ensure that a value
populated in startDate and
endDate complies to the
following format: YYYY-
MM-DD
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Error Message

Error (Reason) Description Developer Sample of the error Typical
Code Details Occurrences

Next Steps

"It is unclear what

UNCLEAR_PAYMENT_

The request contains

Return as path

Typically

Ensure that only one

payment is INSTRUCTION both to the element "Errors | happens when element is populated, i.e.
requested - Future requestedExecutionDate | that failed the "Error": [ dates are not either
Dated or Standing and schedule elements validation { populated in requestedExecutionDate in
Order" populated. This is an "Source": the schedule case you want to initiate a
invalid scenario, as the "com.mastercard.mcob.apiserver”, section to Future Dated Payment or
former defines a future "ReasonCode": initiate a populate the necessary
dated payment, and the "UNCLEAR_PAYMENT_INSTRUCTION | Standing Order | fields in the schedule
later defines a Standing " payment. section to initiate a
Order. "Description”: "It is unclear what standing order based on
payment is requested - Future Dated defined schedule.
or Standing Order"
}
]
}
}
"Method not NOT_FOUND Failed to provide a "path[i]=<path { Typically occurs | Make sure that you select
support by supported to the element "Errors": { when a TPP one of the specified values
Provider's API locallnstrument in Pl that failed the "Error": [ does not use a for locallnstrument field
profile" Consent. validation>;" { valid based on the specification.
wherei=0,1, 2, "ReasonCode": "NOT_FOUND", localinstrument | Also make sure that you are

etc. for each
element that
failed the
validation

"Description": "Method not
supported by Provider's API profile"
}

]
}
}

value used by
the API
standard.

filling in all the dependent
fields according to the
specification before re-
submitting the message
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Error Message

Error (Reason) Description Developer Sample of the error Typical
Code Details Occurrences

Next Steps

“Invalid currency

FORMAT_ERROR

Failed to provide required

"path[i]=<path

Typically occurs

Make sure that you are

for selected currency details for to the element "Errors | when TPP does | filling in the currency field
locallnstrument” selected locallnstrument | that failed the "Error": [ not fill in all with the corresponding
in Pl consent. Consult the | validations;" { dependent value to the selected
API specification for field | wherei=0, 1, 2, "Source": fields used by locallnstrument according
dependencies. etc. for each "com.mastercard.mcob.apiserver”, their API to the specification, before
element that "ReasonCode": standard, re-submitting the message.
failed the "FORMAT_ERROR", specifically
validation "Description": "Payment details currency field
are not aligned with selected with the
locallnstrument”, currency value
"Details": specific to
"path[0]=/payments/instructedAmou | locallnstrument
nt/currency"
}
]
}
}
"Conditional field FORMAT_ERROR Failed to provide "path[i]=<path { Typically occurs | Ensure that a value
Remittancelnform RemittancelnformationU | to the element "Errors": { when TPP does | populated in
ationUnstructured nstructured field in the that failed the “Error: [ not fill in RemittancelnformationUns
is expected for request to an ASPSP validation>;" ’ dependent tructured is present and re-
selected with Polish APl standard. | wherei=0, 1, 2, { fields for their submit the message.
locallnstrument" etc. for each "Source": API standard,

element that
failed the
validation

"com.mastercard.mcob.apiserver",

"ReasonCode":
"FORMAT_ERROR",

"Description": "Request details
are not aligned with API standard",

"Details":
"path[0]=/payments/remittancelnfor
mationUnstructured"”

}
]
}
}

ie.
"Remittancelnf
ormationUnstr
uctured".

. mastercard.

HIGHLY CONFIDENTIAL INTELLECTUAL PROPERTY

PAGE 63




6.3.14HTTP Status 400 - PIS- SEPA Payment Initiation Transfer request - Specific reason codes

No additional list of reason codes is returned in the context of submitting a SEPA Payment Initiation Transfer Request (i.e. POST /payments/sepa-credit-
transfers). Only HTTP Status 400 - General reason codes is returned.

6.3.15HTTP Status 400 - PIS- SEPA Payment Status request - Specific reason codes

No additional list of reason codes is returned in the context of submitting a SEPA Payment Status Request (i.e. POST /payments/sepa-credit-
transfers/payment-status). Only HTTP Status 400 - General reason codes is returned.

6.3.16 HTTP Status 400 - PIS- Cross-border Payment Initiation Consent request - Specific reason codes

List of reason codes returned in the context of submitting a Cross-border Payment Initiation Consent Request (i.e. POST /payments/cross-border-credit-
transfers/consents):

Error Error (Reason) Code Description Developer | Sample of the error Typical Next Steps
Message Details Occurrences
n/a INACTIVE_URL The value provided for n/a { Typically, this Make sure that in order
the tppRedirectURI "Errors": { occurs due to a to populate the value of
parameter is invalid. "Error": [ typo when the tppRedirectURI
Only URIs that have { submitting URI field, you are using a
been registered with "Source": or wheniitis URI that was registered
OBIE can be used by "com.mastercard.mcob.apiserver", copied with Open Banking
TPP. "ReasonCode": "INACTIVE_URL" incorrectly. Connect APl as part of
} the onboarding details.
] If you think you should
} be able to use the
} specified value, contact
the Open Banking
Connect APl support
team.
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Error
Message

"[Path 'pathli]']
Numeric
instance is
lower than the
required
minimum
(minimum: O,
found: %s)"

INVALID_PAYMENT_AMOUN
-

The value provided for
the instructedAmount
is less or equal to zero

Return as
path to the
element that
failed the
validation

"Errors |
"Error": [
{
"Source":
"com.mastercard.mcob.apiserver”,
"ReasonCode": "FORMAT_ERROR",
"Description”: "[Path
'/payments/instructedAmount/amount']
Numeric instance is lower than the
required minimum (minimum: 0, found: -
2",
"Details":
"path[0]=/payments/instructedAmount/
amount”

Typically occurs
due to
submitting
user's error.

Error (Reason) Code Description Developer | Sample of the error Typical Next Steps
Details Occurrences

Ensure that a value
greater than O'is
populated as
instructedAmount and
re-submit the message

dated payment

each element
that failed the
validation

"Description": "Execution Date
cannot be in the past”,

"Details":
"path[0]=/payments/requestedExecution
Date"

}
1
}
}

}
]
}
}
"Execution FORMAT_ERROR The value provided for path[il=<path | { Typically occurs Ensure that a value
Date cannot be the to the "Errors": { due to populated in
in the past" requestedExecutionDat | element that "Error": [ submitting requestedExecutionDat
eisin the past. Thisis failed the { user's error. e is a present or future
an invalid scenario as validation>;" "Source": date and re-submit the
this field is usually used | wherei=0,1, | "com.mastercard.mcob.apiserver", message
to request a future 2, etc. for "ReasonCode": "FORMAT_ERROR",
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Error
Message

Error (Reason) Code Description Developer | Sample of the error Typical Next Steps
Details Occurrences

"Method not NOT_FOUND Failed to provide a "path[i]=<pat Typically occurs Make sure that you
supported by supported h to the "Errors | when TPP does select one of the
Provider's API locallnstrument in PI element that "Error": [ not use a value specified values for
profile" Consent. failed the { supported by locallnstrument field
validation>;" "ReasonCode": "NOT_FOUND", their API based on the
wherei=0,1, "Description": "Method not supported | standard. specification. Also make
2, etc. for by Provider's API profile" sure that you are filling
each element } in all the dependent
that failed the ] fields according to the
validation } specification before re-
1 submitting the
message
“Invalid FORMAT_ERROR Failed to provide "path[il=<pat | { Typically occurs Make sure that you are
currency for required currency h to the "Errors": { when TPP does filling in currency field
selected details for selected element that "Error": [ not fill in all with the corresponding
locallnstrument locallnstrument in Pl failed the { dependent fields | value to the selected
! consent. Consult the validation>;" "Source": used by their API | locallnstrument
APl specification for wherei=0,1, "com.mastercard.mcob.apiserver", standard, according to the
field dependencies. 2, etc. for "ReasonCode": "FORMAT_ERROR", specifically specification before re-
each element "Description": "Payment details are currency field submitting the
that failed the | not aligned with selected with the message.
validation locallnstrument”, currency value
"Details": specific to
"path[0]=/payments/instructedAmount/c | locallnstrument.
urrency"
}
]
}
}
. mastercard.
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Error
Message

"Conditional
field
Remittancelnfo
rmationUnstruc
turedis
expected for
selected
localinstrument

FORMAT_ERROR

Failed to provide

Remittancelnformation
Unstructured field in

the request to an

ASPSP with Polish API

standard.

"path[i]=<pat
h to the
element that
failed the
validation>;"
wherei=0,1,
2, etc. for
each element
that failed the
validation

"Errors": {
"Error": [

{

"Source":
"com.mastercard.mcob.apiserver”,

"ReasonCode": "FORMAT_ERROR",

"Description": "Request details are
not aligned with APl standard",

"Details":
"path[0]=/payments/remittancelnformat
ionUnstructured"

}
]
}

Typically occurs
when TPP does
not fill in
dependent fields
for their API
standard, i.e.
"Remittancelnfo
rmationUnstruct
ured"”.

Error (Reason) Code Description Developer | Sample of the error Typical Next Steps
Details Occurrences

Ensure that a value
populated in
Remittancelnformation
Unstructured is present
and re-submit the
message.
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6.3.17HTTP Status 400 - PIS- Cross-border Payment Initiation Transfer request - Specific reason codes

No additional list of reason codes is returned in the context of submitting a Cross-border Payment Initiation Transfer Request (i.e. POST /payments/cross-

border-credit-transfers).

Error

Message

"ASPSP's
signature
didn't pass
validation.

Result code:

%s"

Error (Reason)
Code

INVALID_SIGNATURE

escription | Developer Sample of the error pical Next
Details Occurrences

The signature
of ASPSP that
was provided in
the
authorization
code of the
request
couldn't be
validated.

"path[i]=<pat
h to the
element that
failed the
validation>;"
wherei=0,1,
2, etc. for each
element that
failed the
validation

"Errors": {
"Error": [

{

"Source":

"com.mastercard.mcob.apiserver",

"ReasonCode":
"INVALID_SIGNATURE",

"Description": "ASPSP's
signature didn't pass validation.
Result code: expired"”,

"Details":
"path[0]=/requestinfo/authorizati

on
3
]
}

Typically occurs
because the
signature of the
ASPSP in the
authorization
string didn't pass
one or multiple
validations. This
canbeasa
result of
modified redirect
URL by a PSU, an
expired
signature, or
other reasons.

Your request didn't get sent to ASPSP since
the signature of the ASPSP in authorization
code failed validation. Next steps depend on
the result code in error message:

o "revoked" - The ASPSP revoked the
signature certificate used.

« ‘"expired" - signature certificate has
expired. Reinitiate payment.

¢ "unknown" - signature certificate
couldn't be identified. Reinitiate payment
or contact support for more details.

o "unsigned" - signature certificate is
missing. Reinitiate payment or contact
support for more details.

« "noncompliant” - signature certificate is
of an unexpected format. Contact
support for more details.

If you think you should be able to use the
specified value, contact the Open Banking
Connect APl support team.

6.3.18HTTP Status 400 - Payment Initiation Service — Cross-border Payment Status request - Specific reason codes

No additional list of reason codes is returned in the context of submitting a Cross-border Payment Status Request (i.e. POST /payments/cross-border-

credit-transfers/payment-status). Only HTTP Status 400 - General reason codes is returned.

. mastercard.
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7 Account Information Service

7.1 Get List of ASPSPs Request

The goal of this request is to retrieve (based on the Client ID) the list of available ASPSPs.

Image 19: Account Information Service - Get List of ASPSPs Sequence Diagram

MA

PSU TPP Open Banking Connect
TPP User ; ;

{ PSU Flow that requires displaying the list of ASPSPs |5 '

I
1 Get list of aspsps :

-
>

2 POST /accounts/aspsps(optional filters, return additional data flags)_

1

1

1

i

1

: { Obtain the list of available ASPSPs |
I

I

1

| 3 Return list of aspsps registered for the TPP
1

1

b 4 Represent the list of aspsps E
4

PSU

TPP MA
TPP User

Open Banking Connect

. mastercard.
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POST /accounts/aspsps/

N/A

Purpose

Required

by

How it can
be used

Condition

Multiplicity

Description

Limitations /
Parameters

requestinfo Includes MC This element M 1.1 Object Set of elements used to -
information about encapsulates all define the request details
request being request
processed information
sent to the API
Service.
++ XxRequestld ID of the request, TPP A memorable ID | M 1.1 UuiD Free field that allows for the 36
unigue to the call, could be used to addition of information that
as determined by supportin a can be referenced for future
the initiating party dispute use.
(TPP)
id ID of a financial MC A filter O 0.1 String Filter by internal id of ASPSP, | 1-256
institution servicing parameter exact match pattern
the Accounts of the could be used to
PSU filter ASPSPs
by ASPSP id
name Name of a financial | MC A filter O 0.1 String Filter by name of ASPSP, 1-256
institution servicing parameter partial matching, non-case

the Accounts of the
PSU

could be used to
filter ASPSPs
by ASPSP name

sensitive.

. mastercard.
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Purpose Required | How it can Condition | Multiplicity Description Limitations /
)% be used Parameters
country Country in which a MC A filter O 0.1 String Filter by country code (ISO ISO 3166 ALPHA
financial institution parameter 3166 Alpha 2), exact match 2 CHAR
servicing the could be used to pattern, case sensitive, upper
Accounts of the filter ASPSPs case.
PSU resides by country code
returnAdditionalData | A parameter which | MC This element is O 0.1 Enum Specifies additional fields for Enum:
drives the used to specify ASPSP object which could be ["capabilities”,
additional fields which included in response "logo"]
included in message additional fields
response could be
included in
response
HTTP Response Code = 200, OK
Note For a full list of response codes, including those returned in failure scenarios, see section Response Codes.
N/A
. mastercard.
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Purpose Required | How it can Condition | Multiplicity Description Limitations /
by be used Parameters
originalRequestinfo Returns original MC This object M 1.1 Object Original request -
request information contains original information received from
to the initiating request the initiating party
party (TPP). information
++ xRequestld A memorable ID TPP This element M 1.1 Uuib Original xRequestld given 36
which could be used could be used for by the client on request
to supportina request-
dispute response
tracking
aspsps The list of financial TPP List of ASPSPs. M 1. Object Set of elements used to -
institutions which define the ASPSPs details
holds PSU accounts
++id ID of a financial TPP Identificationof | O 0.1 String Specifies the identification 1-256
institution servicing ASPSP code of a financial
the Accounts of the institution which holds PSU
PSU accounts
++ name Name of a financial | TPP Name of ASPSP | O 0.1 String Specifies the name of a 1-256
institution servicing financial institution which
the Accounts of the holds PSU accounts
PSU
++ aspspServices List of ASPSP TPP Name of O 0.1 String ASPSP provided services 1-256
supported services provided services AlS - account
information service,
PIS - payment initiation
service
++ profile Depending of TPP Name of O 0.1 Enum The Open Banking API Enum: ["CMA9",
ASPSP supported supported standard implemented on "PolishAPI",
profile different profile the side of the ASPSP. "NextGenPSD?2", "STET"]
fields can be ASPSP supported profiles:
available in API [“CMAC)", “PO|iShAP|”,
endpoints “NextGenPSD2", "STET"]

. mastercard.
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Purpose Required | How it can Condition | Multiplicity Description Limitations /
by be used Parameters
++ country Country in which a TPP Code of country | O 0.1 Enum ASPSP supported country ISO 3166 ALPHA 2 CHAR
financial institution code Enum: ["GB", "PL", "AT",
resides "BE" "BG", “DE", "DK",
"EE" "EST FI" FRY T
"GR" "HU", "HR" "NL",
"LV LU" "RO", "SE,
"SJ
++ capabilities Contains the list of | TPP List of O 0.1 Object Set of elements used to -
ASPSP capabilities capabilities define the capabilities
related to an API related to API profile
profile assigned to ASPSP
(Dictionary map)
++++ any<*> Capabilities names TPP Capability name | O 0.* String Data map <string, string> 1-256
and availability and availability for ++ capabilities
status details status
++ logo Contains ASPSP TPP Logo O 0.1 Object Set of elements used to -
logo information information define the logo metadata
and image content
(Dictionary map)
++++ fileType File type to store TPP Type of logo O 0.1 Enum Logo image file format. Enum: [png, jpg, svgl
logo images image file Supports the following
image file formats: jpg,
png, svg
++++ binaryContent | Contains ASPSP's TPP Binary content O 0.1 String Binary content of the 1-*
logo image in binary of the image ASPSP logo image file in
format Baseb4 encoding
(deprecated)
++++ logoURL Returns URL linkto | TPP URL to logo 0 0.1 String The URL link to ASPSP logo | 1-*
ASPSP logo image image file image file
file

For more information on errors received, see the error message structure described in Error Information.

. mastercard.
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7.2 Get Status of Inbound APl and AIS Connectors

The goal of this request is to check the status of Inbound API and AIS Connectors.

Image 20: Account Information Service - Get Status of Inbound API and AIS Connectors Sequence Diagram

AlS - Get Status of Inbound APl and Connectors

MA
TPP Open Banking Connect

I I
I
|_I :Get API Status and list of Connector states #

I
1 GET faccounts/health :

e
-

2 Return status and list of connectors with status
i i

TPP MA
Open Banking Connect

Request

GET /accounts/health

Request header

N/A

Request body

N/A

. mastercard.
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HTTP Response Code = 200, OK

Note For a full list of response codes, including those returned in failure scenarios, see section Response Codes.

N/A

Purpose Required | How it can be | Condition | Multiplicity Description Limitations /
by used Parameters
status Returns health status | MC Status of inbound | M 1.1 String Inbound API status. Status 1-256
of inbound API API values: {UP, DOWN,
DEGRADED}
statusMessage Returns status MC Status Message @] 0.1 String Additional details of the status 1-256
message of inbound of inbound API (e.g. if Down, what is down).
API Currently not populated.
connectors Contains the list of OB | MC List of connectors | O 1. Array Array that contains the -
connectors used to connector of OB Connect and
connect to partners the status of each
and their statuses
++ name Name of connector MC Name of M 1.1 String Connector name 1-256
connector
++ status Returns connector MC Status of M 1.1 String Connector status. Status values: | 1-256
status connector {UP, DOWN, DEGRADED}
++ statusMessage Returns status MC Status Message @] 0.1 String Additional details of the status 1-256
message of connector of connector (e.g. if Down, what is down).
Currently not populated.
For more information on errors received, see the error message structure described in Error Information.
. mastercard.
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7.3 Get Raw Consent Request

The goal of this request is to retrieve, based on the Consent ID previously obtained, the raw consent data. This flow assumes the PSU has already consented

to this access. For more information, see section Account Information Consent Request.

Image 21: Account Information Service - Get Raw Consent Sequence Diagram

E Account Information,

MA Payment Initiation

PsuU TPP Open Banking Connect Service Pravider
TPP User

: Obtain A Information Authorization :,

1 permissions=['accounts’, balances’] or

I
|
|
POST /accounts/consents i
I
permissions=["allPSD2’] i

2 Forward the message
3 Return scaRedirect url | |
(AVPeium scaRedirect url and c Req Id E
5 Deliver/Display scaRedirect | i
| '
I !
- I I
6 Open scaRedirect : : |
T T >
I I i
7 Display Login & Consent Information Page i i '
8 Accepts consent i i i
j ] h
9 Return authorization query string 1 | !
j ] )
|10 Browser Redirect: GET {tppRedirectUrl}/{aspspld)?{autorization query string} _ | ! !
: | o ! i |
: 1E PSU authorization for access |F : :
' I I
, 11 POST /accounts/consents/authorization(aspspld, auihunzat\onQueryStrinQ)} .
. I
, 12 Exchange PSU authorization for access consent_ .
!
| 13 Return access consent | |
i ™
! |
14 Ret Id and ¢ R 1d
: . eturn c man q :
' 15 Use consentRequestld to find user PSU session | |
‘ | |
! I I
1 16 Store consentld i |
i i i
‘ | |
. [ : 1 . .
> | Op ly Obtain Raw Consent [= = -
' I !
' 17 POST / aw(consentld) | 18 Get Raw Consent ‘
i ! .
' #(20 Return rawConsent data encoded Base64 .19 Retum Raw Consent |,.|
i . .
PsU MA Account Information,
TPP User Open Banking Connect Payment Initiation
Service Pravider

. mastercard.
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APl Endpoint

API Profile

N/A

POST /accounts/consents/raw

CMA9Q

Purpose

Required

by

How it can be
used

Condition

Multiplicity

Description

Limitations /
Parameters

requestinfo Includes information MC This element M 1.1 Object Set of elements used to -
about request being encapsulates all define the request details
processed request
information sent
to the API Service.
++ xRequestld ID of the request, TPP A memorable ID M 1.1 uuiD Free field that allows for the | 36
unique to the call, as could be used to addition of information that
determined by the supportina can be referenced for future
initiating party (TPP) dispute use.
++ consentld ID of consent, unique | ASPSP Consent ID M 1.1 String Unique identification as 1-256
to the call, as received from assigned to identify the
determinate by ASPSP after account access consent
ASPSP after PSU consent resource.
authorization authorisation
++ aspspld ID of a financial ASPSP Identification of M 1.1 uuiD Specifies the identification 36
institution servicing ASPSP code of a financial institution
the Accounts of the which holds PSU accounts
PSU
. mastercard.
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Purpose

Required
by

How it can be
used

Condition

Multiplicity

Description

Limitations /
Parameters

++ merchant Collect merchant MC Merchant data O 0.1 Object Set of elements used to -
data for reporting used for reporting define the merchant details
purposes or reconciliation
purposes
++++id Merchant MC Unique Merchant M 1.1 String Field is available for TPPs to 1-256
identification code to identifier per TPP, enable capturing of a
identify the which could be merchant ID
merchant used for reporting
or reconciliation
purposes
++++ NAMe Merchant name to MC Name of M 1.1 String Field is available for TPPs to 1-256
identify the merchant enable capturing of a
merchant merchant name

HTTP Response Code = 200, OK

Note For a full list of response codes, including those returned in failure scenarios, see section Response Codes.

N/A

. mastercard.
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Purpose

Required
by

How it can be
used

Condition

Multiplicity

Description

Limitations /
Parameters

originalRequestinfo | Returns original MC This object M 1.1 Object Original request information -
request contains original received from the initiating
information to request party
the initiating information
party (TPP).

++ xRequestld A memorable ID TPP This element M 1.1 uuiD Original xRequestld given by 36
which could be could be used for the client on request
used to support in request-response
a dispute tracking

++ rawConsent Returns raw TPP Raw consent O 0.1 String Raw consent data received 1-*

consent data
from associated
ASPSP

data could be
used to extract
additional
information sent
by ASPSP

from ASPSP and encoded
Baseb4.

It is available only for specific
API profile standards.

For more information on errors received, see the error message structure described in Error Information.

. mastercard.
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7.4 Account Information Consent Request

The goal of this request is to send to the ASPSP the details of the PSU's consent for the TPP to access Account Information and then obtain a URI to
redirect the PSU for Authentication and Authorisation of the Consent.

Image 22: Account Information Service - Account Information Consent Sequence Diagram
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o e b I
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e comsen tkenuesild

vest tc Find U sar %50 session

18 ez Lt

20 3 L o sorgn s
\lgr 7

[ e e e
21 PEST Jaccounts (aoco.ntionsernthd accountid!

{GeuAccoum Dewis |

22 Get seouriDen s

fhfommnents

o e |

] 1 T
23 ST arcounts aoen ot balnces consentid, accounti

26.6a sccouri e

I gl

| 2 dwoun aiess

——
Account Transactions
QSR o

TR T
20T jacssuns, 0

32 Jstal e
<

s |
Transacin Dl |

A TG Tt e
33 PCST Jaccaums Ud, u actionld]
| 38 nsctin e s e sans

et @ i Agsount Information
st Cpe Sanking Cennect Payrentinion
i Semnce Prvtr

. mastercard
HIGHLY CONFIDENTIAL INTELLECTUAL PROPERTY PAGE 80



APl Endpoint

API Profile

N/A

POST /accounts/consents

CMA®9, Polish API, NextGenPSD2, STET

Purpose

Required

by

How it can be
used

Condition

Multiplicity

Description

Limitations /
Parameters

requestinfo Includes MC This element M 1.1 Object Set of elements used to -
information about encapsulates all define the request details
request being request
processed information sent
to the API Service
++ xRequestld ID of the request, | TPP A memorable ID M 1.1 uuiD Free field that allows for the 36
unique to the call, could be used to addition of information that
as determined by supportina can be referenced for future
the initiating dispute use.
party (TPP)
++ tppRedirectURI URI of the TPP, ASPSP This element is M 1.1 String Call back URI where to 1-*
where the used to specify the redirect the PSU after
transaction flow URI where should authorisation of the consent
shall be redirected be redirected PSU
to after a Redirect after consent
authorization
. mastercard.
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Purpose Required How it can be | Condition | Multiplicity Description Limitations /
by used Parameters
++ aspspld ID of a financial ASPSP Identification of M 1.1 uuiD This element is used to 36
institution ASPSP specify the identification code
servicing the of a financial institution
Accounts of the which holds PSU accounts
PSU
validUntil Specified date the | ASPSP Thisis the dateon | O 0.1 ISODate Consent validity date ISODate,
account which the account (future use) YYYY-MM-DD
permissions will permission
expire consent is to be
expired.
++ merchant Collect merchant MC Merchant data O 0.1 Object Set of elements used to -
data for reporting used for reporting define the merchant details
purposes or reconciliation
purposes
++++id Merchant MC Unique Merchant M 1.1 String Field is available for TPPs to 1-256
identification code identifier per TPP, enable capturing of a
to identify the which could be merchant ID
merchant used for reporting
or reconciliation
purposes
++++ NAMeE Merchant name MC Name of merchant | M 1.1 String Field is available for TPPs to 1-256
to identify the enable capturing of a
merchant merchant name
permissions Specifies the ASPSP This is a list of the M 1.1 Array Includes the list of access Array: ["accounts”,

Open Banking
account access

data clusters being
consented by the

permissions granted to a TPP
for account information, i.e.

"balances”,
"transactions”,

data types. PSU and populates at least one value "allPSD2"]

requested for in the array.

authorisation with A mix of permission can be

the ASPSP. used, e.g. ["accounts”,
"balances"] or ["balances”,
"transactions"] but not all
values together. Use
["allPSD2"]if to grant all
permissions.

. mastercard.
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HTTP Response Code = 200, OK

Note For a full list of response codes, including those returned in failure scenarios, see Response Codes

N/A

Purpose Required | How it can Condition | Multiplicity Description Limitations /
by be used Parameters
originalRequestinfo Returns original MC This object M 1.1 Object Original request information | -
request contains original received from the initiating
information to the request party
initiating party information
(TPP).
++ xRequestld A memorable ID TPP This element M 1.1 UuiD Original xRequestld given by | 36
which could be could be used for the client on request
used to support in request-
a dispute response
tracking
aspspSCAApproach Type of links MC This element is @) 0.1 Enum Strong Customer Enum:
admitted in this used to specify Authentication (SCA) ["REDIRECT"]
response the SCA link Approach
types

. mastercard.
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Purpose Required | How it can Condition | Multiplicity | Type Description Limitations /

)% be used Parameters
consentRequestld Unique TPP This element O 0.1 String Request consent 1-256
identification as could be used for identification
assigned by the consent request-
TPP to uniquely response
identify the tracking
consent request.
_links The list of link types | MC The actual O 0.1 Object Set of elements used to -
admitted in hyperlinks used define the links details
response, (further in the response
links might be depend on the
added for ASPSP dynamical
defined extensions) decisions of the
ASPSP when
processing the
request.
++ scaRedirect In case of an SCA TPP This element is M 1.1 URL The URL where to redirect 1-*
Redirect Approach, used to specify the PSU for authentication
the ASPSP is the URL where and authorization of the
transmitting the the PSU should consent
link to which to be redirected for
redirect the PSU consent
browser authorization

For more information on errors received, see the error message structure described in Error Information.

. mastercard.
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7.5 Exchange the PSU Authorization for Access Consent Request

The goal of this request is to exchange the PSU authorization for access consent, which a TPP can use to access account data.

Image 23: Account Information Service - Exchange the PSU Authorization for Access Consent Sequence Diagram
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API Endpoint POST /accounts/consents/authorizations

API Profile N/A

N/A

Purpose Required How it can Conditio | Multiplicity Description Limitations /
by be used n Parameters
requestinfo Includes information MC This element M 1.1 Object Set of elements used to define -
about request being encapsulates the request details
processed all request
information
sent to the API
Service
++ xRequestld ID of the request, unique TPP A memorable M 1.1 uuib Free field that allows for the 36
to the call, as determined ID could be addition of information that
by the initiating party used to support can be referenced for future
(TPP) in a dispute use.
++ aspspld ID of a financial institution | ASPSP Identification M 1.1 UuiD This element is used to specify 36
servicing the Accounts of of ASPSP the identification code of a
the PSU financial institution which holds
PSU accounts

( mastercard.
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Purpose Required How it can Conditio | Multiplicity Description Limitations /
by be used n Parameters
++ merchant Collect merchant data for | MC Merchantdata | O 0.1 Object Set of elements used to define -
reporting purposes used for the merchant details
reporting or
reconciliation
purpose
++++id Merchant identification MC Unique M 1.1 String Field is available for TPPs to 1-256
code to identify the Merchant enable capturing of a merchant
merchant identifier per ID
TPP, which
could be used
for reporting or
reconciliation
purposes
++++ Name Merchant name to identify | MC Name of M 11 String Field is available for TPPs to 1-256
the merchant merchant enable capturing of a merchant
name
++ authorization Authorization data MC Authorization M 1.1 String The authorization data received | 1-*
received from associated datais used to after PSU has authorized the
ASPSP exchange it for consent
access consent
HTTP Response Code = 200, OK
Note For a full list of response codes, including those returned in failure scenarios, see section Response Codes.
N/A
. mastercard.
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Purpose Required How it can Conditio | Multiplicity Description Limitations /
by be used n Parameters
originalRequestinfo | Returns original request | MC This object M 1.1 Object Original request information -
information to the contains original received from the initiating party
initiating party (TPP). request
information
++ xRequestld A memorable ID which TPP This element M 1.1 uuiD Original xRequestld given by the 36
could be used to could be used client on request
support in a dispute for request-
response
tracking
++ Unique identification as | TPP This element M 1.1 String Request consent identification 1-256
consentRequestld assigned by the TPP to could be used
uniquely identify the for consent
consent request. request-
response
tracking
++ consentld ID of consent, unique to | TPP Unique M 1.1 String Access token (consent Id) 1-256
the call, as determinate identification as received from ASPSP after
by ASPSP after PSU assigned to consent authorisation
authorization identify the
account access
consent
resource.
. mastercard.
HIGHLY CONFIDENTIAL INTELLECTUAL PROPERTY PAGE 88




Purpose

Required

How it can
be used

Conditio
n

Multiplicity | Type

Description

Limitations /
Parameters

++ signatureStatus

When TPP sends a
request to a CMAQ API
standard ASPSP, then
MCOB will validate the
signature in the
authorization code. If
the signature will pass
validation, then the
request will continue to
Connectivity Partner
and the response will
include the successful
status of signature
validation, otherwise
the request will be
failed and TPP will
receive back
notification of failed
signature validation

by
TPP

This element
could be used to
check TPP
signature
validation status

0.1 Enum

Status of validation of ASPSP's
signature present in
authorization code that TPP
included in the request for credit
transfer

Enum:

"VALID",
"UNKNOWN?",
"UNSIGNED",
“NONCOMPLIAN
K

For more information on errors received, see the error message structure described in Error Information.

. mastercard.
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7.6 Get List of Accounts Request

The goal of this request is to retrieve from the ASPSP, based on the Consent ID previously obtained, the list of available accounts. It is assumed the PSU has
already consented to this access and the record of consent or Consent ID is stored on the ASPSP system. For more information, see section Account

Information Consent Request.

Image 24: Account Information Service - Get List of Accounts Sequence Diagram
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API Endpoint POST /accounts

API Profile CMA®9, Polish API, NextGenPSD2, STET

N/A

Purpose Required How it can be Condition | Multiplicity Description Limitations /
by used Parameters
requestinfo Includes information MC This element M 1.1 Object Set of elements used to -
about request being encapsulates all define the request details
processed request information
sent to the API
Service
++ XxRequestld ID of the request, TPP A memorable ID M 1.1 UuiD Free field that allows for 36
unique to the call, as could be used to the addition of information
determined by the support in a dispute that can be referenced for
initiating party (TPP) future use.
++ consentld ID of consent, unique ASPSP Unique M 1.1 String Consent ID received from 1-256
to the call, as identification as ASPSP after consent
determinate by ASPSP assigned to identify authorisation
after PSU the account access
authorization consent resource.

. mastercard.
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Purpose Required How it can be Condition | Multiplicity Description Limitations /
by used Parameters
++ aspspld ID of a financial ASPSP Identification of M 1.1 uuiD This element is used to 36
institution servicing the ASPSP specify the identification
Accounts of the PSU code of a financial
institution which holds PSU
accounts
++ isLivePsuRequest Indicate if request was | ASPSP Type of PSU request | O 0.1 Boolean | PSU request type Boolean: true or
actively initiated by false
PSU
++ psulPAddress The forwarded IP ASPSP It shall be contained | C 0.1 String IP address of PSU's 1-256
address field consists if and only if the terminal device. Required when
of the corresponding PSU actively isLivePsuRequest
HTTP request IP initiated this —true
address field between request
PSU and TPP.
++ merchant Collect merchant data | MC Merchant data used | O 0.1 Object Set of elements used to -
for reporting purposes for reporting or define the merchant
reconciliation details
purposes
++++id Merchant identification | MC Unique Merchant M 1.1 String Field is available for TPPs 1-256
code to identify the identifier per TPP, to enable capturing of a
merchant which could be used merchant ID
for reporting or
reconciliation
purposes
++++ name Merchant name to MC Name of merchant M 1.1 String Field is available for TPPs 1-256
identify the merchant to enable capturing of a
merchant name
HTTP Response Code = 200, OK
Note For a full list of response codes, including those returned in failure scenarios, see Response Codes.
. mastercard.
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N/A

Purpose

Required

How it can be
used

Condition

Multiplicity

Type

Description

Limitations /
Parameters

by

originalRequestinfo Returns original MC This object contains | M 1.1 Object Original request -
request information original request information received
to the initiating information from the initiating party
party (TPP).
++ xRequestld A memorable ID TPP This element could M 1.1 uuib Original xRequestld given | 36
which could be used be used for by the client on request
to supportina request-response
dispute tracking
accounts Unambiguous TPP Used to O 0.” Object Set of elements used to -
identification of the encapsulate define the account
account to which accounts data details
credit and debit
entries are made
++ resourceld A unique and TPP This value should M 1.1 String Account reference 1-256

immutable identifier
used to identify the
account resource.
This identifier has no
meaning to the
account owner.

be used to make
subsequent
account specific
requests

identification.

. mastercard.
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Purpose Required | How it can be Condition | Multiplicity | Type Description Limitations /
)% used Parameters
++ name The account nameis | TPP Account name (@] 0.1 String Account name (defined 1-256
the name or names defined by ASPSP by ASPSP)
of the account
owner(s)
represented at an
account level, as
displayed by the
ASPSP's online
channels.
++ currency |dentification of the | TPP Currency of O 0.1 String Account currency ISO 4217 ALPHA 3 CHAR
currency in which account
the account is held.
++ accountHolderType Specifies account TPP Account holder O 0.1 Enum Specifies the type of Enum: ["Business”,
main type: Personal type account "Personal]
or Business (future use)
++ accountType Specifies sub-type TPP Sub-type of O 0.1 String Specifies the sub type of | 1-256
of the account: account account (product family

Savings, Credit
Card, Current, etc.

group).
(future use)

Values will be returned as
one of the following
codes, which is aligned
with ExternalCashAccou
ntTypelCode list

from ISO 20022 External
codes

["CACC", "CASH", "CHA
R" "CISH", "COMM",

"CPAC",

"LLSV", "LOAN",
"MGLD", "MOMA",
“NREX", "ODFT",
"ONDP",

"OTHR", "SACC",
"SLRY", "SVGS", "TAXE",
"TRAN", "TRAS"]

. mastercard.
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https://www.iso20022.org/external_code_list.page
https://www.iso20022.org/external_code_list.page

Purpose Required | How it can be Condition | Multiplicity Description Limitations /
)% used Parameters

++ nameClient The nickname of the | TPP Account name O 0.1 String Specifies the name of 1-256

account, assigned by defined by account account defined by

the account owner owner account owner

in order to provide

an additional means

of identification of

the account.
++ accountPsuRelations | Describes relation TPP PSU relation to O 0.” Object Description of relations -

between PSU and account between PSU and an

account Account
++++ typeOfRelation Specifies relation TPP Can be used for M 1.1 Enum Type of relation between | Enum:["Owner",

between PSU and
account

filtering the results
by type of relation

between PSU and

an Account

PSU and an Account

"Borrower", "Guarantor",
"ProxyOwner",
"Beneficiary", "Trustee"]

For more information on errors received, see the error message structure described in Error Information.

. mastercard.
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7.7 Get Account Details Request

The goal of this request is to retrieve from the ASPSP, based on the Consent ID previously obtained, the account details for a specific Account ID. This flow
assumes the PSU has already consented to this access and the ASPSP system stores this record of consent or Consent ID. For more information, see

section Account Information Consent Request.

Image 25: Account Information Service - Get Account Details Sequence Diagram
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API Endpoint

API Profile

N/A

POST /accounts/account

CMAQ9, Polish API, NextGenPSD?2, STET

Purpose Required | How it can be Condition | Multiplicity Description Limitations /
by used Parameters
requestinfo Includes information about MC This element M 1.1 Object Set of elements used to -
request being processed encapsulates all define the request
request details
information sent to
the API Service
++xRequestld ID of the request, unique to TPP A memorable ID M 1.1 uuib Free field that allows for | 36
the call, as determined by the could be used to the addition of
initiating party (TPP) supportina information that can be
dispute referenced for future
use.
++consentld ID of consent, unique to the ASPSP Unique M 1.1 String Consent ID received 1-256
call, as determinate by identification as from ASPSP after
ASPSP after PSU assigned to consent authorisation
authorization identify the
account access
consent resource.

. mastercard.
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Purpose Required | How it can be Condition | Multiplicity Description Limitations /
Parameters
++aspspld ID of a financial institution ASPSP Identification of M 1.1 uuiD This element is used to 36
servicing the Accounts of the ASPSP specify the identification
PSU code of a financial
institution which holds
PSU accounts
++ Indicate if PSU actively ASPSP Type of PSU O 0.1 Boolean | PSU request type Boolean: true or false
isLivePsuRequest initiated request request
++ psulPAddress The forwarded IP address ASPSP It shall be C 0.1 String IP address of PSU's 1-256
field consists of the contained if and terminal device. Required when
corresponding HTTP request only if the PSU isLivePsuRequest=true
IP address field between PSU actively initiated
and TPP. this request
++ merchant Collect merchant data for MC Merchant data @] 0.1 Object Set of elements used to -
reporting purposes used for reporting define the merchant
or reconciliation details
purposes
++++id Merchant identification code | MC Unique Merchant M 1.1 String Field is available for TPPs | 1-256
to identify the merchant identifier per TPP, to enable capturing of a
which could be merchant ID
used for reporting
or reconciliation
purposes
++++ NAMeE Merchant name to identify MC Name of merchant | M 1.1 String Field is available for TPPs | 1-256
the merchant to enable capturing of a
merchant name
accountld A unique and immutable ASPSP Identifier of the M 1.1 String Account reference 1-256
identifier used to identify the addressed account identification as returned
account resource. in the list of accounts
HTTP Response Code = 200, OK
. mastercard.
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Note For a full list of response codes, including those returned in failure scenarios, see section_Response Codes.

N/A

Purpose Required | How it can be | Condition | Multiplicity | Type Description Limitations /
by used Parameters
originalRequestinfo Returns original request MC This object M 1.1 Object Original request | -
information to the contains original information
initiating party (TPP). request received from
information the initiating
party
++ xRequestld A memorable ID which TPP This element could | M 1.1 UuiD Original 36
could be used to support be used for xRequestld given
in a dispute request-response by the client on
tracking request
account Unambiguous TPP Used to @] 0.1 Object Set of elements -
identification of the encapsulate used to define
account to which credit accounts data the account
and debit entries are details
made
++ resourceld A unique and immutable | TPP This value should M 11 String Account 1-256
identifier used to identify be used to make reference
the account resource. subsequent identification
This identifier has no account specific
meaning to the account requests
owner.

. mastercard.
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Purpose Required | How it can be | Condition | Multiplicity Description Limitations /
by used Parameters
++ name The account name is the TPP Account name O 0.1 String Account name 1-256
name or names of the defined by ASPSP (defined by
account owner(s) ASPSP)
represented at an
account level, as
displayed by the ASPSP's
online channels.
++ currency |dentification of the TPP Currency of O 0.1 String Account currency | ISO 4217 ALPHA 3 CHAR
currency in which the account
account is held.
++ accountHolderType Specifies account main TPP Account holder O 0.1 Enum Specifies the Enum: ["Business”,
type: Personal or type type of account "Personal"]
Business
++ accountType Specifies sub-type of the | TPP Sub-type of O 0.1 String Specifies the sub | 1-256
account: Savings, Credit account type of account
Card, Current, etc. ép;;zc:;ct family Values retgrned as one of
the following codes,
aligned
with ExternalCashAccount
TypelCode list from ISO
20022 External codes.
["CACC", "CASH", "CHAR
" "CISH", "COMM",
"CPAC" "LLSV", "LOAN",
"MGLD", "MOMA",
"NREX", "ODFT",
"ONDP",
"OTHR", "SACC", "SLRY",
"SVGS", "TAXE", "TRAN",
"TRAS"]
++ nameClient The nickname of the TPP Account name @] 0.1 String Account'sname | 1-256

account, assigned by the
account owner in order to
provide an additional
means of identification
of the account.

defined by
account owner

client (defined by
account owner)

. mastercard.

HIGHLY CONFIDENTIAL INTELLECTUAL PROPERTY

PAGE 100



https://www.iso20022.org/external_code_list.page
https://www.iso20022.org/external_code_list.page

Purpose Required | How it can be Multiplicity Description Limitations /
by used Parameters
++ holderName Name by which a partyis | TPP This element is 0.1 String Account Holder 1-256
known, and which is used to specify name (future
usually used to identify account holder use)
that party. name
++ holderAddress Account holder address TPP This element 0.1 Object Set of elements -
split in separate address encapsulates used to define
fields account holder the holder
address address details
(future use)
++++ street Name of a street TPP This element is 0.1 String Street name 1-70
used to specify
the street name
++++ buildingNumber Number that identifies TPP This element is 0.1 String Building Number | 1-256
the position of a building used to specify
on a street. the building
number
++++ City Name of a built-up area, | TPP This element is 0.1 String City name 1-256
with defined boundaries, used to specify
and a local government. the city name
++++ postalCode |dentifier consisting of a TPP This element is 0.1 String Postal code 1-256
group of letters and/or used to specify
numbers that is added to the post code
a postal address to assist
the sorting of mail.
++++ countrySubDivision | Identifies a subdivision of | TPP This element is 0.1 String County name 1-256
a country such as state, used to specify
region, county. the county code
++++ country A nation with its own TPP This element is 0.1 String Country name ISO 3166 ALPHA 2 CHAR
government used to specify
the country code
++ holderNameAddress Contains account holder TPP An array which 0.4 String Account holder's | 1-*

name and address

specifies account
holder's name and
address

name and
address

. mastercard.
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Purpose

Required
by

How it can be
used

Condition

Multiplicity | Type

Description

Limitations /
Parameters

++ accountPsuRelations Describes relation TPP PSU relation to O 0.1 Object Description of -
between PSU and account relations
account between PSU
and an Account
++++ typeOfRelation Specifies relation TPP Can be used for M 1.1 Enum Type of relation Enum:

between PSU and
account

filtering the
results by type of
relation between
PSU and an
Account

between PSU
and an Account

["Owner", "Borrower",
"Guarantor",
"ProxyOwner",
"Beneficiary", "Trustee"]

For more information on errors received, see the error message structure described Error Information.

. mastercard.

HIGHLY CONFIDENTIAL INTELLECTUAL PROPERTY

PAGE 102




7.8 Get Account Balances Request

The goal of this request is to retrieve from the ASPSP, based on the Consent ID previously obtained, the account balance details for the specified Account
ID. This flow assumes the PSU has already consented to this access and the ASPSP system stores this record of consent or Consent ID. For more
information, see section Account Information Consent Request.

Image 26: Account Information Service - Get Account Balances Sequence Diagram
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APl Endpoint

API Profile

N/A

POST /accounts/account/balances

CMA®9, Polish API, NextGenPSD2, STET

Purpose

Required

How it can
be used

Condition

Multiplicity

Type ‘

Description

Limitations /
Parameters

by

requestinfo Includes information MC This element M 1.1 Object Set of elements used to -
about request being encapsulates define the request details
processed all request
information
sent to the API
Service
++ xRequestld ID of the request, unique TPP A memorable M 1.1 uuib Free field that allows for 36
to the call, as determined ID could be the addition of information
by the initiating party used to support that can be referenced for
(TPP) in a dispute future use.
++ consentld ID of consent, unique to ASPSP Unique M 1.1 String Consent ID received from 1-256

the call, as determinate
by ASPSP after PSU
authorization

identification
as assigned to
identify the
account access
consent
resource

ASPSP after consent
authorisation

mastercard.
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Purpose Required | How it can Condition | Multiplicity Description Limitations /
be used Parameters
++ aspspld ID of a financial ASPSP |dentification M 1.1 uuiD This element is used to 36
institution servicing the of ASPSP specify the identification
Accounts of the PSU code of a financial
institution which holds PSU
accounts
++ isLivePsuRequest | Indicate if PSU actively ASPSP Type of PSU O 0.1 Boolean PSU request type Boolean: true or false
initiated request request
++ psulPAddress The forwarded IP address | ASPSP It shall be C 0.1 String IP address of PSU's 1-256
field consists of the contained if terminal device. Required when
corresponding HTTP and only if the isLivePsuRequest=true
request IP address field PSU actively
between PSU and TPP. initiated this
request
++ merchant Collect merchant data for | MC Merchant data | O 0.1 Object Set of elements used to -
reporting purposes used for define the merchant details
reporting or
reconciliation
purposes
++++id Merchant identification MC Unique M 1.1 String Field is available for TPPsto | 1-256
code to identify the Merchant enable capturing of a
merchant identifier per merchant ID
TPP, which
could be used
for reporting or
reconciliation
purposes
++++ name Merchant name to MC Name of M 1.1 String Field is available for TPPsto | 1-256
identify the merchant merchant enable capturing of a
merchant name
accountld A unique and immutable ASPSP Identifier of the | M 1.1 String Account reference 1-256
identifier used to identify addressed identification as returned in
the account resource. account the list of accounts.
. mastercard.
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HTTP Response Code = 200, OK

Note For a full list of response codes, including those returned in failure scenarios, see section Response Codes.

N/A

Purpose Required | How it can Condition | Multiplicity Description Limitations /
by be used Parameters

originalRequestinfo Returns original MC This object M 1.1 Object Original request -

request information contains information received from

to the initiating party original request the initiating party

(TPP). information
++ xRequestld A memorable ID TPP This element M 1.1 uuib Original xRequestld given 36

which could be used could be used by the client on request

to supportina for request-

dispute response

tracking

account Unambiguous TPP Used to @] 0.1 object Set of elements used to -

identification of the encapsulate define the account details

account to which accounts data

credit and debit

entries are made.
. mastercard.
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Purpose Required | How it can Condition | Multiplicity Description Limitations /
by be used Parameters
++ resourceld A unique and TPP This value M 1.1 String Account reference 1-256
immutable identifier should be used identification
used to identify the to make
account resource. subsequent
This identifier has no account specific
meaning to the requests
account owner.
++ name The account name is TPP Account name O 0.1 String Account name (defined by 1-256
the name or names of defined by ASPSP)
the account owner(s) ASPSP
represented at an
account level, as
displayed by the
ASPSP's online
channels.
++ balances Alist of balances TPP List of account | O 0.* Object Set of elements used to -
regarding this balances define the balances details
account (e.g. the
current balance, the
last booked balance)
++++ balanceAmount Amount of money of TPP Balance M 1.1 Object Set of elements used to -
the cash balance amount details define the balances amount
details
++++++ CcUrrency A code allocatedtoa | TPP The currency of | M 1.1 String Specifies the currency of ISO 4217 ALPHA
currency by a the amount the amount or of the 3 CHAR
Maintenance Agency account
under an
international
identification scheme,
as described in the
latest edition of the
international
standard ISO 4217.
. mastercard.
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Purpose

Required
by

How it can
be used

Condition

Multiplicity

Description

Limitations /
Parameters

++++++ amount A number of TPP Balance M 1.1 Decimal Amount of money to be -
monetary units amount moved between the debtor
specified in an active and creditor, before
currency where the deduction of charges,
unit of currency is expressed in the currency as
explicit and compliant ordered by the initiating
with I1SO 4217. party
++++ balanceType Indicates balance TPP Type of balance | O 0.1 String Account Balance Type 1-256
types (these follow
the standard ISO
20022 balance type
enumerations)
++++ creditDebitIndicator Indicates whether the | TPP A zero balance O 0.1 Enum Accounting flow of the Enum:
balance is a credit or is considered to amount ["Credit" "Debit"]
a debit balance be a credit
balance.
'Credit" if
balanceAmount -
> amount is
greater than O or
equal to O
'Debit’ if
balanceAmount -
> amount is
lower than O
++++ dateTime Reference date and TPP Date and time (0] 0.1 |ISODateTime | Indicates the date (and |ISODateTime,
time for the balance when the time) of the balance. "YYYY-MM-
in case they are balance DDThh:mm:ssTZ
provided by ASPSP. information is D"
presented

For more information on errors received, see the error message structure described in Error Information.

. mastercard.
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7.9 Get Account Transactions Request

The goal of this request is to retrieve from the ASPSP, based on the Consent ID previously obtained, the list of transactions for the specified Account ID.
This flow assumes the PSU has already consented to this access and the ASPSP system stores this record of consent or Consent ID. For more information,

see section Account Information Consent Request.

Image 27: Account Information Service - Get Account Transactions Sequence Diagram
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APl Endpoint

API Profile

N/A

POST /accounts/account/transactions

CMA®9, Polish API, NextGenPSD2, STET

Purpose

Required

by

How it can
be used

Condition

Multiplicity | Type

Description

Limitations /
Parameters

requestinfo Includes information MC This element M 1.1 Object Set of elements used to -
about request being encapsulates all define the request details
processed request
information sent
to the API
Service
++ xRequestld ID of the request, unique | TPP A memorable ID M 1.1 uuib Free field that allows for the | 36
to the call, as determined could be used to addition of information that
by the initiating party supportina can be referenced for future
(TPP) dispute use.
( mastercard.
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Purpose Required How it can Condition | Multiplicity Description Limitations /
by be used Parameters
++ consentld ID of consent, unique to ASPSP Unique M 1.1 String Consent ID received from 1-256
the call, as determinate identification as ASPSP after consent
by ASPSP after PSU assigned to authorisation
authorization identify the
account access
consent
resource.
++ aspspld ID of a financial ASPSP Identification of M 1.1 Uuib This element is used to 36
institution servicing the ASPSP specify the identification
Accounts of the PSU code of a financial institution
which holds PSU accounts
++ isLivePsuRequest Indicate if request was ASPSP Type of PSU O 0.1 Boolean PSU request type Boolean: true or
actively initiated by PSU request false
++ psulPAddress The forwarded IP ASPSP It shall be C 0.1 String IP address of PSU's terminal | 1-256
address field consists of contained if and device. Required when
the corresponding HTTP only if this isLivePsuRequest
request IP address field request was —true
between PSU and TPP. actively initiated
by the PSU
++ merchant Collect merchant data MC Merchant data @] 0.1 Object Set of elements used to -
for reporting purposes used for define the merchant details
reporting or
reconciliation
purposes
++++id Merchant identification MC Unique Merchant | M 1.1 String Field is available for TPPs to 1-256
code to identify the identifier per enable capturing of a
merchant TPP, which could merchant ID
be used for
reporting or
reconciliation
purposes
++++ name Merchant name to MC Name of M 1.1 String Field is available for TPPs to 1-256
identify the merchant merchant enable capturing of a
merchant name
. mastercard.
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Purpose Required How it can Condition | Multiplicity Description Limitations /
by be used Parameters
accountld A unique and immutable ASPSP Identification of M 1.1 String Account reference 1-256
identifier used to identify account resource identification as returned in
the account resource. to fetch account the list of accounts.
data
limit Number of transactions MC Number of M 1.1 Integer Number of transactions -
to be returnedin transactions on returned
response the page
offset Offset value from which MC Offset value O 0.1 String Offset value obtained from 1-256
the next set of used for previous calls to get next set
transactions will be pagination of transactions
returned
bookingDateFrom Transactions having an MC Filter starting O 0.1 Date Initial booking date of the Date,
imputation date equal or date (inclusive data range requested "YYYY-MM-DD"
later to this parameter the date
are included within the bookingDateFro
result set m) used to
generate the
transaction list
bookingDateTo Transactions having an MC Filter end date @] 0.1 Date Final booking date of the Date,
imputation date equal or (inclusive the data range requested NYYY-MM-DD"
earlier to this parameter data
are included within the bookingDateTo)
result used to generate
the transaction
list
HTTP Response Code = 200, OK
Note For a full list of response codes, including those returned in failure scenarios, see section Response Codes.
. mastercard.
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N/A

Purpose Required | How it can Condition | Multiplicity Description Limitations /
by be used Parameters
originalRequestinfo Returns original MC This object M 1.1 Object Original request -
request information to contains information
the initiating party original request received from the
(TPP). information initiating party
++ xRequestld A memorable ID which | TPP This element M 1.1 uuiD Original 36
could be used to could be used xRequestld given
support in a dispute for request- by the client on
response request
tracking
offset Offset value from MC Offset value @] 0.1 String Offset value for 1-256
which the next set of used for next call to get
transactions should be pagination transactions
returned
transactions A list of transactions TPP List of O 0.* Object Set of elements -
for a given account transactions in used to define the
account transactions
details
++ transactionld A unique and TPP Identification of | O 0.1 String Transaction 1-256
immutable identifier transaction reference
used to identify the resource to identification
transaction resource. fetch
transaction
data
. mastercard.
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Purpose Required | How it can Condition | Multiplicity | Type Description Limitations /
by be used Parameters
++ bookingDateTime Date and time whena | TPP Booking dateis | O 0.1 ISODateTime | Booking date and ISODateTime,
transaction entry is the expected time of the "NYYY-MM-
posted to an account booking date, transactionon the | ppThh:mm:ssTZD"
unless the account
status is
booked, in
which case it is
the actual
booking date
++ transactionAmount Amount of money of TPP Transaction M 1.1 Object Set of elements -
the transaction amount details used to define the
transaction
amount details
++++ currency A code allocated to a TPP The currency of | O 0.1 String Specifies the ISO 4217 ALPHA 3
currency by a the amount currency of the CHAR
Maintenance Agency used in amount
under an international transaction
identification scheme,
as described in the
latest edition of the
international standard
ISO 4217.
++++ amount A number of monetary | TPP The amount of M 1.1 Decimal Amount of money -
units specified in an the transaction to be moved
active currency where as billed to the between the
the unit of currency is account debtor and
explicit and compliant creditor, before
with ISO 4217. deduction of
charges, expressed
in the currency as
ordered by the
initiating party
. mastercard.
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Purpose Required | How it can Condition | Multiplicity | Type Description Limitations /
by be used Parameters
++ Information supplied TPP Description of O 0.1 String Relevant 1-140
remittancelnformationUnstruct | to enable the the payment information to the
ured matching/reconciliatio transaction in an
n of an entry with the unstructured form
items that the
payment is intended to
settle inan
unstructured form
++ status Indicates a state that TPP Status of the O 0.1 String Status of a 1-256
the transaction is transaction transaction entry Values could be
currently in. Until on the books of the | ot rned as one of
payment is settled it account servicer the following
progresses through codes, which is
different states of a aligned with
transaction. ExternalPaymentTr
ansactionStatus1C
ode list from ISO
20022 External
codes: ["ACCC",
"ACCP", "ACSC",
"ACSP", "ACTC",
"ACWC", "ACWP",
"PDNG", "RCVD",
"RJCT"]
++ creditDebitIndicator Indicates whether the | TPP A zero balance o) 0.1 Enum Accounting flow of | Enum:
balance is a credit or @ is considered to the amount ["Credit”,"Debit"]
debit balance be a credit
balance.
‘Credit’ if
balanceAmount ->
amount is greater
than O or equal to O
'Debit’ if
balanceAmount ->
amount is lower
than 0

. mastercard.

HIGHLY CONFIDENTIAL INTELLECTUAL PROPERTY

PAGE 115



https://www.iso20022.org/external_code_list.page
https://www.iso20022.org/external_code_list.page
https://www.iso20022.org/external_code_list.page

Purpose Required | How it can Condition | Multiplicity Description Limitations /
by be used Parameters
++ initiatorNameAddress Name and Address by TPP This element is O 0.4 Array of Initiator's name 1-256
which an initiator party usually used to Strings and address
is known identify the
initiator party
address.
++ senderNameAddress Name and Address by TPP This element is O 0.4 Array of Sender's name 1-256
which a sender party is usually used to Strings and address
known identify the
sender party
address.
++ recipientNameAddress Name and Address by TPP This element is O 0.4 Array of Recipient's name 1-256
which a recipient party usually used to Strings and address
is known identify the
recipient party
address.
++ tradeDate Date on which a TPP Date of the (0] 0.1 String Date of the ISODateTime,
transaction takes operation operation "VYYY-MM-
place or when an order DDThh:mm-ssTZD"
is executed
++ senderAccountNumber Unique and TPP Bank account @] 0.1 String Sender account 1-256
unambiguous number the number
identification for the money is sent
account between the from
account owner and the
account servicer
++ recipientAccountNumber Unique and TPP Bank account O 0.1 String Recipient account 1-256
unambiguous number the number
identification for the money is
account between the settled
account owner and the
account servicer
. mastercard.
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Purpose Required | How it can Condition | Multiplicity | Type Description Limitations /
by be used Parameters
++ Unique and TPP Virtual bank O 0.1 String Recipient mass 1-256
recipientAccountMassPayment unambiguous account payment account
identification for the number the number
account between the money is
account owner and the settled in case
account servicer of mass
payment
operation
++ recipientBankBicOrSwift When transferring TPP The bank O 0.1 String Recipient bank BIC | 1-256
money across SWIFT/BIC code
international lines code is used to
nearly always needs to identify a
use a SWIFT/BIC code, specific bank in
since it's the way an international
banks and money transaction
transfer services
identify where to send
money on a global
scale.
++ recipientBankName Name to identify the TPP Bank name to O 0.1 String Recipient bank 1-256
financial institution identify the name
recipient’s bank
++ recipientBankCode Code to identify TPP Bank code to O 0.1 String Recipient bank 1-256
financial institution identify the code
servicing the recipient recipient’s bank
account
++ recipientBankCountryCode Country code in which TPP Bank country O 0.1 String Recipient bank 1-256
a financial institution code to identify country code
servicing the accounts recipient's bank
of the recipient resides country
residence
. mastercard.
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Purpose Required | How it can Condition | Multiplicity Description Limitations /
by be used Parameters
++ recipientBankAddress Information that TPP Unstructured O 0.4 Array of Recipient bank 1-256
locates and identifies a address of the Strings address
specific address, as Bank to identify
defined by postal recipient’s bank
services, presented in location
free format text.
++ senderAccountMassPayment | Unique and TPP Virtual bank O 0.1 String Sender mass 1-256
unambiguous account payment account
identification for the number the number
account between the money is sent
account owner and the from in case of
account servicer mass payment
operation
++ senderBankBicOrSwift When transferring TPP The bank @] 0.1 String Sender bank 1-256
money across SWIFT/BIC BIC/SWIFT code
international lines code is used to
nearly always needs to identify a
use a SWIFT/BIC code, specific bank in
since it's the way an international
banks and money transaction
transfer services
identify where to send
money on a global
scale.
++ senderBankName Name to identify the TPP Bank name to o) 0.1 String Sender bank name | 1-256
financial institution identify the
sender's bank
++ senderBankCode Code to identify TPP Bank code to O 0.1 String Sender bank code 1-256
financial institution identify the
servicing the sender sender’s bank
account
++ senderBankCountryCode Country in which a TPP Bank country O 0.1 String Sender bank 1-256
financial institution code to identify country code
servicing the accounts recipient’s bank
of the sender resides country
residence
. mastercard.
HIGHLY CONFIDENTIAL INTELLECTUAL PROPERTY PAGE 118




Purpose Required | How it can Condition | Multiplicity Description Limitations /
by be used Parameters
++ senderBankAddress Information that TPP Unstructured O 0.4 Array of Sender bank 1-256
locates and identifies a address of the Strings address
specific address, as Bank to identify
defined by postal sender’s bank
services, presented in location.
free format text.
++ transactionType Indicates the type of TPP The type of O 0.1 String Transaction type 1-256
transaction transaction to
identify the
underlying
transaction
++ auxData To the scope of data TPP Contains @] 0.1 Object Set of elements -
concerning the account additional fields used to define the
and transactions, each added by additional
ASPSP may add ASPSPS transaction details
additional fields, taking
advantage for this
purpose of the
auxData type Map
field
++++ any<*> Specifies additional TPP Used by the O 0.* String Data map <string, | 1-256
information about ASPSP to string>
transaction transport
reconciliation additional
transaction
related
information to
the PSU
++ postTransactionBalance Specifies the account TPP Post- @] 0.1 Decimal Account balance -
balance after the transaction after the
transaction is booked balance transaction is
booked
. mastercard.
HIGHLY CONFIDENTIAL INTELLECTUAL PROPERTY PAGE 119




Purpose Required | How it can Condition | Multiplicity Description Limitations /
by be used Parameters
++ Mcc Merchant Category TPP Merchant O 0.1 String A code of each 1-256
Code of the Card Category Code transaction
Acceptor as given in for each performed by card
the related card transaction
transaction. made using a
card
++ rejectionReason Specifies description of | TPP Used to O 0.1 String Rejection reason 1-256
rejection reason for indicate the
rejected transactions. rejection reason
if a transaction
has been
rejected
++ rejectionDate Indicate the date when | TPP Used to specify | O 0.1 ISODateTime | Rejection date ISODateTime,
transaction has been the rejection VYYY-MM-
rejected dateif a DDThh:mm:ssTZD"
transaction has
been rejected
++ holdExpirationDate Specifies transaction TPP Hold expiration | O 0.1 ISODateTime | Hold expiration ISODateTime,
hold expiration date, in date date NYYY-MM-
case if a transaction DDThh:mm:ssTZD"
had put on hold
messages Messages to inform TPP List of O 0.1 Array Set of elements -
TPPs in case of errors. messages used to define the
messages details
++ code Unique and TPP Code of o) 1. String Unique code of the | 1-256
unambiguous message message
identification for the
message
++ description Text description of TPP Description of @] 1.7 String Detailed 1-256
returned message message description of the
message
For more information on errors received, see the error message structure described in Error Information.
. mastercard.
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7.10 Get Transaction Details Request

The goal of this request is to retrieve from the ASPSP, based on the Consent ID previously obtained, the list of transactions for the specified Account ID and
Transaction ID. This flow assumes the PSU has already consented to this access and the ASPSP system stores this record of consent or Consent ID. For

more information, see section Account Information Consent Request.

Image 28: Account Information Service - Get Transaction Details Sequence Diagram

18 et oo

19 P

I

30 Cot fecount Tansactions
| 31 st o Aczous vansacrors

| 32 Lt of zeun: wansacicrs

| Porre—————
1S Taaon ek I

[ o Trameation Geia ] *
33 POST accounts/a accountld transactionld ] |

34 0t mnsaction il

| 33 Tarssetcr Data e ith statws

. mastercard.
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APl Endpoint

API Profile

N/A

POST /accounts/account/transactions/transaction

Polish API, NextGenPSD2, STET

Purpose Required | How it can Condition | Multiplicity Description Limitations /
by be used Parameters
requestinfo Includes information about MC This element M 1.1 Object Set of elements used to -
request being processed encapsulates all define the request details
request
information sent
to the API
Service
++ XxRequestld ID of the request, unique to the | TPP A memorableID | M 1.1 UuiD Free field that allows for the | 36
call, as determined by the could be used to addition of information that
initiating party (TPP) supportina can be referenced for future
dispute use.
( mastercard.
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Purpose Required | How it can Condition | Multiplicity Description Limitations /
by be used Parameters
++ consentld ID of consent, unique to the ASPSP Unique M 1.1 String Consent ID received from 1-256
call, as determinate by ASPSP identification as ASPSP after consent
after PSU authorization assigned to authorisation
identify the
account access
consent
resource.
++ aspspld ID of a financial institution ASPSP |dentification of M 1.1 Uuib This element is used to 36
servicing the Accounts of the ASPSP specify the identification
PSU code of a financial institution
which holds PSU accounts
++ isLivePsuRequest | Indicate if request was actively | ASPSP Type of PSU O 0.1 Boolean | PSU request type Boolean: true or
initiated by PSU request false
++ psulPAddress The forwarded IP address field | ASPSP It shall be C 0.1 String IP address of PSU's terminal | 1-256
consists of the corresponding contained if and device. Required when
HTTP request IP address field only if this isLivePsuRequest=
between PSU and TPP. request was tfrue
actively initiated
by the PSU
++ merchant Collect merchant data for MC Merchant data O 0.1 Object Set of elements used to -
reporting purposes used for define the merchant details
reporting or
reconciliation
purposes
++++id Merchant identification code to | MC Unique Merchant | M 1.1 String Field is available for TPPs to 1-256
identify the merchant identifier per enable capturing of a
TPP, which could merchant ID
be used for
reporting or
reconciliation
purposes
++++ NAMe Merchant name to identify the | MC Name of M 1.1 String Field is available for TPPs to 1-256
merchant merchant enable capturing of a
merchant name
. mastercard.
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Purpose Required | How it can Condition | Multiplicity Description Limitations /
be used Parameters
accountld A unique and immutable ASPSP |dentification of M 1.1 String Account reference 1-256
identifier used to identify the account resource identification as returned in
account resource. to fetch account the list of accounts.
data
transactionld A unique and immutable ASPSP |dentification of M 1.1 String Transaction reference 1-256

identifier used to identify the
transaction resource.

transaction
resource to fetch
transaction data

identification

HTTP Response Code = 200, OK

Note For a full list of response codes, including those returned in failure scenarios, see section Response Codes.

N/A

Purpose

Required

by

be used

Condition

Multiplicit

Type

Description

Limitations /

Parameters

originalRequestinfo Returns original
request information
to the initiating party

(TPP).

‘ How it can

MC This object

contains original
request
information

11

object

Original request -
information

received from the
initiating party

( mastercard.
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Purpose Required | How it can Condition | Multiplicit Description Limitations /
by be used y Parameters
++ xRequestld A memorable ID TPP This element M 1.1 String Original 36
which could be used could be used xRequestld given
to supportin a for request- by the client on
dispute response request
tracking
transactionld A unique and ASPSP |dentification of | O 0.1 String Transaction 1-256
immutable identifier transaction reference
used to identify the resource to identification
transaction resource. fetch
transaction data
bookingDateTime Date and time when | TPP Booking date is O 0.1 ISODateTime | Transaction ISODateTime,
a transaction entry is the expected datetime "YYYY-MM-
posted to an account booking date, DDThh:mm:ssTZD"
unless the
status is booked,
in which case it
is the actual
booking date
transactionAmount Amount of money of | TPP Transaction M 1.1 Object Set of elements -
the transaction amount details used to define
the transaction
amount details
++ currency A code allocatedtoa | TPP The currency of @] 0.1 String Specifies the ISO 4217 ALPHA 3 CHAR
currency by a the amount currency of the
Maintenance Agency used in amount
under an transaction
international
identification
scheme, as described
in the latest edition
of the international
standard ISO 4217.
. mastercard.
HIGHLY CONFIDENTIAL INTELLECTUAL PROPERTY PAGE 125




Purpose Required | How it can Condition | Multiplicit Description Limitations /
by be used y Parameters
++ amount A number of TPP The amount of M 11 Decimal Amount of -
monetary units the transaction money to be
specified in an active as billed to the moved between
currency where the account the debtor and
unit of currency is creditor, before
explicit and deduction of
compliant with ISO charges,
4217. expressed in the
currency as
ordered by the
initiating party
remittancelnformationUnst | Information supplied | TPP Description of O 0.1 String Relevant 1-140
ructured to enable the the payment information to
matching/reconciliati the transaction in
on of an entry with an unstructured
the items that the form
payment is intended
to settle inan
unstructured form
status Indicates a state that | TPP Status of the @] 0.1 String Status of a 1-256

the transaction is
currently in. Until
payment is settled it
progresses through
different states of a
transaction.

transaction

transaction entry
on the books of
the account
servicer

Values could be returned
as one of the following
codes, which is aligned
with
ExternalPaymentTransacti
onStatus1Code list

from ISO 20022 External
codes: ["ACCC", "ACCP",
"ACSC", "ACSP", "ACTC",
"ACWC", "ACWP",
"PDNG", "RCVD", "RJCT"]

. mastercard.
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Purpose Required | How it can Condition | Multiplicit Description Limitations /
by be used y Parameters
creditDebitIndicator Indicates whether TPP A zero balanceis | M 1.1 Enum Accounting flow Enum:
the balance is a considered to be of the amount ["Credit”,"Debit"]
credit or a debit a credit balance. ‘Credit' if balanceAmount
balance .
-> amount is greater than
Oorequalto 0
'Debit’ if balanceAmount -
> amount is lower than 0
initiatorNameAddress Name and Address TPP This element is O 0.4 String Initiator's name 1-256
by which an initiator usually used to and address
party is known identify the
initiator party
address.
senderNameAddress Name and Address TPP This element is O 0.4 String Sender's name 1-256
by which a sender usually used to and address
party is known identify the
sender party
address.
recipientNameAddress Name and Address TPP This element is O 0.4 String Recipient's name | 1-256
by which a recipient usually used to and address
party is known identify the
recipient party
address.
tradeDate Date on which a TPP Date of the o) 0.1 Date Date of the ISODateTime,
transaction takes operation operation NYYY-MM-
place or when an DDThh:mm:ssTZD"
order is executed
senderAccountNumber Unique and TPP Bank account o) 0.1 String Sender account 1-256

unambiguous
identification for the
account between the
account owner and
the account servicer

number the
money is sent
from

number

. mastercard.
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Purpose Required | How it can Condition | Multiplicit Description Limitations /
by be used y Parameters
recipientAccountNumber Unique and TPP Bank account O 0.1 String Recipient account | 1-256
unambiguous number the number
identification for the money is settled
account between the
account owner and
the account servicer
recipientAccountMassPaym | Unique and TPP Virtual bank O 0.1 String Recipient mass 1-256
ent unambiguous account number payment account
identification for the the money is number
account between the settled in case
account owner and of mass
the account servicer payment
operation
recipientBankBicOrSwift When transferring TPP The bank @] 0.1 String Recipient bank 1-256
money across SWIFT/BIC code BIC/SWIFT code
international lines is used to
nearly always needs identify a
to use a SWIFT/BIC specific bank in
code, since it's the an international
way banks and transaction
money transfer
services identify
where to send money
on a global scale.
recipientBankName Name to identify the | TPP Bank name to @) 0.1 String Recipient bank 1-256
financial institution identify the name
recipient’s bank
recipientBankCode Code to identify TPP Bank code to O 0.1 String Recipient bank 1-256
financial institution identify the code
servicing the recipient’s bank
recipient account
recipientBankCountryCode Country code in TPP Bank country O 0.1 String Recipient bank 1-256

which a financial
institution servicing
the accounts of the
recipient resides

code to identify
recipient’s bank
country
residence

country code

. mastercard.
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Purpose Required | How it can Condition | Multiplicit Description Limitations /
by be used y Parameters
recipientBankAddress Information that TPP Unstructured O 0.4 String Recipient bank 1-256
locates and identifies address of the address
a specific address, as Bank to identify
defined by postal recipient’s bank
services, presented in location
free format text.
senderAccountMassPaymen | Unique and TPP Virtual bank O 0.1 String Sender mass 1-256
t unambiguous account number payment account
identification for the the money is number
account between the sent from in
account owner and case of mass
the account servicer payment
operation
senderBankBicOrSwift When transferring TPP The bank @] 0.1 String Sender bank 1-256
money across SWIFT/BIC code BIC/SWIFT code
international lines is used to
nearly always needs identify a
to use a SWIFT/BIC specific bank in
code, since it's the an international
way banks and transaction
money transfer
services identify
where to send money
on a global scale.
senderBankName Name to identify the | TPP Bank name to o) 0.1 String Sender bank 1-256
financial institution identify the name
sender's bank
senderBankCode Code to identify TPP Bank code to O 0.1 String Sender bank code | 1-256
financial institution identify the
servicing the sender sender’s bank
account
senderBankCountryCode Country in which a TPP Bank country O 0.1 String Sender bank 1-256

financial institution
servicing the
accounts of the
sender resides

code to identify
recipient’s bank
country
residence

country code

. mastercard.
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Purpose Required | How it can Condition | Multiplicit Description Limitations /
by be used y Parameters
senderBankAddress Information that TPP Unstructured O 0.4 String Sender bank 1-256
locates and identifies address of the address
a specific address, as Bank to identify
defined by postal sender’s bank
services, presented in location.
free format text.
transactionType Indicates the type of | TPP The type of O 0.1 String Transaction type | 1-256
transaction transaction to
identify the
underlying
transaction
auxData To the scope of data | TPP Contains @] 0.1 Object Set of elements -
concerning the additional fields used to define
account and added by the additional
transactions, each ASPSPS transaction
ASPSP may add details
additional fields,
taking advantage for
this purpose of the
auxData type Map
field
++ any<*> Specifies additional TPP Used by the @] 0.* String Data map 1-256
information about ASPSP to <string, string>
transaction transport
reconciliation additional
transaction
related
information to
the PSU
postTransactionBalance Specifies the account | TPP Post- O 0.1 Decimal Account balance -
balance after the transaction after the
transaction is booked balance transaction is
booked

. mastercard.
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Purpose Required | How it can Condition | Multiplicit Description Limitations /
by be used y Parameters
mcc Merchant Category TPP Merchant O 0.1 String A code of each 1-256
Code of the Card Category Code transaction
Acceptor as given in for each performed by
the related card transaction card
transaction. made using a
card
rejectionReason Specifies description | TPP Used to indicate | O 0.1 String Rejection reason 1-256
of rejection reason the rejection
for rejected reason if
transactions. transaction has
been rejected
rejectionDate Indicate the date TPP Used to specify @] 0.1 ISODateTime | Rejection date ISODateTime,
when transaction has the rejection NYYY-MM-
been rejected dateif a DDThh:mm-ssTZD"
transaction has
been rejected
holdExpirationDate Specifies transaction | TPP Hold expiration O 0.1 ISODateTime | Hold expiration ISODateTime,
hold expiration date, date date "YYYY-MM-

in case if a
transaction had put
on hold

DDThh:mm:ssTZD"

For more information on errors received, see the error message structure described in Error Information.

. mastercard.
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/.11 Delete Account Information Consent Request

The goal of this request is the deletion of consent from the ASPSP that previously created consent, so that the Al information cannot be accessed
afterword. This flow assumes the PSU has already consented to this access and the ASPSP system stores this record of consent or Consent ID. For more

information, see section Account Information Consent Request.

Image 29: Account Information Service - Delete Account Information Consent Diagram
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. mastercard
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APl Endpoint

API Profile

N/A

POST /accounts/consents/delete

CMA®9, Polish API, NextGenPSD2, STET

Purpose

Required
by

How it can
be used

Condition

Multiplicity ‘

Description

Limitations /
Parameters

requestinfo Includes information about MC This element M 1.1 Object Set of elements used to -
request being processed encapsulates all define the request details
request
information
sent to the API
Service
++ XxRequestld ID of the request, unique to the TPP A memorable ID | M 11 UuiD Free field that allows for 36
call, as determined by the could be used to the addition of
initiating party (TPP) supportina information that can be
dispute referenced for future use.
++ aspspld ID of a financial institution ASPSP Identification of | M 1.1 uuib This element is used to 36
servicing the Accounts of the ASPSP specify the identification
PSU code of a financial
institution which holds
PSU accounts
. mastercard.
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Purpose Required How it can Condition | Multiplicity Description Limitations /
by be used Parameters
++ merchant Collect merchant data for MC Merchant data O 0.1 Object Set of elements used to -
reporting purposes used for define the merchant
reporting or details
reconciliation
purposes
++++id Merchant identification code to MC Unique M 1.1 String Field is available for TPPs 1-256
identify the merchant Merchant to enable capturing of a
identifier per merchant ID
TPP, which
could be used
for reporting or
reconciliation
purposes
++++ Name Merchant name to identify the MC Name of M 1.1 String Field is available for TPPs 1-256
merchant merchant to enable capturing of a
merchant name
consentld ID of consent, unique to the call, | ASPSP Unique M 1.1 String Consent ID received from 1-256
as determinate by ASPSP after identification as ASPSP after consent
PSU authorization assigned to authorisation
identify the
account access
consent
resource.
HTTP Response Code = 200, OK
Note For a full list of response codes, including those returned in failure scenarios, see section Response Codes.
N/A
. mastercard.
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Purpose Required | How it can Condition | Multiplicity | Type Description Limitations

by be used /
Parameters
originalRequestinfo Returns original request MC This object M 1.1 Object Original request -
information to the initiating contains information received
party (TPP). original request from the initiating party
information
++ xRequestld A memorable ID which could be TPP This element M 1.1 uuib Original xRequestld given | 36
used to support in a dispute could be used by the client on request
for request-
response
tracking

For more information on errors received, see the error message structure described in Error Information.

( mastercard.
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8 Payment Initiation Service

8.1 Get List of ASPSPs Request

The goal of this request is to retrieve (based on the Client ID) the list of available ASPSPs.

Image 30: Payment Information Service - Get List of ASPSPs Consent Diagram

X -

PSU TPP Open Banking Connect
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|
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'
'
L
| : .
T { Obtain the list of available ASPSPs |=
'
'
!
i

3 Return list of aspsps registered for the TPP l |
1 _ 4 Represent the list of aspsps E
T:F?‘d TPP MA
SEF Open Banking Connect
Request

POST /payments/aspsps/

Request header

N/A

. mastercard
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Purpose

Required

by

How it can be
used

Condition

Multiplicity

Description

Limitations /
Parameters

requestinfo Includes information MC This element M 1.1 Object | Set of elements used to -
about request being encapsulates all define the request details
processed request information
sent to the API Service.
++ xRequestld ID of the request, TPP A memorable ID could M 1.1 uuib Free field that allows for 36
unigue to the call, as be used to supportin a the addition of
determined by the dispute information that can be
initiating party (TPP) referenced for future use.
id ID of a financial MC A filter parameter O 0.1 String Filter by internal id of 1-256
institution servicing the could be used to filter ASPSP, exact match
Accounts of the PSU ASPSPs by ASPSP id pattern
name Name of a financial MC A filter parameter 0 0.1 String Filter by name of ASPSP, 1-256
institution servicing the could be used to filter partial matching, non-case
Accounts of the PSU ASPSPs by ASPSP sensitive.
name
country Country in which a MC A filter parameter O 0.1 String Filter by country code (ISO | ISO 3166 ALPHA 2
financial institution could be used to filter 3166 Alpha 2), exact CHAR
servicing the Accounts ASPSPs by country match pattern, case
of the PSU resides code sensitive, upper case.
returnAdditionalData | A parameter which MC This elementisusedto | O 0.1 Enum Specifies additional fields Enum:

drives the additional
fields included in
message response

specify which
additional fields could
be included in response

for ASPSP object which
could be included in
response

["capabilities”, “logo"]

HTTP Response Code = 200, OK

Note For a full list of response codes, including those returned in failure scenarios, see section Response Codes.

. mastercard.
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N/A

Purpose Required | How it can Condition | Multiplicity Description Limitations /
by be used Parameters
originalRequestinfo | Returns original request MC This object M 11 Object | Original request information -
information to the initiating contains original received from the initiating
party (TPP). request party
information
++ xRequestld A memorable ID which could TPP This element M 1.1 uuiD Original xRequestld given by the | 36
be used to support in a could be used for client on request
dispute request-
response
tracking
aspsps The list of financial TPP List of ASPSPs. M 1.x Object | Set of elements used to define -
institutions which holds PSU the ASPSPs details
accounts
++id ID of a financial institution TPP Identificationof | O 0.1 String | Specifies the identification code | 1-256
servicing the Accounts of the ASPSP of a financial institution which
PSU holds PSU accounts
++ name Name of a financial TPP Name of ASPSP | O 0.1 String | Specifies the name of a 1-256
institution servicing the financial institution which holds
Accounts of the PSU PSU accounts
++ aspspServices List of ASPSP supported TPP Name of @] 0.1 String | ASPSP provided services 1-256
services provided services AIS - account
information
service,
PIS - payment

initiation service

. mastercard.
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Purpose Required | How it can Condition | Multiplicity Description Limitations /
by be used Parameters
++ profile Depending of ASPSP TPP Name of O 0.1 Enum | The Open Banking APl standard | Enum: ["CMA9",
supported profile different supported profile implemented on the side of the | "PolishAPI",
fields can be available in API ASPSP. ASPSP supported "NextGenPSD?2",
endpoints profiles: ["CMAQ", "PolishAPI", "STET"]
"NextGenPSD?2", "STET"]
++ country Country in which a financial TPP Country code O 0.1 Enum | ASPSP supported country code: | ISO 3166 ALPHA 2
institution resides ["GB", "PL", "AT", "BE", "BG", CHAR
"DE" "DK" "EE" "ES" "FI" "FR".
T UGR THU”, "HR" "NL".
"LV LU", "RO", "SE”, "SI"]
++ capabilities Contains the list of ASPSP TPP List of O 0.1 Object | Set of elements used to define -
capabilities related to an API capabilities the capabilities related to API
profile profile assigned to ASPSP
(Dictionary map)
++++ any<*> Capabilities names and TPP Capability name | O 0.” String | Data map <string, string> for 1-256
availability status details and availability ++ capabilities
status
++ logo Contains ASPSP logo TPP Logo @] 0.1 Object | Set of elements used to define -
information information the logo metadata and image
content (Dictionary map)
++++ fileType File type to store logo images | TPP Type of logo O 0.1 Enum Logo image file format. Enum: [png, jpg.
image file Supports the following image svg]
file formats: jpg, png, svg
++++ binaryContent | Contains ASPSP's logo image | TPP Binary content O 0.1 String | Binary content of the ASPSP 1-*
in binary format of the image logo image file in Baseb4
encoding (deprecated)
++++ logoURL Returns URL link to ASPSP TPP URL to logo @) 0.1 String | The URL link to ASPSP logo 1
logo image file image file image file

For more information on errors received, see the error message structure described in Error Information.

. mastercard.
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8.2 Get Status of Inbound APl and PIS Connectors

The goal of this request is to check the status of Inbound API and PIS Connectors.

Image 31: Payment Information Service - Get Status of Inbound APl and PIS Connectors Diagram

PIS - Get Status of Inbound AP| and Connectors

MA
TPP I COpen Banking Connect

|
|_I :Get API Status and list of Connector states #

1 GET /payments/health !

2 Return status and list of connectors with status | |
i i

TPP MA
Open Banking Connect

Request

GET /payments/health

Request header

N/A

Request body

N/A

. mastercard.
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HTTP Response Code = 200, OK

Note For a full list of response codes, including those returned in failure scenarios, see section Response Codes.

N/A

Purpose Required | How it can Condition Multiplicity Description Limitations /
by be used Parameters
status Returns health status | MC Status of M 1.1 String Inbound API status. Status 1-256
of inbound API inbound API values: {UP, DOWN, DEGRADED}
statusMessage Returns status MC Status Message | O 0.1 String Additional details of the status 1-256
message of inbound of inbound API (e.g. if Down, what is down).
API Currently not populated.
connectors Contains the list of OB | MC List of @] 1.7 Array Array that contains the connector | -
connectors used to connectors of OB Connect and the status of
connect to partners each
and their statuses
++ name Name of connector MC Name of M 1.1 String Connector name 1-256
for partner connection connector
++ status Returns health status | MC Status of M 1.1 String Connector status. Status values: 1-256
of connector connector {UP, DOWN, DEGRADED}
++ statusMessage Returns status MC Status Message | O 0.1 String Additional details of the status 1-256
message of connector of connector (e.g. if Down, what is down).
Currently not populated.
For more information on errors received, see the error message structure described in Error Information.
. mastercard.
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8.3 Get Raw Consent Request

The goal of this request is to retrieve, based on the Consent ID previously obtained, the raw consent data. This flow assumes the PSU has already consented

to this access. For more information, see section Payment Initiation Consent Request.

Image 32: Payment Information Service - Get Raw Consent Diagram

i Account Infarmation,

A Payment Initiatian
PsU PR Cpen Banking Connect Service Providar
TFP User

{ Ontain Domestic Payment Intiation Awhorization |

1 POST fpay d lic-credit-transfers/ yments. flags.Return Raw. Consent),

3 Retun scaRedirect uil | |

4 Return Redirect url, Req Id and rawConsent

'
|
T
i
: 2 Forward the message
'
i
'
'
'
'
'

5 Deliver/Display scaRedirect

6 Open scaRedirect

7 Display Login & Consent Information Page

8 Accapts consant

e 9 Return authorization query string

.
'
'
T
'
'
T
'
'
T
'
'
T
'
'

10 Browssr Redireet’ GET {tppRedirectUi J{aspspld)?{authorization query string)

& Exch PSU authorization for access consent |

I
Red the 5

pay

11 POST fpaymentsidomestic-credt-transters{aspspld, authorizationGuaryString)

12 Exchange PSU authorization for access consent

L 13 Relurn access consent

14 Redeem Payment

15 Paymant status and identfication | |

< 16 Return payment paymentld, transactionStatus, consentld and consentRequestld

17 Use censenRequestld to find user PSU s2ssion

18 Store consentld for PSU

| PP ——
1 Obtain Raw Consent F

[Get Raw Consent]

24 POST /payments/consents/raw(consentld)

25 Gzt Raw Congent

26 Raturn Raw Consant

27 Return rawConsent data encoded BaseG4

FsU TPP A Account Infarmation,
TFP User COpen Banking Connect Payment Initiation

Service Provider

. mastercard.
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APl Endpoint

API Profile

N/A

POST /payments/consents/raw

CMA9Q

Purpose

Require

d by

How it can be
used

Condition

Multiplicity

Description

Limitations /
Parameters

requestinfo Includes MC This element M 1.1 Object Set of elements used to define -
information about encapsulates all the request details
request being request information
processed sent to the API
Service.
++ xRequestld ID of the request, TPP A memorable ID could | M 1.1 uuib Free field that allows for the 36
unique to the call, be used to support in a addition of information that can
as determined by dispute be referenced for future use.
the initiating party
(TPP)
++ consentld ID of consent, ASPSP Consent ID received M 1.1 String Unique identification as assigned | 1-256

unigue to the call,
as determinate by
ASPSP after PSU
authorization

from ASPSP after
consent authorisation

to identify the account access
consent resource.

. mastercard.
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Purpose Require | How it can be Condition | Multiplicity Description Limitations /
d by used Parameters
++ aspspld ID of a financial ASPSP Identification of M 1.1 uuiD Specifies the identification code 36
institution ASPSP of a financial institution which
servicing the holds PSU accounts
Accounts of the
PSU
++ merchant Collect merchant MC Merchant data used O 0.1 Object Set of elements used to define -
data for reporting for reporting or the merchant details
purposes reconciliation purposes
++++id Merchant MC Unique Merchant M 1.1 String Field is available for TPPs to 1-256
identification code identifier per TPP, enable capturing of a merchant
to identify the which could be used ID
merchant for reporting or
reconciliation purposes
++++ Name Merchant name to | MC Name of merchant M 11 String Field is available for TPPs to 1-256
identify the enable capturing of a merchant
merchant name

HTTP Response Code = 200, OK

Note For a full list of response codes, including those returned in failure scenarios, see section Response Codes.

N/A

. mastercard.
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Purpose Required How it can | Condition | Multiplicity Description Limitations /
by be used Parameters
originalRequestinfo Returns original request MC This object M 1.1 Object Original request information | -
information to the contains received from the initiating
initiating party (TPP). original party
request
information
++ xRequestld A memorable ID which TPP This element M 1.1 uuiD Original xRequestld given by | 36
could be used to support could be used the client on request
in a dispute for request-
response
tracking
++ rawConsent Returns raw consent data | TPP Raw consent O 0.1 String Raw consent data received 1-*
from associated ASPSP data could be from ASPSP and encoded
used to Basebs.
extract
additional
information
sent by
ASPSP
For more information on errors received, see the error message structure described in Error Information.
. mastercard.
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8.4 Domestic Payments

8.4.1 Payment Initiation Consent Request

The goal of this request is to initiate the creation of consent for the initiation of a domestic payment.

Image 33: Payment Information Service - Domestic - Payment Initiation Consent Diagram

X

PSU
TPP User

3 Connect

Account Information,
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Service Provider
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L 3 Retum scaRodiocturl o
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A [ : 1
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. mastercard
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APl Endpoint

API Profile

N/A

POST /payments/domestic-credit-transfers/consents

CMA®9, Polish API

Purpose

Required

by

How it can be
used

Condition

Multiplicity

Description

Limitations /
Parameters

where the
transaction flow
shall be redirected
to after a Redirect

to specify the URI
where should be
redirected PSU after
consent authorization

to redirect the PSU
after authorisation
of the consent

requestinfo Includes information | MC This element M 1.1 Object Set of elements -
about request being encapsulates all used to define the
processed request information request details
sent to the API
Service
++ xRequestld ID of the request, TPP A memorable ID could | M 1.1 uuib Free field that 36
unique to the call, as be used to support in allows for the
determined by the adispute addition of
initiating party information that can
(TPP) be referenced for
future use.
++ tppRedirectURI URI of the TPP, ASPSP This element is used M 1.1 String Call back URI where | 1-*

. mastercard.
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Purpose

Required

How it can be
used

Condition

Multiplicity

Description

Limitations /
Parameters

ID of a financial

by

++ aspspld ASPSP Identification of M 1.1 uuiD This elementisused | 36
institution servicing ASPSP to specify the
the Accounts of the identification code
PSU of a financial
institution which
holds PSU accounts
++ merchant Collect merchant MC Merchant data used O 0.1 Object Set of elements -
data for reporting for reporting or used to define the
purposes reconciliation merchant details
purposes
++++id Merchant MC Unique Merchant M 1.1 String Field is available for 1-256
identification code identifier per TPP, TPPs to enable
to identify the which could be used capturing of a
merchant for reporting or merchant ID
reconciliation
purposes
++++ NAMe Merchant name to MC Name of merchant M 1.1 String Field is available for 1-256
identify the TPPs to enable
merchant capturing of a
merchant name
++ flags The list of flags MC This element is used O 0.1 Enum Request information | Enum:
which can set the to specify additional flags which can ['Return.Raw.Conse
additional parameters which influence the nt']
parameters in influence data behaviour or
returned data returned in response returned data
payments The object contains | MC This element M 0.1 Object Set of elements -

the list of fields
used tosenda
payment instruction
to financial
institution

encapsulates all
payment fields

used to define the
payments details

. mastercard.
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Purpose Required | How it can be Condition | Multiplicity | Type Description Limitations /
by used Parameters
++ endToEndldentification | Unique ASPSP The end-to-end M 1.1 String Field is available for 1-18
identification identification can be TPPs to enable end-
assigned by the used for reconciliation to-end identification
initiating party to or to link tasks of the transaction.
unambiguously relating to the
identify the transaction. It can be
transaction. This included in several
identification is messages related to
passed on, the transaction.
unchanged,
throughout the
entire end-to-end
chain.
++ locallnstrument User community ASPSP This element is used M 1.1 Enum User community Enum:
specific instrument to specify a local specific instrument ["UK.FasterPaymen
instrument, local specifies which ts","PL.Elixir"]
clearing option and/or clearing system
further qualify the should be used to
service or service level. process the
payment instruction
++ instructionPriority Indicator of the ASPSP This element is used C 1.1 Enum The way the Enum:
urgency or order of to specify urgency transfer should be ['Normal', 'Urgent']
importance that the mode of the settled
instructing party payment.
would like the Mandatory if
instructed party to locallnstrument =
apply to the PL.Elixir
processing of the
instruction
. mastercard.
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Purpose

Required
by

How it can be
used

Condition

Multiplicity | Type

Description

Limitations /
Parameters

++ debtorAccount Unambiguous ASPSP Specify accountin a C 0.1 Object Set of elements If locallnstrument =
identification of the financial institution used to define the 'UK.FasterPayment
account of the servicing the debtor debtor account s' and debtorAgent
debtor to which a details was specified then
debit entry will be becomes mandatory
made as a result of If locallnstrument =
the transaction 'PL_Elixir' and
debtorAgent was
specified then
becomes mandatory
++++ identification |dentification ASPSP This element is used M 11 String Account 1-256
assigned by an to specify the account identification which
institution to identification number can be used on
. ) If locallnstrument =
identify an account. payload-level to .
. e o UK.FasterPayment
This identification is address specific .
s' and debtorAgent
known by the accounts .
was specified, then
account owner. .
this needs to be a
UK Account number
(8 digits)
++ debtorAgent Unambiguous ASPSP Specify financial C 0.1 Object Set of elements If locallnstrument =
identification of the institution servicing used to define the 'UK.FasterPayment
financial institution an account for the debtor agent details | s'and
of the debtor to debtor debtorAccount was
which a debit entry specified then
will be made as a becomes mandatory
result of the
transaction
e Code allocated toa | ASPSP This element is used M 1.1 String Identification code 1-256

memberldentification

financial institution
by the ISO 9362
Registration
Authority to identify
the financial
institution

to specify the
financial institution
identification code

to identify the
financial institution.

If locallnstrument =
'UK.FasterPayment
s' and
debtorAccount was
specified, then this
needs to be a UK
Sort code (6 digits)

. mastercard.
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Purpose Required | How it can be Condition | Multiplicity | Type Description Limitations /
by used Parameters
++ instructedAmount Amount of money ASPSP This amount has to be | M 1.1 Object Structure aiming to -
to be moved transported embed the amount
between the debtor unchanged through and the currency to
and creditor, before the transaction chain be used
deduction of
charges, expressed
in the currency as
ordered by the
initiating party.
++++ currency A code allocated to | ASPSP The currency of the M 1.1 Enum Specifies the Enum: ["GBP",
acurrency by a amount used in currency of the "PLN"]
Maintenance transaction amount or of the
Agency gnder an account. GBP (mandatory if
international
. e locallnstrument =
identification
UK.FasterPayments
scheme, as
described in the )
latest edition of the PLN (mandatory if
international locallnstrument =
standard IS0 4217 PL.Elixir)
"Codes for the
representation of
currencies and
funds"
++++ amount A number of ASPSP This element is used M 1.1 Decimal Amount of money to | Double, min: 0
monetary units to specify the amount be moved between
specified in an of money to be the debtor and
active currency processed creditor, before
where the unit of deduction of
currency is explicit charges, expressed
and compliant with in the currency as
ISO 4217. ordered by the
initiating party

. mastercard.
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Purpose Required | How it can be Condition | Multiplicity | Type Description Limitations /
by used Parameters
++ creditorAccount Unambiguous ASPSP Specify accountin a M 1.1 Object Set of elements -
identification of the financial institution used to define the
account of the servicing the creditor creditor account
creditor to which a details
credit entry will be
posted as a result of
the payment
transaction.
++++ schemeName Name of the ASPSP This field is used to C 1.1 Enum Account scheme Enum
identification identify the type of name ["UK.AccountNumbe
scheme, in a coded |dentification used to )
form as published in identify an account. “PLAccountNumber
an external list. "
UK. AccountNumber
- if locallnstrument
UK .FasterPayments
PL.AccountNumber
— if locallnstrument
= PL.Elixir
++++ identification Identification ASPSP This element is used M 1.1 String Account 1-256
assigned by an to specify the account identification which
institution to identification number can be used on
identify an account. payload-level to
This identification is address specific
known by the accounts
account owner.
. mastercard.
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Purpose Required | How it can be Condition | Multiplicity | Type Description Limitations /
by used Parameters
++ creditorAgent Unambiguous ASPSP Specify financial C 0.1 Object Set of elements Mandatory for
identification of the institution servicing used to define the 'UK.FasterPayment
financial institution an account for the creditor agent s' and NOT used for
of the creditor to creditor. details 'PL.Elixir'
which a credit entry
will be posted as a
result of the
payment
transaction.
et Name of the ASPSP This field is used to M 1.1 Enum Clearing system Enum:
clearingSystemldentificati identification identify the type of identification "UK.SortCode"
on scheme, in a coded identification used to scheme
form as publ'lshed in identify an agent. Mandatory if
an external list.
locallnstrument =
UK.FasterPayments
e Code dllocatedtoa | ASPSP This element is used M 11 String Identification code 1-256
memberldentification financial institution to specify the to identify the
by the ISO 9362 financial institution financial institution. )
. . . I Mandatory if
Registration identification code localinstrument =
Auth9r|ty ,to identify UK .FasterPayments
the financial
institution
++ creditorName Name by which a ASPSP This element is used M 1.1 String Name of the 1-70
party is known, and to specify creditor Beneficiary/Creditor
which is usually used name
to identify that
party.
++ creditorAddress Information that ASPSP This element is usually | C 1.1 Object Set of elements -
locates and used to identify the used to define the
identifies a specific creditor party creditor address
address, as defined address. details
by postal services.
++++ street Name of a street or | ASPSP This element is used M 1.1 String Street name 1-70
thoroughfare to specify the street
name
. mastercard.
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Purpose Required | How it can be Condition | Multiplicity Description Limitations /
by used Parameters
++++ buildingNumber Number that ASPSP This element is used M 11 String Building number 1-256
identifies the to specify the building
position of a number
building on a street.
++++ City Name of a built-up ASPSP This element is used M 1.1 String City name 1-256
area, with defined to specify the city
boundaries, and a name
local government.
++++ postalCode Identifier consisting | ASPSP This element is used M 1.1 String Postal code 1-256
of a group of letters to specify the post
and/or numbers code
that is added to a
postal address to
assist the sorting of
mail.
++++ countrySubDivision Identifies a ASPSP This element is used O 0.1 String County name 1-256
subdivision of a to specify the county
country such as code
state, region,
county.
++++ country Country in which a ASPSP This element is used M 1.1 String Country name ISO 3166 ALPHA 2
person resides to specify the country CHAR
code
++ Information ASPSP Description of the C 0.1 String If available, the 1-140

remittancelnformationUns
tructured

supplied to enable
the
matching/reconcilia
tion of an entry with
the items that the
payment is intended
to settle, such as
commercial invoices
in an accounts'
receivable system,
in an unstructured
form.

payment

initiating party
should provide this
information in the
unstructured
remittance form

Mandatory if
locallnstrument =
PL.Elixir

. mastercard.
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Purpose Required | How it can be Condition | Multiplicity | Type Description Limitations /
by used Parameters
++ Date at which the ASPSP This is the date on C 0.1 [SODate Date when the |SODate,
requestedExecutionDate initiating party which the debtor's transfer is to be YYYY-MM-DD
requests the account is to be executed (It is used
clearing agent to debited. for Future Dated
process the payments) The
payment. requestedExecution
Date field and
schedule object are
both optional and
mutually exclusive
fields
++ Reference ASPSP If available, the O 0.1 String Reference 1-18
remittancelnformationRef | information initiating party should information, as
erence provided by the provide this reference assigned by the
creditor to allow the in the structured creditor, to
identification of the remittance unambiguously refer
underlying information, to enable to the payment
documents reconciliation by the transaction.
creditor upon receipt
of the amount of
money.
++ instructionldentification | Unique ASPSP The instruction @) 0.1 String Unique identification | 1-256
identification as identification is a shared between the
assigned by an point to point PISP and the ASPSP
instructing party for reference that can be
an instructed party used between the
to unambiguously instructing party and
identify the the instructed party
instruction. to refer to the
individual instruction.
It can be included in
several messages
related to the
instruction.
. mastercard.
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Purpose

Required

How it can be
used

Condition

Multiplicity

Description

Limitations /
Parameters

by

++ schedule Schedule object is ASPSP Can be used to C 0.1 Object Set of elements The schedule object
used for standing initiate a domestic used to define the and
orders. standing orders schedule details requestedExecution
payment instruction Date field are both
optional and
mutually exclusive
fields
++++ startDate The first date of ASPSP This element is used M 1.1 ISODate Payment first ISODate,
execution for a to specify the first execution date YYYY-MM-DD
standing order. payment date
++++ frequency Frequency rule for ASPSP This element is used M 1.1 Enum Payment frequency Enum:
standing orders. to specify the -determines how « DAIL - daily
frequency of a oftena recgrring « WEEK - weekly
payment payment will be
made. e« MNTH - monthly
« QUTR - quarterly
o SEMI - semi-
annually
o YEAR -vyearly
++++ endDate The last applicable ASPSP This element is used O 0.1 ISODate Payment last ISODate,
day of execution for to specify payment execution date YYYY-MM-DD
a given standing last execution date
order. If not given,
the standing order
is considered as
endless, until
cancelled by PSU.
risk The object contains | ASPSP It is used to specify @) 0.1 Object Set of elements The object is specific

the list of fields
used to send risk
information to
financial institution

additional details for
risk scoring for
Payments

used to define the
risk scoring details

for CMAQ9 profile

. mastercard.

HIGHLY CONFIDENTIAL INTELLECTUAL PROPERTY

PAGE 156




Purpose Required | How it can be Condition | Multiplicity | Type Description Limitations /
by used Parameters
++ paymentContextCode Information that ASPSP Specifies the O 0.1 Enum Payment context Enum:
specify payment payment context code
context for a [BillPayment,
payment
EcommerceGoods,
EcommerceServices,
Other,
PersonToPerson]
++ Category code ASPSP Unique merchant O 0.1 String Field is available to 3-4
merchantCategoryCode conform to ISO category code enable capturing of
18245, related to a merchant
the type of services category code
or goods the
merchant provides
for the transaction
++ The unique ASPSP Unique merchant O 0.1 String Field is available to 1-70
merchantCustomerldentifi | customer identifier identifier per TPP enable capturing of
cation of the PSU with the amerchant id
merchant.
++ deliveryAddress Information that ASPSP This element is usually | O 0.1 Object Set of elements -
locates and used to identify the used to define the
identifies delivery delivery address. delivery address
address. details
++++ addressLine Information that ASPSP This element is used 0 0.1 String Address line 1-70
locates and to specify the specific
identifies a specific postal address
address, as defined
by postal services,
that is presented in
free format text.
++++ street Name of a street or | ASPSP This element is used O 0.1 String Street name 1-70
thoroughfare to specify the street
name
. mastercard.
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Purpose Required | How it can be Condition | Multiplicity Description Limitations /
by used Parameters
++++buildingNumber Number that ASPSP This element is used O 0.1 String Building Number 1-16
identifies the to specify the building
position of a number
building on a street.
++++ postalCode This elementis used | ASPSP This element is used O 0.1 String Postal code 1-16
to specify the post to specify the post
code code
++++ City Name of a built-up ASPSP This element is used M 1.1 String City name 1-35
areaq, with defined to specify the city
boundaries, and a name
local government.
++++ countrySubDivision Identifies a ASPSP This element is used O 0.2 String County name 1-35
subdivision of a to specify the county
country such as code
state, region,
county.
++++ country Country in which a ASPSP This element is used M 1.1 String Country name ISO 3166 ALPHA 2

person resides

to specify the country
code

CHAR

HTTP Response Code = 200, OK

Note For a full list of response codes, including those returned in failure scenarios, see section Response Codes.

N/A

. mastercard.
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Purpose Required How it can Condition | Multiplicity Description Limitations /
by be used Parameters
originalRequestinfo Returns original MC This object M 1.1 object Original request information -
request contains original received from the initiating
information to the request party
initiating party information
(TPP).
++ xRequestld A memorable ID TPP This element M 1.1 uuiD Original xRequestld given by 36
which could be could be used the client on request
used to support in for request-
a dispute response
tracking
aspspSCAApproach Type of links MC This element is O 0.1 Enum Strong Customer Enum:
admitted in this used to specify Authentication (SCA) ["REDIRECT"]
response the SCA link Approach
types
consentRequestld Unique TPP This element O 0.1 String Request consent 1-256
identification as could be used identification
assigned by the for consent
TPP to uniquely request-
identify the response
consent request. tracking
_links The list of link MC The actual (@] 0.1 object Set of elements used to -

types admitted in
response, (further
links might be
added for ASPSP
defined
extensions)

hyperlinks used
in the response
depend on the
dynamical
decisions of the
ASPSP when
processing the
request.

define the links details

. mastercard.
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Purpose

Required
24

How it can
be used

Condition

Multiplicity

Description

Limitations /
Parameters

consent data from
associated ASPSP

data could be
used to extract
additional
information sent
by ASPSP

from ASPSP and encoded
Baseb4.

++ scaRedirect In case of an SCA TPP This element is M 1.1 URL The URL where to redirect -
Redirect Approach, used to specify the PSU for authentication
the ASPSP is the URL where and authorization of the
transmitting the the PSU should consent
link to which to be redirected for
redirect the PSU consent
browser authorization
additionalData Specifies TPP This element is C 0.1 Object Set of elements used to -
additional used to specify define the additional data
parameters in additional details
returned data parameters
returnedin
response
++ rawConsent Returns raw TPP Raw consent M 1.1 String Raw consent data received 1-*

Returned only if
requestinfo.flags
contained
'Return.Raw.Consent
value

For more information on errors received, see the error message structure described in Error Information.

After the response is received by a TPP, it will have to redirect the PSU to the URI received in 'scaRedirect’ to complete the authentication with the ASPSP

and authorisation of the consent.

After completing this process, the TPP will obtain an access token on the URI address specified in the ‘tppRedirectURI field in the request. Depending of the

ASPSP profile, the TPP can also get additional parameters along with access token. The following table shows the list of parameters which a TPP may get

from an ASPSP.

. mastercard.
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Name Type API Profile Description

code String All Profiles Authorization string

state String All Profiles State data

Note The parameters sent from ASPSP to TPP are Base64 encoded.

The OBIE, in alignment with the security community, recommends the use of the Hybrid flow. The platform today enforces this by setting the initial
response type is set to "code id_token" in the authorization request to the ASPSP's Authorization Server. The Authorization server is required to return both
the access code and id_token in this case, but the manner in which it does this is left to the discretion of the Authorization Server. This could be in either
form

e TPP_REDIRECT_URL?AIl_Params
e TPP_REDIRECT_URL#AIl_Params

The current best practice is to return these values as a hash fragment. This allows the User Agent to receive the values and skip redirection (performance
enhancement), and not send the access code via a query string parameter where it will be logged by proxies, firewalls, application servers, and other services
in the application path. Having the access code logged in plain text would weaken its value. For this reason, it is suggested the application parse the access
code from the hash fragment and POST it to the Client Service (TPP service) in an AJAX request, where the value may be safely ensconced within the POST
body.

. mastercard.
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8.4.2 Payment Credit Transfer Initiation Request

The goal of this request is to initiate a Domestic payment on the ASPSP side using a consent that is authorised by the PSU. This flow assumes the PSU has
already consented to this access and the ASPSP system stores this record of consent or Consent ID. For more information, see section Payment Initiation

Consent Request.

Image 34: Payment Information Service - Domestic - Payment Credit Transfer Initiation Diagram

i Account Informatian,

MA Payment Inltiatian

Psu PP Open Banking Cannect Service Provider
TPP User v v

{ Obtain Domestic Payment nitiation

1pOST ic.credi  flags:Retum Raw Consent) |

2 Forward the massage

>
|3 Retum scaReditacturl | oo D

Le.4 Retun scaRedirect url, consentRequestid and rawConsent

| _ 5 DeliveriDisplay scaRedirect

6 Open scaRedirect

7 Display Login & Censent Infarmation Page

8 Accepts consent

9 Retum authorization query siring
.« ety ner s B

10 Browser Redirect. GET {tppRedicectUr{aspspld}?{authorization query string} _ |

:l;ludm!m the payment & Exchange PSU authorization for access consent |-
11PosT dit-transfars(aspspld, yStiing) ' !
12 Exchange PSU autherizalion for access consent, '
13 Retum access consent
14 Redeam Payment
15 Payment status and idsntification | |
16 Ratum payment consentld and :
17 Use consentRequestld to find user PSU session
|| 18 Store cansente for PSU
Get Domestic Payment Status ’L
3 19 Requast payment status
20 POST
21 Get Payment Status
| 22 Retun Paymant Status LJ
L & 23 Return wansactionStatus, statusReasonCode
u[‘l . [Get Raw Consent]
| 24 POST Jpay
25 Get Raw Cansent H
; 26 Retum Raw Consent L|
| 21 Retun rawConsent data encoded Basebd .

Service Provider

T:jﬁ PR MA Account Information
%‘E' Open Banking Cannect Payment Inftiatian

. mastercard
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APl Endpoint

API Profile

N/A

POST /payments/domestic-credit-transfers

CMA®9, Polish API

Purpose

Required
by

How it can
be used

Condition

Multiplicity ‘

Description

Limitations /
Parameters

requestinfo Includes information about MC This element M 1.1 Object Set of elements used -
request being processed encapsulates all to define the request
request details
information sent
to the API
Service.
++ XxRequestld ID of the request, unique to TPP A memorableID | M 1.1 uuiD Free field that allows 36
the call, as determined by the could be used to for the addition of
initiating party (TPP) supportina information that can
dispute be referenced for
future use.
++ aspspld ID of a financial institution ASPSP Identification of | M 1.1 uuibD Specifies the 36
servicing the Accounts of the ASPSP identification code of
PSU a financial institution
which holds PSU
accounts
( mastercard.
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Purpose Required How it can Condition | Multiplicity Description Limitations /

by be used Parameters
++ merchant Collect merchant data for MC Merchant data O 0.1 Object Set of elements used -
reporting purposes used for to define the
reporting or merchant details
reconciliation
purposes
++++id Merchant identification code | MC Unique M 1.1 String Field is available for 1-256
to identify the merchant Merchant TPPs to enable
identifier per capturing of a
TPP, which could merchant ID
be used for

reporting or
reconciliation

purposes
++++ Name Merchant name to identify MC Name of M 1.1 String Field is available for 1-256
the merchant merchant TPPs to enable
capturing of a
merchant name
++ authorization Authorization data received MC Authorization M 1.1 String The authorization 1-*
from associated ASPSP datais used to data received after
exchange it for PSU has authorized
access consent the consent

HTTP Response Code = 200, OK

Note For a full list of response codes, including those returned in failure scenarios, see section Response Codes.

N/A

. mastercard.

HIGHLY CONFIDENTIAL INTELLECTUAL PROPERTY PAGE 164



Purpose

Required

by

How it can be
used

Condition

Multiplicity

Description

Limitations /
Parameters

originalRequestinfo Returns original MC This object contains | M 1.1 object Original request -
request information original request information received from
to the initiating party information the initiating party
(TPP).
++ xRequestld A memorable ID TPP This element could M 1.1 uuiD Original xRequestld given 36
which could be used be used for request- by the client on request
to supportina response tracking
dispute
transfer Specifies transfer TPP This element M 1.1 Object Set of elements used to -
information in encapsulates all reference a payment
returned data transfer instruction
information
++ paymentld Unique identification | TPP This value shouldbe | M 1.1 String Payment identification 1-256
as assigned by the used to make
ASPSP to uniquely subsequent
identify the payment payment specific
resource. requests
++ transactionStatus Specifies the status TPP Transaction Status | M 1.1 Enum Status of the payment Enum:
of the payment of the payment . ACSC
information group resource . ACSP
« PDNG
« RCVD
« RJCT
« CANC
. mastercard.
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Purpose

Required

How it can be
used

Condition

Multiplicity

Description

Limitations /
Parameters

by

++ statusReasonCode Provides detailed TPP Can only be used in O 0.1 String Status Reason Code is The codes for
information on the case the status is used to add more statusReasonCode
status reason. equal to "RJCT" information when a are defined in
generic status code is 1SO20022 -
returned by transaction "ExternalStatusRea
Status field. sonlCode". The
following codes
could be returned
when RJCT status is
raised:
o AMO4
« CURR
. AMI12
o DS24
« DS02
« AGO8
consent Specifies consent TPP This element O 0.1 Object Set of elements used to -
information in encapsulates all define the consent details
returned data consent information
++ consentld ID of consent, unique | TPP Unique (@] 0.1 String Access token (consent Id) 1-256
to the call, as identification as received from ASPSP
determinate by assigned to identify after consent
ASPSP after PSU the account access authorisation
authorization consent resource.
++ consentRequestld Unique identification | TPP This element could 0 0.1 String Request consent 1-256
as assigned by the be used for consent identification
TPP to uniquely request- response
identify the consent tracking
request.
. mastercard.
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Purpose

Required
24

How it can be
used

Condition

Multiplicity

Description

Limitations /
Parameters

++ signatureStatus

When TPP sends a
request to a CMA9
API| standard ASPSP,
then MCOB will
validate the
signature in the
authorization code. If
the signature will
pass validation, then
the request will
continue to
Connectivity Partner
and the response will
include the
successful status of
signature validation,
otherwise the
request will be

failed and TPP will
receive back
notification of failed
signature validation

TPP

This element could
be used to check
TPP signature
validation status

0.1

Enum

Status of validation of
ASPSP's signature
present in authorization
code that TPP included in
the request for credit
transfer

Enum:

"VALID",
"UNKNOWN",
"UNSIGNED",
"NONCOMPLIANT"

For more information on errors received, see the error message structure described in Error Information.

. mastercard.
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8.4.3 Get Payment Status Request

The goal of this request is to retrieve from the ASPSP, based on the Consent ID previously obtained, the payment status for the specified Payment ID. This
flow assumes the PSU has already consented to this access and the ASPSP system stores this record of consent or Consent ID. For more information, see

section Payment Initiation Consent Request.

Image 35: Payment Information Service - Domestic - Get Payment Status Diagram

E Account Information,

A Payment nitiation

PSU PP Open Banking Cannect Service Provider
TPP User : !

{ Obtain Domestic Payment Initiation

1 POST /payments/domestic-credit-transfers/consents(payments. flags: Retum Raw Consent) |

2 Forward the message

>
3 Retum scaRediract url n
L

4 Return scaRedirect url. consentRequestld and rawConsent

| _ 5 DaliveriDisplay

6 Open scaRedirect

7 Display Login & Censent Infarmation Page

8 Accepts consent

9 Ratum query string

10 Browser Rediract: GET i ization query string} _ .
[1

| Redeem the payment & Exchange PSU authorization for access consent

L
IF

11 POST it i yStiing

12 Exchange PSU authorization for access consent_ |

13 Retum accass consent |

14 Redem Paymant

15 Payment status and identification | |

L. 18 Retum paymant paymentld, transactionStatus, consentld and consentRequestid

17 Use consentRequestld to find user PSU session

18 Store cansentld for PSU

——
Get Domestic Payment Status
—eerv—+——

| 19 Requast payment stalus

20 POST Jpayments/domestic-credit-transfersfpayment-status(consentid, paymentid)

21 Get Payment Status

23 Ratum de

bt Raw Comant E
Obtain Raw Consent

—_

[[opt 7 [GetRaw Consent]

| 24 POST /payments/consents/rawiconsentld)

25 Get Raw Consent

26 Retum Raw Consent | |

| 27 Retum rawConsent data encoded Base6d

J

T:PSE PP A Account Information,
%’Er Open Banking Cannect Payment Infiation

Service Provider

. mastercard
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APl Endpoint

API Profile

N/A

POST /payments/domestic-credit-transfers/payment-status

CMA®9, Polish API

Purpose

Required

How it can
be used

Conditio
n

Multiplicity

Description

Limitations /
Parameters

by

requestinfo Includes information about MC This element M 1.1 Object Set of elements used to -
request being processed encapsulates define the request details
all request
information
sent to the API
Service.
++ XxRequestld ID of the request, unique to TPP A memorable M 1.1 UuiD Free field that allows for 36
the call, as determined by the ID could be the addition of
initiating party (TPP) used to support information that can be
in a dispute referenced for future use.
++ consentld ID of consent, unique to the ASPSP Unique M 1.1 String Consent ID received from | 1-256
call, as determinate by ASPSP identification ASPSP after consent
after PSU authorization as assigned to authorisation
identify the
account access
consent
resource.
. mastercard.
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Purpose Required How it can Conditio | Multiplicity Description Limitations /
by be used n Parameters
++ aspspld ID of a financial institution ASPSP Identification M 1.1 uuiD Specifies the 36
servicing the Accounts of the of ASPSP identification code of a
PSU financial institution which
holds PSU accounts
++ merchant Collect merchant data for MC Merchantdata | O 0.1 Object Set of elements used to -
reporting purposes used for define the merchant
reporting or details
reconciliation
purposes
++++id Merchant identification code MC Unique M 1.1 String Field is available for TPPs | 1-256
to identify the merchant Merchant to enable capturing of a
identifier per merchant ID
TPP, which
could be used
for reporting or
reconciliation
purposes
++++ Name Merchant name to identify the | MC Name of M 1.1 String Field is available for TPPs | 1-256
merchant merchant to enable capturing of a
merchant name
paymentld Unique identification as TPP This value is M 1.1 String Payment identification 1-256
assigned by the ASPSP to used to make
uniquely identify the payment subsequent
resource. payment
specific
requests
HTTP Response Code = 200, OK
Note For a full list of response codes, including those returned in failure scenarios, see section Response Codes.
. mastercard.
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N/A

Purpose Required | How it can Condition | Multiplicity Description Limitations /
by be used Parameters
originalRequestinfo Returns original MC This object M 11 Object Original request information -
request information to contains received from the initiating
the initiating party original request party
(TPP). information
++ xRequestld A memorable ID which | TPP This element M 1.1 uuib Original xRequestld given by 36
could be used to could be used the client on request
support in a dispute for request-
response
tracking
payments Specifies payments TPP This element M 1.1 Object Set of elements used to -
information in encapsulates reference a payment
returned data all payments instruction
information
++ transactionStatus Specifies the status of | TPP Transaction M 11 String Transaction status One of the
the payment Status of the following ISO
information group payment 20022 statuses:
resource « ACSC
« ACSP
« PDNG
« RCVD
« RJCT
« CANC
. mastercard.
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Purpose

Required
by

How it can Condition

be used

Multiplicity | Type

Description

Limitations /
Parameters

++ statusReasonCode

Provides detailed
information on the
status reason.

TPP

Can only be O
used in case
the status is
equal to
"RJCT"

0.1

String

Status Reason Code is used
to add more information
when a generic status code is
returned by transaction
Status field.

The codes for
statusReasonCod
e are defined in
1SO20022 -
"ExternalStatusR
easonlCode".
The following
codes could be
returned when
RJCT status is
raised:

« AMO4
« CURR
« AM12
« DS24
« DS02
« AGO8

For more information on errors received, see the error message structure described in Error Information.

. mastercard.
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85 SEPA Payments

8.5.1 Payment Initiation Consent Request

The goal of this request is to create a payment initiation consent request that is authorised by the PSU.

Note SEPA payments are NOT supported by the CMA9 standard.

Image 36: Payment Information Service - SEPA - Payment Initiation Consent Diagram

1

PsU TRR
PP User

Account Information,
MA Payment initiation
Open Banking Cannect Sevice Frovider

{ obtain SEPA Paym.

1POST t/sepa-crodit

flags:Return.Raw. Consent)

4 Retum scaRedireet url, consentRequestid and rawConsent

2 Forward the message

3 Retum scaRedinect ul | |

| D

6 0p

7 Display Login & Censent Information Paga

8 Accepts consent

9 Retum quary string

0 Browssr Radiract. GET i query string} _ |
11

{ Redeem the payment & Exchange PSU

11 POST

16 Ratum paymant paymentid,

12 Exchangs PSU for accass conssnt_ |

| 13 Ratum access consert

14 Radasm Payment

15 Payment status and idsntifcation | |

consentld and

17 Use consentRequestld to find user PSU sassion

18 Store consentld for PSU
P ]

[ ol SEPA Pavment States L

Get SEPA Payment Status |-

| 19 Request paymant status

20 POST dit

paymentld)

23 Ratunn WransactionStatus, statusReasonCode

[ obtain Raw Consent L
Obtain Raw Consent

21 Gat Paymant Status

22 Return Paymen! Status | |

—_—

apt ) [Get Raw Consent]

| 24 POST fpayments/consents/raw(ccnsentld)

| 21 Retuin rawConsent data encoded Basetd

25 Gat Raw Consant
26 Retun Raw Consent | |

Pl
TPP User b

. mastercard

MA Account information,
Open Banking Connect Payment Initiatian

Senvice Provider
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API Endpoint

API Profile

N/A

POST /payments/sepa-credit-transfers/consents

Polish API, NextGenPSD?2, STET

Purpose

Require

How it can
be used

Condition

‘ Multiplicity

Type ‘

Description

Limitations /
Parameters

d by

requestinfo Includes information MC This element M 1.1 Object Set of elementsusedto | -
about request being encapsulates define the request
processed all request details
information
sent to the API
Service
++ xRequestld ID of the request, unique TPP A memorable M 1.1 uuib Free field that allows for | 36

to the call, as determined
by the initiating party
(TPP)

ID could be
used to support
in a dispute

the addition of
information that can be
referenced for future
use.

mastercard.
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Purpose

Require

How it can
be used

Condition

Multiplicity

Description

Limitations /
Parameters

d by

++ tppRedirectURI URI of the TPP, where the | ASPSP This elementis | M 1.1 String Call back URI where to =X
transaction flow shall be used to specify redirect the PSU after
redirected to after a the URI where authorisation of the
Redirect should be consent
redirected PSU
after consent
authorization
++ aspspld ID of a financial ASPSP Identification M 1.1 uuID This element is used to 36
institution servicing the of ASPSP specify the identification
Accounts of the PSU code of a financial
institution which holds
PSU accounts
++ merchant Collect merchant data for | MC Merchantdata | O 0.1 Object Set of elementsusedto | -
reporting purposes used for define the merchant
reporting or details
reconciliation
purposes
++++id Merchant identification MC Unique M 1.1 String Field is available for 1-256
code to identify the Merchant TPPs to enable
merchant identifier per capturing of a merchant
TPP, which ID
could be used
for reporting or
reconciliation
purposes
++++ NAMe Merchant name to MC Name of M 1.1 String Field is available for 1-256
identify the merchant merchant TPPs to enable
capturing of a merchant
name
++ flags The list of flags which can | MC This elementis | O 0.1 Enum Request information Enum:

set the additional
parameters in returned
data

used to specify
additional
parameters
which influence
data returned
in response

flags which can
influence the behaviour
or returned data

['Return.Raw.Consent']

. mastercard.
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Purpose Require | How it can Condition | Multiplicity | Type Description Limitations /
d by be used Parameters
payments The object contains the MC This element M 1.1 Object Set of elementsusedto | -
list of fields used to send encapsulates define the payments
a payment instruction to all payment details
financial institution fields
++ Unique identification ASPSP The end-to-end | M 1.1 String Field is available for 1-18
endToEndldentification assigned by the initiating identification TPPs to enable end-to-
party to unambiguously can be used for end identification of the
identify the transaction. reconciliation transaction.
This identification is or to link tasks
passed on, unchanged, relating to the
throughout the entire transaction. It
end-to-end chain. can be included
in several
messages
related to the
transaction.
++ |ocallnstrument User community specific ASPSP This elementis | M 1.1 Enum User community specific | Enum: ["SEPA"]
instrument used to specify instrument specifies
alocal which clearing system
instrument, should be used to
local clearing process the payment
option and/or instruction
further qualify
the service or
service level.
++ instructionPriority Indicator of the urgency ASPSP This elementis | M 1.1 Enum The way the transfer Enum:

or order of importance
that the instructing party
would like the instructed
party to apply to the
processing of the
instruction

used to specify
urgency mode
of the
payment.

should be settled

['Normal’, 'Urgent']

. mastercard.
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Purpose Require | How it can Condition | Multiplicity Description Limitations /
d by be used Parameters
++ categoryPurpose Specifies the high-level ASPSP This is used by O 0.1 Enum Category purpose Enum:
purpose of the instruction the initiating ['CASH', 'CORT',
based on a set of pre- party to 'DVPM', 'INTC', 'TREA']
defined categories provide
information
concerning the
processing of
the payment
++ debtorAccount Unambiguous ASPSP Specify O 0.1 Object Set of elementsusedto | -
identification of the account ina define the debtor
account of the debtor to financial account details
which a debit entry will be institution
made as a result of the servicing the
transaction debtor
++++ iban International Bank ASPSP This elementis | M 1.1 String |dentification of the Only IBAN code is
Account Number (IBAN) - used to specify debtor account. allowed.
identification used account
internationally by financial identification
institutions to uniquely number
identify the account of a
customer
++ debtorAgent Unambiguous ASPSP Specify @) 0.1 Object Set of elementsusedto | -
identification of the financial define the debtor agent
financial institution of the institution details
debtor to which a debit servicing an
entry will be made as a account for the
result of the transaction debtor
++++ bicfi When transferring money | ASPSP The bank M 1.1 String Identification of the 1-256
across international lines SWIFT/BIC debtor bank
nearly always needs to code is used to (BIC/SWIFT code).
use a SWIFT/BIC code, identify a

since it's the way banks
and money transfer
services identify where to
send money on a global
scale.

specific bank in
an
international
transaction

. mastercard.

HIGHLY CONFIDENTIAL INTELLECTUAL PROPERTY

PAGE 177




Purpose Require | How it can Multiplicity Description Limitations /
d by be used Parameters
++ debtorName Name by which a partyis | ASPSP This element is 1.1 String Debtor name 1-256
known, and which is used to specify
usually used to identify debtor name
that party.
++ debtorAddress Information that locates ASPSP This element is 0.1 Object Set of elementsusedto | -
and identifies a specific usually used to define the debtor
address, as defined by identify the address details
postal services. creditor party
address.
++++ street Name of a street or ASPSP This element is 0.1 String Street name 1-70
thoroughfare used to specify
the street
name
++++ buildingNumber Number that identifies ASPSP This element is 0.1 String Building number 1-256
the position of a building used to specify
on a street. the building
number
++++ City Name of a built-up area, ASPSP This element is 0.1 String City name 1-256
with defined boundaries, used to specify
and a local government. the city name
++++ postalCode Identifier consisting of a ASPSP This element is 0.1 String Postal code 1-256
group of letters and/or used to specify
numbers that is added to the post code
a postal address to assist
the sorting of mail.
++++ countrySubDivision | Identifies a subdivision of | ASPSP This element is 0.1 String Country sub-division 1-256
a country such as state, used to specify
region, county. the county
code
++++ country Country in which a person | ASPSP This element is 1.1 String Country name ISO 3166 ALPHA 2
resides used to specify CHAR

the country
code

. mastercard.
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Purpose Require | How it can Condition | Multiplicity | Type Description Limitations /
d by be used Parameters
++ instructedAmount Amount of money to be ASPSP This amount M 1.1 Object Structure aiming to -
moved between the has to be embed the amount and
debtor and creditor, transported the currency to be used
before deduction of unchanged
charges, expressed in the through the
currency as ordered by transaction
the initiating party. chain
++++ currency A code allocated to a ASPSP The currency of | M 1.1 Enum Specifies the currency of | Enum: ["EUR"]
currency by a the amount the amount or of the
Momteno.nce Agehcy usedin . account. Only EUR is allowed
under an international transaction
identification scheme, as
described in the latest
edition of the
international standard
ISO 4217 "Codes for the
representation of
currencies and funds"
++++ amount A number of monetary ASPSP This elementis | M 1.1 Decimal | Amount of money to be | Double, min: O
units specified in an active used to specify moved between the
currency where the unit of the amount of debtor and creditor,
currency is explicit and money to be before deduction of
compliant with ISO 4217. processed charges, expressed in
the currency as ordered
by the initiating party
++ creditorAccount Unambiguous ASPSP Specify M 1.1 Object Set of elementsusedto | -
identification of the account ina define the creditor
account of the creditor to financial account details
which a credit entry will institution
be made as a result of the servicing the
transaction creditor

. mastercard.
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Purpose

Require
d by

How it can
be used

Condition

Multiplicity

Description

Limitations /
Parameters

++++ iban International Bank ASPSP This elementis | M 1.1 String Identification of the Only IBAN is allowed.
Account Number (IBAN) - used to specify creditor account.
identification used account
internationally by financial identification
institutions to uniquely number
identify the account of a
customer
++ creditorAgent Unambiguous ASPSP Specify M 1.1 Object Set of elementsusedto | -
identification of the financial define the creditor
financial institution of the institution agent details
creditor to which a debit servicing an
entry will be made as a account for the
result of the transaction debtor
++++ bicfi When transferring money | ASPSP The bank M 1.1 String Identification of the 1-256
across international lines SWIFT/BIC creditor bank
nearly always needs to code is used to (BIC/SWIFT code).
use a SWIFT/BIC code, identify a
since it's the way banks specific bank in
and money transfer an
services identify where to international
send money on a global transaction
scale.
++ creditorName Name by which a party is | ASPSP This elementis | M 1.1 String Creditor name 1-70
known, and which is used to specify
usually used to identify debtor name
that party.
++ creditorAddress Information that locates ASPSP This elementis | M 1.1 object Set of elementsusedto | -
and identifies a specific usually used to define the creditor
address, as defined by identify the address details
postal services. creditor party
address.
++++ street Name of a street or ASPSP This elementis | O 0.1 String Street name 1-70

thoroughfare

used to specify
the street
name

. mastercard.
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Purpose Require | How it can Condition | Multiplicity Description Limitations /
d by be used Parameters
++++ buildingNumber Number that identifies ASPSP This elementis | O 0.1 String Building number 1-256
the position of a building used to specify
on a street. the building
number
++++ City Name of a built-up area, ASPSP This elementis | O 0.1 String City name 1-256
with defined boundaries, used to specify
and a local government. the city name
++++ postalCode |dentifier consisting of a ASPSP This elementis | O 0.1 String Postal code 1-256
group of letters and/or used to specify
numbers that is added to the post code
a postal address to assist
the sorting of mail.
++++ countrySubDivision | Identifies a subdivision of | ASPSP This elementis | O 0.1 String Country sub-division 1-256
a country such as state, used to specify
region, county. the county
code
++++ country Country in which a person | ASPSP This elementis | M 1.1 String Country name ISO 3166 ALPHA 2
resides used to specify CHAR
the country
code
++ Information supplied to ASPSP Additional C 0.1 String If available, the initiating | 1-140
remittancelnformationU | enable the information party should provide this
nstructured matching/reconciliation regarding information in the

of an entry with the items
that the payment is
intended to settle, such as
commercial invoices in an
accounts' receivable
system, inan
unstructured form.

credit transfer

unstructured remittance
form

. mastercard.
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Purpose Require | How it can Condition | Multiplicity | Type Description Limitations /
d by be used Parameters
++ Information supplied to ASPSP Additional O 0.1 String If available, the initiating | 1-256
remittancelnformationS | enable the information party should provide this
tructured matching/reconciliation regarding information in the
of an entry with the items credit transfer structured remittance
that the payment is form
intended to settle
++ Date at which the ASPSP Thisisthedate | C 0.1 |SODate | Date when the transfer ISODate,
requestedExecutionDate | initiating party requests on which the is to be executed (It is YYYY-MM-DD
the clearing agent to debtor's used for Future Dated
process the payment. account is to be payments)
debited. The
requestedExecutionDat
e field and schedule
object are both optional
and mutually exclusive
fields
++ Reference information ASPSP If available, the | O 0.1 String Reference information, 1-256
remittancelnformationR | provided by the creditor initiating party as assigned by the
eference to allow the identification should provide creditor, to
of the underlying this reference unambiguously refer to
documents in the the payment
structured transaction.
remittance
information, to
enable
reconciliation
by the creditor
upon receipt of
the amount of
money.
++ schedule Schedule object is used ASPSP Canbeusedto | C 0.1 Object Set of elementsused to | The schedule object and
for standing orders. initiate a define the schedule requestedExecutionDat
domestic details e field are both optional
standing orders and mutually exclusive
payment fields
instruction

. mastercard.
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Purpose Require | How it can Condition | Multiplicity | Type Description Limitations /
d by be used Parameters
++++ startDate The first date of ASPSP This element is M 1.1 ISODate | Payment first execution | ISODate,
execution for a standing used to specify date YYYY-MM-DD
order. the first
payment date
++++ frequency Frequency rule for ASPSP This elementis | M 1.1 Enum Payment frequency - Enum:
standing orders. used to specify determines how oftena | , paIL - daily
the frequency recurring payment will . WEEK - weekly
of a payment be made.
e MNTH - monthly
« QUTR - quarterly
e SEMI - semi-annually
e YEAR -vyearly
++++ endDate The last applicable day of | ASPSP This elementis | O 0.1 ISODate | Payment last execution ISODate,
execution for a given used to specify date YYYY-MM-DD
standing order. If not payment last
given, the standing order execution date
is considered as endless,
until cancelled by PSU.

HTTP Response Code = 200, OK

Note For a full list of response codes, including those returned in failure scenarios, see section Response Codes.

N/A

. mastercard.
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Purpose

Required

by

How it can be used

Condition

Multiplicity

Description

Limitations /
Parameters

originalRequestinfo Returns original MC This object contains M 1.1 object Original request -
request information original request information received
to the initiating party information from the initiating party
(TPP).
++ xRequestld A memorable ID TPP This element could be used | M 1.1 uuiD Original xRequestld 36
which could be used for request-response given by the client on
to supportina tracking request
dispute
aspspSCAApproach Type of links MC This element is used to O 0.1 Enum Strong Customer Enum:
admitted in this specify the SCA link types Authentication (SCA) ["REDIRECT"]
response Approach
consentRequestld Unique identification | TPP This element could be used | O 0.1 String ID of the consent 1-256
as assigned by the for consent request- request
TPP to uniquely response tracking
identify the consent
request.
_links The list of link types MC The actual hyperlinks used | O 0.1 object Set of elementsusedto | -
admitted in in the response depend on define the links details
response, (further the dynamical decisions of
links might be added the ASPSP when
for ASPSP defined processing the request.
extensions)
++ scaRedirect In case of an SCA TPP This element is used to M 11 URL The URL where to 1-*
Redirect Approach, specify the URL where the redirect the PSU for
the ASPSP is PSU should be redirected authentication and
transmitting the link for consent authorization authorization of the
to which to redirect consent
the PSU browser
additionalData Specifies additional TPP This element is used to C 0.1 Object Set of elementsusedto | -
parameters in specify additional define the additional
returned data parameters returned in data details
response
. mastercard.
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Purpose Required | How it can be used Condition | Multiplicity | Type Description Limitations /

)% Parameters
++ rawConsent Returns raw consent | TPP Raw consent data could M 1.1 String Raw consent data 1-*
data from associated be used to extract received from ASPSP Returned only if
ASPSP additional information and encoded Baseb4. requestinfo.flags
sent by ASPSP contained

‘Return.Raw.Consen
t' value

For more information on errors received, see the error message structure described in Error Information.

After the response is received by a TPP, it will have to redirect the PSU to the URI received in 'scaRedirect’ to complete the authentication with the ASPSP
and authorisation of the consent.

After completing this process, the TPP will obtain an access token (Consent Id) on the URI address specified in the ‘tppRedirectURI' field in the request.
Depending of the ASPSP profile, the TPP can also get additional parameters along with access token. The following table shows the list of parameters
which a TPP may get from an ASPSP.

Name Type API Profile Description
memberld String All Profiles Member identification
code String All Profiles Authorization string
state String All Profiles State data
tokenld/consentld String All Profiles Access token
transferld String STET Transfer identification
transferStatus String STET Transfer status

Note The parameters sent from ASPSP to TPP are Base64 encoded.

The ASPSPs using the STET profile do not need to redeem the token separately (i.e. call Payment Credit Transfer Initiation endpoint). This is because the
token is redeemed during the consent request operation and the transfer Id and transfer status is returned in the URI address specified in the
‘tppRedirectURI' field of the request.

. mastercard.
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8.5.2 Payment Credit Transfer Initiation Request

The goal of this request is to create a payment initiation request on the ASPSP side using a consent authorised by the PSU. This flow assumes the PSU has
already consented to this access and the ASPSP system stores this record of consent or Consent ID. For more information, see section Payment Initiation
Consent Request.

Image 37: Payment Information Service - SEPA - Payment Credit Transfer Initiation Diagram

f Account Information,
MA Payment Initiation
PSU PR Open Banking Connect Service Provider
TPP User ;

{ Obtain SEPA Payment Initiation

1POST dit. flags Return Raw Consent)_

2 Forward the message

3 Retum scaRadiract url

J

4 Retumn scaRedirect wrl, consentRequestld and rawConsent

i L4 Retum scaRedirect url, consentRequestid and ray
1 5D
8
6 Cp: :
7 Display Login & Consent Information Paga
8 Accepts cansent
9 Retum authorization quary string
10 Browsar Radiract: GET ) query string} _ |
{ Redeem the payment & Exchange PSU ization for }
it QueryString)
11 POST > i
12 Exchangs PSU for accass consent_
le 13 Retumn access consent
14 Redaem Payment
15 Payment status and identification | |
16 Retum paymant i consentld and consentRequestld
17 Use consentRequestid to find user PSU session
18 Store consentld for PSU
T ]

<
' ———
Get SEPA Payment Status |-

) 19 Request paymant stalus

20 POST dit:

21 Get Payment Status

22 Raturn Payment Status | |

23 Retum ransactionStatus, statusReasonCode

| Frowrmr T ——
Obtain Raw Consent
1

[opt ) ToetRaw Cormert]

| 24 POST /payments/consents/raw(ccnsentld)

25 Get Raw Cansent

26 Raturn Raw Consant | |

27 Retumn rawConsent data encoded Basetd

PsU

o TeP MA Account Information,
E““’ Open Banking Connect Payment Initiation

Service Provider

. mastercard
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API Endpoint

API Profile

N/A

POST /payments/sepa-credit-transfers

Polish API, NextGenPSD2, STET

Required

by

How it can be
used

Condition

Multiplicity

Description

Limitations /
Parameters

Name Purpose

for reporting purposes

used for reporting
or reconciliation
purposes

the merchant details

requestinfo Includes information MC This element M 1.1 Object Set of elements used to define -
about request being encapsulates all the request details
processed request
information sent
to the API
Service.
++ xRequestld ID of the request, TPP A memorable ID M 1.1 UuiD Free field that allows for the 36
unique to the call, as could be used to addition of information that
determined by the supportina can be referenced for future
initiating party (TPP) dispute use.
++ aspspld ID of a financial ASPSP |dentification of M 1.1 UuibD Specifies the identification code | 36
institution servicing ASPSP of a financial institution which
the Accounts of the holds PSU accounts
PSU
++ merchant Collect merchant data | MC Merchant data O 0.1 Object Set of elements used to define -

‘ mastercard.
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Purpose Required | How it canbe Condition Multiplicity Description Limitations /
by used Parameters
++++id Merchant MC Unique Merchant | M 1.1 String Field is available for TPPs to 1-256
identification code to identifier per TPP, enable capturing of a merchant
identify the merchant which could be ID
used for reporting
or reconciliation
purposes
++++ NamMe Merchant name to MC Name of M 1.1 String Field is available for TPPs to 1-256
identify the merchant merchant enable capturing of a merchant
name
++ authorization Authorization data MC Authorization M 1.1 String The authorization data received | 1-*
received from datais used to after PSU has authorized the
associated ASPSP exchange it for consent
access consent
HTTP Response Code = 200, OK
Note For a full list of response codes, including those returned in failure scenarios, see section Response Codes.
N/A
‘ mastercard.
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Purpose Required How it can Condition  Multiplicity Description Limitations /
be used Parameters
originalRequestinfo Returns original MC This object M 1.1 object Original request information -
request contains original received from the initiating party
information to request
the initiating information
party (TPP).
++ xRequestld A memorable ID | TPP This element M 1.1 uuiD Original xRequestld given by the 36
which could be could be used client on request
used to support for request-
in a dispute response
tracking
transfer Specifies TPP This element M 11 Object Set of elements used to reference | -
transfer encapsulates all a payment instruction
information in transfer
returned data information
++ paymentld Unique TPP This value should | M 1.1 String Pl / Transfer identification 1-256
identification as be used to make
assigned by the subsequent
ASPSP to payment
uniquely identify specific requests
the payment
resource.
++ transactionStatus Specifies the TPP Transaction M 1.1 Enum Status of the payment Enum:
status of the Status of the . ACSC
Apoyment( payment . ACSP
information resource
group « PDNG
« RCVD
e RJCT
« CANC
‘ mastercard.
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Purpose Required How it can Condition = Multiplicity Type Description Limitations /
be used Parameters
++ statusReasonCode Provides TPP Canonly beused | O 0.1 String Status Reason Code is used to add | The codes for
detailed in case the more information when a generic statusReasonCode
information on status is equal status code is returned by are defined in
the status to "RJCT" transaction Status field. 1SO20022 -
reason. "ExternalStatusReas
onlCode". The
following codes
could be returned
when RJCT status is
raised:
o« AMO4
« CURR
o AMI12
o DS24
« DS02
. AGOS8
consent Specifies TPP This element O 0.1 Object Set of elements used to define the | -
consent encapsulates all consent details
information in consent
returned data information
++ consentld ID of consent, TPP Unique (0] 0.1 String Access token (consent Id) received | 1-256
unique to the identification as from ASPSP after consent
call, as assigned to authorisation
determinate by identify the
ASPSP after account access
PSU consent
authorization resource.
++ consentRequestld Unique TPP This element O 0.1 String Request consent identification 1-256
identification as could be used
assigned by the for consent
TPP to uniquely request-
identify the response
consent request. tracking
For more information on errors received, see the error message structure described in Error Information.
‘ mastercard.
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8.5.3 Get Payment Status Request

The goal of this request is to check the status of a previously made SEPA payment. This flow assumes the PSU has already consented to this access and the
ASPSP system stores this record of consent or Consent ID. For more information, see section Payment Initiation Consent Request.

Image 38: Payment Information Service - SEPA - Get Payment Status Diagram
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. mastercard
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API Endpoint POST /payments/sepa-credit-transfers/payment-status

API Profile Polish API, NextGenPSD2, STET

N/A

Description Limitations /
Parameters
requestinfo Includes This element M 1.1 Object Set of elements used to define -
information encapsulates all the request details
about request request
being processed information
sent to the API
Service.
++ XxRequestld ID of the TPP A memorable M 1.1 UuiD Free field that allows for the 36
request, unique ID could be addition of information that
to the call, as used to support can be referenced for future
determined by in a dispute use.
the initiating
party (TPP)

‘ mastercard.
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Purpose Multiplicity Description Limitations /
Parameters
++ consentld ID of consent, ASPSP Unique 1.1 String Consent ID received from 1-256
unique to the identification ASPSP after consent
call, as as assigned to authorisation
determinate by identify the
ASPSP after account access
PSU consent
authorization resource.
++ aspspld ID of a financial | ASPSP |dentification of 1.1 Uuib Specifies the identification code | 36
institution ASPSP of a financial institution which
servicing the holds PSU accounts
Accounts of the
PSU
++ merchant Collect MC Merchant data 0.1 Object Set of elements used to define -
merchant data used for the merchant details
for reporting reporting or
purposes reconciliation
purposes
++++id Merchant MC Unique 11 String Field is available for TPPs to 1-256
identification Merchant enable capturing of a merchant
code to identify identifier per ID
the merchant TPP, which
could be used
for reporting or
reconciliation
purposes
++++ NAMe Merchant name | MC Name of 1.1 String Field is available for TPPs to 1-256
to identify the merchant enable capturing of a merchant
merchant name
paymentld Unique TPP This value is 1.1 String Pl / Transfer identification 1-256
identification as used to make
assigned by the subsequent
ASPSP to payment
uniquely specific
identify the requests
payment
resource.
‘ mastercard.
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HTTP Response Code = 200, OK

Note For a full list of response codes, including those returned in failure scenarios, see section Response Codes.

N/A

Purpose

Required

Description

Limitations /

%

How it can Condition | Multiplicity
be used

Parameters

originalRequestinfo Returns original MC This object 1.1 Object Original request -
request information to contains information received
the initiating party original request from the initiating party
(TPP). information
++ xRequestld A memorable ID which | TPP This element 1.1 uuibD Original xRequestld 36
could be used to could be used given by the client on
support in a dispute for request- request
response
tracking
payments Specifies payments TPP This element 0.1 Object Set of elements used to -

information in
returned data

encapsulates
all payments

information

reference a payment
instruction

‘ mastercard.
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Purpose

Required

Limitations /
Parameters

How it can Condition | Multiplicity Type Description
be used

++ transactionStatus Specifies the status of | TPP Transaction 11 String Status of the payment One of the following
the payment Status of the ISO 20022 statuses:
information group payment .« ACSC
resource . ACSP
« PDNG
« RCVD
o« RJCT
o CANC
++ statusReasonCode Provides detailed TPP Can only be 0.1 String Status Reason Code is The codes for
information on the used in case used to add more statusReasonCode are
status reason. the status is information when a defined in ISO20022 -
equal to generic status code is "ExternalStatusReason
"RJCT" returned by transaction 1Code". The following

Status field.

codes could be returned
when RJCT status is
raised:

o AMO4
« CURR
« AM12
« DS24
« DS02
« AGO8

For more information on errors received, see the error message structure described in Error Information.

‘ mastercard.
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8.6 Cross-Border (International) Payments

8.6.1 Payment Initiation Consent Request

The goal of this request is to create a payment initiation consent request that is authorised by the PSU.

Image 39: Payment Information Service - Cross-Border - Payment Initiation Consent Diagram
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. mastercard
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APl Endpoint

API Profile

N/A

POST /payments/cross-border-credit-transfers/consents

CMA®9, Polish API

Purpose

Required

How it can be
used

Condition

Multiplicity

Description

Limitations /
Parameters

by

requestinfo Includes MC This element M 1.1 Object Set of elements used -
information about encapsulates all to define the request
request being request details
processed information sent
to the API Service
++ xRequestld ID of the request, TPP A memorable ID M 1.1 uuib Free field that allows 36
unique to the call, could be used to for the addition of
as determined by supportina information that can
the initiating party dispute be referenced for
(TPP) future use.
++ tppRedirectURI URI of the TPP, ASPSP This element is M 11 String Call back URI where to | 1-*

where the
transaction flow
shall be redirected
to after a Redirect

used to specify the
URI where should
be redirected PSU
after consent
authorization

redirect the PSU after
authorisation of the
consent

. mastercard.
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Purpose Required | How it can be | Condition Multiplicity Description Limitations /
by used Parameters
++ aspspld ID of a financial ASPSP Identification of M 1.1 uuiD This elementis used to | 36
institution ASPSP specify the
servicing the identification code of
Accounts of the a financial institution
PSU which holds PSU
accounts
++ merchant Collect merchant MC Merchant data O 0.1 Object Set of elements used -
data for reporting used for reporting to define the
purposes or reconciliation merchant details
purposes
++++id Merchant MC Unique Merchant M 1.1 String Field is available for 1-256
identification code identifier per TPP, TPPs to enable
to identify the which could be capturing of a
merchant used for reporting merchant ID
or reconciliation
purposes
++++ NAMe Merchant name to | MC Name of merchant | M 1.1 String Field is available for 1-256
identify the TPPs to enable
merchant capturing of a
merchant name
++ flags The list of flags MC This element is O 0.1 Enum Request information Enum:
which can set the used to specify flags which can ['Return.Raw.Consen
additional additional influence the t']
parameters in parameters which behaviour or returned
returned data influence data data
returned in
response
payments The object MC This element M 1.1 Object Set of elements used -

contains the list of
fields used to send
a payment
instruction to
financial
institution

encapsulates all
payment fields

to define the
payments details

. mastercard.
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Purpose Required | How it can be | Condition Multiplicity Description Limitations /
by used Parameters
++ Unique ASPSP The end-to-end M 1.1 String Field is available for 1-18
endToEndldentification | identification identification can TPPs to enable end-
assigned by the be used for to-end identification
initiating party to reconciliation or to of the transaction.
unambiguously link tasks relating
identify the to the transaction.
transaction. This It can be included
identification is in several
passed on, messages related
unchanged, to the transaction.
throughout the
entire end-to-end
chain.
++ locallnstrument User community ASPSP This element is M 1.1 Enum User community Enum: ["SWIFT"]
specific used to specify a specific instrument
instrument local instrument, specifies which
local clearing clearing system should
option and/or be used to process the
further qualify the payment instruction
service or service
level.
++ instructionPriority Indicator of the ASPSP This element is M 1.1 Enum The way the transfer Enum:

urgency or order
of importance
that the
instructing party
would like the
instructed party to
apply to the
processing of the
instruction

used to specify
urgency mode of
the payment.

should be settled

['Normal', 'Urgent']

. mastercard.
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Purpose

Required

How it can be
used

Condition

Multiplicity

Description

Limitations /
Parameters

by

++ debtorAccount Unambiguous ASPSP Specify accountin | M 1.1 Object Set of elements used -
identification of a financial to define the debtor
the account of the institution account details
debtor to which a servicing the
debit entry will be debtor
made as a result
of the transaction
++++ schemeName Name of the ASPSP This fieldisusedto | M 11 Enum Account scheme name | Enum:
identification identify the type of 'SortCodeAccountNu | ['SortCodeAccountN
scheme, in a coded Identification used mber' = Sort Code + umber','IBAN']
form as published to identify an Account Number
in an external list. account. IBAN' < International
Bank Account Number
++++ identification |dentification ASPSP This element is M 1.1 String Account identification | 1-256
assigned by an used to specify the which can be used on
institution to account payload-level to
identify an identification address specific
account. This number accounts
identification is
known by the
account owner.
++ debtorName Name by which a ASPSP This element is o) 0.1 String Debtor name 1-256
party is known, used to specify
and which is debtor name
usually used to
identify that
party.
++ debtorAddress Information that ASPSP This element is O 0.1 object Set of elements used -
locates and usually used to to define the debtor
identifies a identify the address details
specific address, creditor party
as defined by address.
postal services.
. mastercard.
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Purpose Required | How it can be | Condition Multiplicity Description Limitations /
by used Parameters
++++ street Name of a street ASPSP This element is O 0.1 String Street name 1-70
or thoroughfare used to specify the
street name
++++ buildingNumber Number that ASPSP This element is O 0.1 String Building number 1-256
identifies the used to specify the
position of a building number
buildingon a
street.
++++ City Name of a built- ASPSP This element is O 0.1 String City name 1-256
up area, with used to specify the
defined city name
boundaries, and a
local government.
++++ postalCode |dentifier ASPSP This element is @] 0.1 String Postal code 1-256
consisting of a used to specify the
group of letters post code
and/or numbers
that is added to a
postal address to
assist the sorting
of mail.
et Identifies a ASPSP This element is O 0.1 String Country sub-division 1-256
countrySubDivision subdivision of used to specify the
country such as county code
state, region,
county.
++++ country Country in whicha | ASPSP This element is @) 11 String Country name ISO 3166 ALPHA 2
person resides used to specify the CHAR
country code
. mastercard.
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Purpose

Required
by

How it can be
used

Condition

Multiplicity

Description

Limitations /
Parameters

++ instructedAmount

Amount of money
to be moved
between the
debtor and
creditor, before
deduction of
charges,
expressed in the
currency as
ordered by the
initiating party.

ASPSP

This amount has to
be transported
unchanged
through the
transaction chain

1.1

Object

Instructed Amount
object

++++ CcUurrency

A code allocated
to acurrency by a
Maintenance
Agency under an
international
identification
scheme, as
described in the
latest edition of
the international
standard ISO
4217 "Codes for
the representation
of currencies and
funds"

ASPSP

The currency of the
amount used in
transaction

1.1

String

Currency code as per
ISO 4217.

ISO 4217 ALPHA 3
CHAR

++++ amount

A number of
monetary units
specified in an
active currency
where the unit of
currency is explicit
and compliant
with ISO 4217.

ASPSP

This element is
used to specify the
amount of money
to be processed

11

Decimal

Amount value

Double, min: O

. mastercard.
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Purpose

Required
by

How it can be
used

Condition

Multiplicity

Description

Limitations /
Parameters

++ creditorAccount Unambiguous ASPSP Specify accountin | M 1.1 Object Set of elements used -
identification of a financial to define the creditor
the account of the institution account details
creditor to which a servicing the
credit entry will be creditor
posted as a result
of the payment
transaction.
++++ schemeName Name of the ASPSP This fieldisusedto | M 1.1 Enum Account scheme name | Enum:
identification identify the type of 'SortCodeAccountNu | ['SortCodeAccountN
scheme, in a coded |dentification used mber' = Sort Code + umber','IBAN']
form as published to identify an Account Number
in an external list. account. . . )
IBAN' = International
Bank Account Number
++++ identification |dentification ASPSP This element is M 1.1 String Account identification | 1-256
assigned by an used to specify the which can be used on
institution to account payload-level to
identify an identification address specific
account. This number accounts
identification is
known by the
account owner.
++ creditorAgent Unambiguous ASPSP Specify financial M 1.1 Object Set of elements used -
identification of institution to define the creditor
the financial servicing an agent details
institution of the account for the
creditor to which a creditor.
credit entry will be
posted as a result
of the payment
transaction.
++++ schemeName Name of the ASPSP This fieldisusedto | M 1.1 Enum Agent scheme name Enum:
identification identify the type of 'BIC' = Bank BIC
scheme, in a coded |dentification used International Code
form as published to identify an
in an external list. account.
. mastercard.
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Purpose Required | How it can be | Condition Multiplicity Description Limitations /
by used Parameters
++++ identification Code allocated to | ASPSP This element is M 1.1 String Identification code to 1-256
a financial used to specify the identify the financial
institution by the financial institution institution.
ISO 9362 identification code
Registration
Authority to
identify the
financial
institution
++ creditorName Name by which a ASPSP This element is M 1.1 String Creditor name 1-70
party is known, used to specify
and which is debtor name
usually used to
identify that
party.
++ creditorAddress Information that ASPSP This element is @] 0.1 object Creditor address -
locates and usually used to object
identifies a identify the
specific address, creditor party
as defined by address.
postal services.
++++ street Name of a street ASPSP This element is o) 0.1 String Street name 1-70
or thoroughfare used to specify the
street name
++++ buildingNumber Number that ASPSP This element is o) 0.1 String Building number 1-256
identifies the used to specify the
position of a building number
buildingon a
street.
++++ City Name of a built- ASPSP This element is O 0.1 String City name 1-256
up area, with used to specify the
defined city name
boundaries, and a
local government.
. mastercard.
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Purpose Required | How it can be | Condition Multiplicity Description Limitations /
by used Parameters

++++ postalCode Identifier ASPSP This element is O 0.1 String Postal code 1-256

consisting of a used to specify the

group of letters post code

and/or numbers

that is added to a

postal address to

assist the sorting

of mail.
et Identifies a ASPSP This element is O 0.1 String Country sub-division 1-256
countrySubDivision subdivision of a used to specify the

country such as county code

state, region,

county.
++++ country Country in whicha | ASPSP This element is M 1.1 String Country name ISO 3166 ALPHA 2

person resides used to specify the CHAR

country code

++ Information ASPSP Additional C 0.1 String If available, the 1-140
remittancelnformation supplied to enable information initiating party should
Unstructured the regarding credit provide this

matching/reconcili transfer information in the

ation of an entry unstructured

with the items remittance form

that the payment

is intended to

settle, such as

commercial

invoices in an

accounts'

receivable system,

in an unstructured

form.
. mastercard.
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Purpose Required | How it can be | Condition Multiplicity Description Limitations /
by used Parameters
++ Date at which the | ASPSP This is the date on C 0.1 [SODate Date when the ISODate,
requestedExecutionDat | initiating party which the debtor's transfer is to be YYYY-MM-DD
e requests the account is to be executed (It is used for
clearing agent to debited. Future Dated
process the payments) The
payment. requestedExecutionD
ate field and
schedule object are
both optional and
mutually exclusive
fields
++ transferCharges Specifies which ASPSP The O 0.1 Enum Transfer charges code. | Enum:
party/parties will transferCharges SEN = Sender ["SEN", "SHA",
bear the charges field is used by the u "
associated with PISP to indicate SHA = Shared OEN]
the processing of the bearer of BEN = Beneficiary
the payment charges. An ASPSP
transaction. could reject the
request if the
requested charge
allocation cannot
be fulfilled
++ Reference ASPSP If available, the O 0.1 String Reference 1-256
remittancelnformation information initiating party information, as
Reference provided by the should provide this assigned by the
creditor to allow reference in the creditor, to
the identification structured unambiguously refer
of the underlying remittance to the payment
documents information, to transaction.
enable
reconciliation by
the creditor upon
receipt of the
amount of money.
. mastercard.
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Purpose Required | How it can be | Condition Multiplicity Description Limitations /
by used Parameters
++ Unique ASPSP The instruction O 0.1 String Unique identification 1-256
instructionldentification | identification as identificationis a shared between the
assigned by an point to point PISP and the ASPSP
instructing party reference that can
for an instructed be used between
party to the instructing
unambiguously party and the
identify the instructed party to
instruction. refer to the
individual
instruction. It can
be included in
several messages
related to the
instruction.
risk The object ASPSP It is used to specify | O 0.1 Object Set of elements used The object is specific
contains the list of additional details to define the risk for CMAQ9 profile
fields used to send for risk scoring for scoring details
risk information to Payments
financial
institution
++ Information that ASPSP Specifies the o) 0.1 Enum Payment context code | Enum:
paymentContextCode specify payment payment context
context fora [BillPayment,
payment
EcommerceGoods,
EcommerceServices,
Otbher,
PersonToPerson]
++ Category code ASPSP Unique merchant @] 0.1 String Field is available to 3-4
merchantCategoryCode | conform to ISO category code enable capturing of a
18245, related to merchant category
the type of code
services or goods
the merchant
provides for the
transaction
. mastercard.
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Purpose Required | How it can be | Condition Multiplicity Description Limitations /
by used Parameters
++ The unique ASPSP Unique merchant O 0.1 String Field is available to 1-70
merchantCustomerlden | customer identifier per TPP enable capturing of a
tification identifier of the merchant id
PSU with the
merchant.
++ deliveryAddress Information that ASPSP This element is O 0.1 Object Set of elements used -
locates and usually used to to define the delivery
identifies delivery identify the address details
address. delivery address.
++++ addressLine Information that ASPSP This element is O 0.1 String Address line 1-70
locates and used to specify the
identifies a specific postal
specific address, address
as defined by
postal services,
that is presented
in free format
text.
++++ street Name of a street ASPSP This element is O 0.1 String Street name 1-70
or thoroughfare used to specify the
street name
++++puildingNumber Number that ASPSP This element is O 0.1 String Building Number 1-16
identifies the used to specify the
position of a building number
building on a
street.
++++ postalCode This element is ASPSP This element is o) 0.1 String Postal code 1-16
used to specify the used to specify the
post code post code
++++ City Name of a built- ASPSP This element is M 1.1 String City name 1-35
up area, with used to specify the
defined city name
boundaries, and a
local government.
. mastercard.
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Purpose Required | How it can be | Condition Multiplicity Description Limitations /
by used Parameters

et Identifies a ASPSP This element is O 0.2 String County name 1-35
countrySubDivision subdivision of a used to specify the

country such as county code

state, region,

county.
++++ country Country in whicha | ASPSP This element is M 1.1 String Country name ISO 3166 ALPHA 2

person resides used to specify the CHAR

country code

HTTP Response Code = 200, OK

Note For a full list of response codes, including those returned in failure scenarios, see section Response Codes.

N/A

Purpose

Required

Condition

Multiplicity

Description

Limitations /

Returns original
request
information to the
initiating party
(TPP).

originalRequestinfo

by
MC

How it can
be used

This object
contains
original
request
information

1.1

Type ‘

object

Original request information
received from the initiating

party

Parameters

( mastercard.
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Purpose Required How it can | Condition | Multiplicity Description Limitations /
by be used Parameters
++ xRequestld A memorable ID TPP This element M 1.1 uuiD Original xRequestld given by 36
which could be could be used the client on request
used to support in for request-
a dispute response
tracking
aspspSCAApproach Type of links MC This element O 0.1 Enum Strong Customer Enum:
admitted in this is used to Authentication (SCA) ["REDIRECT"]
response specify the Approach
SCA link types
consentRequestld Unique TPP This element O 0.1 String ID of the consent request 1-256
identification as could be used
assigned by the for consent
TPP to uniquely request-
identify the response
consent request. tracking
_links The list of link MC The actual (@] 0.1 object Set of elements used to define | -
types admitted in hyperlinks the links details
response, (further used in the
links might be response
added for ASPSP depend on the
defined dynamical
extensions) decisions of
the ASPSP
when
processing the
request.
++ scaRedirect In case of an SCA TPP This element M 1.1 URL The URL where to redirect the | 1-*
Redirect Approach, is used to PSU for authentication and
the ASPSP is specify the authorization of the consent
transmitting the URL where
link to which to the PSU
redirect the PSU should be
browser redirected for
consent
authorization
. mastercard.
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Purpose

Required
by

How it can
be used

Condition

Multiplicity

Description

Limitations /
Parameters

additionalData Specifies TPP This element C 0.1 Object Set of elements used to define | -
additional is used to the additional data details
parameters in specify
returned data additional
parameters
returnedin
response
++ rawConsent Returns raw TPP Raw consent M 1.1 String Raw consent data received 1--

consent data from data could be from ASPSP and encoded
associated ASPSP used to Baseb4. .
Returned only if
extract tinfo fl
additional requestinio.rlags
. . contained
information )
Return.Raw.Cons
sent by t' val
ASPSP ent' value
For more information on errors received, see the error message structure described in Error Information.
. mastercard.
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8.6.2 Payment Credit Transfer Initiation Request

The goal of this request is to create a payment initiation request on the ASPSP side using a consent authorised by the PSU. This flow assumes the PSU has
already consented to this access and the ASPSP system stores this record of consent or Consent ID. For more information, see section Payment Initiation
Consent Request.

Image 40: Payment Information Service — Cross-Border - Payment Credit Transfer Initiation Diagram

;(% Account Information,
MA Payment Initiation
Psu ™ Open Banking Gannect Senice Provider
TPP User ; T )

{ Obtain Cross Border Payment Initiation k -
1POST border-credi fags Retum Raw Consert]_!
2 Forward the message
3 Retum scaRediract ul ]
' L 4 Return i url, and C it Er
3!
T
6 Open scaRedirect |
7 Display Login & Consent Infommation Paga ‘
8 Aceepts consent
9 Retum authorization query string
110 Browser Redirect: GET iy ization query string) :I
{ Redeom the payment & Exchange PSU authorization for access consant |-
11 POST bord i Q
12 Exchangs PSU authorization fr access consent._ !
13 Retur accsss consent
14 Redsem Payment
15 Paymant status and 1]
16 Retumn payment paymentd, consentld and '

17 Use consentRequestld to find user PSU session

18 Store consentld for PSU
<
| oy ——
{ Get Cross Border Payment Status |-

1 19 Request payment status

20 POST bord d

21 Get Payment Status

22 Retum Paymant Status [ ]
23 Retum wransactionStatus, statusReasonCode H
s

[ obtain Raw Consent L
{ Obtain Raw Consent F

opt__J [Get Raw Consent]

| 20 pOST

25 Gat Raw Consent

26 Return Raw Consant U

|_ 27 Retum rawConsent data encoded Base6d

ey PP MA Account Information,
i““' Open Banking Gannect Payment Initiation

Service Provider

. mastercard.
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API Endpoint

API Profile

N/A

POST /payments/cross-border-credit-transfers

CMA®9, Polish API

Purpose

Required
24

How it can be | Condition | Multiplicity
used

Description

Limitations /
Parameters

requestinfo Includes MC This element 1.1 Object Set of elements used to define | -
information encapsulates all the request details
about request request
being processed information sent
to the API Service.
++ xRequestld ID of the TPP A memorable ID 1.1 uuib Free field that allows for the 36
request, unique could be used to addition of information that
to the call, as supportina can be referenced for future
determined by dispute use.
the initiating
party (TPP)
++ aspspld ID of a financial | ASPSP |dentification of 1.1 uuib Specifies the identification 36

institution
servicing the
Accounts of the
PSU

ASPSP

code of a financial institution
which holds PSU accounts

‘ mastercard.
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Purpose

Required
24

Description

Limitations /
Parameters

How it can be | Condition | Multiplicity
used

++ merchant Collect MC Merchant data 0.1 Object Set of elements used to define | -
merchant data used for reporting the merchant details
for reporting or reconciliation
purposes purposes
++++id Merchant MC Unique Merchant 1.1 String Field is available for TPPs to 1-256
identification identifier per TPP, enable capturing of a
code to identify which could be merchant ID
the merchant used for reporting
or reconciliation
purposes
++++ NAMe Merchant name | MC Name of 1.1 String Field is available for TPPs to 1-256
to identify the merchant enable capturing of a
merchant merchant name
++ authorization Authorization MC Authorization 1.1 String The authorization data 1-*
data received data is used to received after PSU has
from associated exchange it for authorized the consent
ASPSP access consent
HTTP Response Code = 200, OK
Note For a full list of response codes, including those returned in failure scenarios, see section Response Codes.
N/A
‘ mastercard.
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Purpose

Required

by

How it can be
used

Condition

Multiplicity

Description

Limitations /
Parameters

originalRequestinfo Returns original MC This object contains M 1.1 object Original request information -
request original request received from the initiating
information to the information party
initiating party
(TPP).
++ xRequestld A memorable ID TPP This element could be M 1.1 uuiD Original xRequestld given by 36
which could be used for request- the client on request
used to support in response tracking
a dispute
transfer Specifies transfer | TPP This element M 1.1 Object Set of elements used to -
information in encapsulates all reference a payment
returned data transfer information instruction
++ paymentld Unique TPP This value should be M 1.1 String Pl / Transfer identification 1-256
identification as used to make
assigned by the subsequent payment
ASPSP to uniquely specific requests
identify the
payment resource.
++ transactionStatus Specifies the TPP Transaction Status of M 1.1 Enum Status of the payment Enum:
status of the the payment resource . ACSC
payment . ACSP
information group
« PDNG
« RCVD
« RJCT
« CANC
‘ mastercard.
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Purpose

Required
24

How it can be
used

Condition

Multiplicity Type

Description

Limitations /
Parameters

++ statusReasonCode

Provides detailed TPP Can only be used in O 0.1 String Status Reason Code is used The codes for
information on the case the status is to add more information statusReasonCod
status reason. equal to "RJCT" when a generic status code is | e are defined in
returned by transaction 1SO20022 -
Status field. "ExternalStatusRe
asonlCode". The
following codes
could be returned
when RJCT status
is raised:
o« AMO4
« CURR
o« AMI12
o DS24
o DS02
. AGOS8
consent Specifies consent TPP This element O 0.1 Object Set of elements used to -
information in encapsulates all define the consent details
returned data consent information
++ consentld ID of consent, TPP Unique identification (0] 0.1 String Access token (consent Id) 1-256
unigue to the call, as assigned to identify received from ASPSP after
as determinate by the account access consent authorisation
ASPSP after PSU consent resource.
authorization
++ consentRequestld Unique TPP This element could be @] 0.1 String Request consent 1-256

identification as
assigned by the
TPP to uniquely
identify the
consent request.

used for consent
request- response
tracking

identification

‘ mastercard.
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Purpose

Required
24

How it can be
used

Condition

Multiplicity Type

Description

Limitations /
Parameters

++ signatureStatus

When TPP sends a

request to a CMA9
API standard
ASPSP, then
MCOB will validate
the signature in
the authorization
code. If the
signature will pass
validation, then
the request will
continue to
Connectivity
Partner and the
response will
include the
successful status
of signature
validation,
otherwise the
request will be
failed and TPP will
receive back
notification of
failed signature
validation

TPP

This element could be
used to check TPP
signature validation
status

0.1

Enum

Status of validation of
ASPSP's signature present in
authorization code that TPP
included in the request for
credit transfer

Enum:

"VALID",
"UNKNOWN",
"UNSIGNED",
"NONCOMPLIANT

For more information on errors received, see the error message structure described in Error Information.

‘ mastercard.
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8.6.3 Get Payment Status Request

The goal of this request is to check the status of a previously made Cross-Border payment. This flow assumes the PSU has already consented to this access
and the ASPSP system stores this record of consent or Consent ID. For more information, see section Payment Initiation Consent Request.

Image 41: Payment Information Service - Cross-Border - Get Payment Status Diagram

E Accaunt Information,

MA Payment Initiation

PSU TPP Open Banking Cannect Service Provider
TPP User - -

{ Obtain Cross Barder Payment Initiation k

1 POST ipayments/cross-horder-credit-transfers/consentsipayments, flags Return Raw Consent) |

2 Forward the message
L3 Retum scaRediectud ... U
' e 4 Retum scaRedirect url, consentRequestld and rawConsent
| _ 5 Delivar/Display
T
6 Open scaRedirect .
7 Display Login & Consent Page
B Accepts consent
9 Return autharization query string .
10 Browser Redirect. GET (tppRedirectUrl){aspspld}?(autherization query string) _'
{Rodoem the payment & Exchange PSU authorization for access consent |-
11 POST fpay border-credit-1r authorizationQueryString !
12 Exchangs PSU for access consent_!
13 Retum access consent ‘
14 Radeem Paymant :
18 Payment status and identfication U
L 16 Retum payment p ctionStatus, consentld and ‘

17 Use conseniRequestld to find user PSU session

18 Store consentld for PSU

—_——
Get C Payment Status
1

| 19 Request payment status

20 POST fpayments/cross-border-credit-transfers/payment-status(consentld, paymentld) H
(5 —

21 Gst Payment Status
le 22 Return Payment Status . . U
23 Return transactionStatus, statusReasonCode
.
| v r—
1 Obtain Raw Consent IF
[opt__/J iGetRaw Consent]
| 24 POST tld)
' 25 Get Raw Consent
26 Retum Raw Consent U
' |26 Retum Raw Consen
|_ 27 Retun rawConsent data encoded Basebd

Service Provider

T::U TPP MA Account Information,
i““' Open Banking Cannect Payment Initiation

. mastercard
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API Endpoint

API Profile

N/A

POST /payments/cross-border-credit-transfers /payment-status

CMA®@, Polish API

Purpose

Required | Howitcanb
by used

Multiplicity

Description

Limitations /
Parameters

Object

requestinfo Includes information MC This element 1.1 Set of elements used to define | -
about request being encapsulates all the request details
processed request
information sent
to the API
Service.
++ xRequestld ID of the request, TPP A memorable ID 1.1 uuiD Free field that allows for the 36
unique to the call, as could be used to addition of information that
determined by the supportina can be referenced for future
initiating party (TPP) dispute use.
++ consentld ID of consent, unique | ASPSP Unique 1.1 String Consent ID received from 1-256
to the call, as identification as ASPSP after consent
determinate by assigned to authorisation
ASPSP after PSU identify the

authorization

account access
consent resource.

‘ mastercard.
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Purpose Required | How it can be | Condition Multiplicity Description Limitations /
1% used Parameters
++ aspspld ID of a financial ASPSP |dentification of 1.1 uuiD Specifies the identification 36
institution servicing ASPSP code of a financial institution
the Accounts of the which holds PSU accounts
PSU
++ merchant Collect merchant MC Merchant data 0.1 Object Set of elements used to define | -
data for reporting used for the merchant details
purposes reporting or
reconciliation
purposes
++++id Merchant MC Unique Merchant 1.1 String Field is available for TPPs to 1-256
identification code to identifier per enable capturing of a
identify the TPP, which could merchant ID
merchant be used for
reporting or
reconciliation
purposes
++++ NAMe Merchant name to MC Name of 1.1 String Field is available for TPPs to 1-256
identify the merchant enable capturing of a
merchant merchant name
paymentld Unique identification | TPP This value is used 1.1 String Pl / Transfer identification 1-256
as assigned by the to make
ASPSP to uniquely subsequent
identify the payment payment specific
resource. requests
HTTP Response Code = 200, OK
Note For a full list of response codes, including those returned in failure scenarios, see section Response Codes.
‘ mastercard.
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N/A

Purpose

Required

How it can be
used

Condition

Multiplicit

Description

Limitations /
Parameters

%

y

originalRequestinfo Returns original MC This object contains M 1.1 Object Original request -
request information original request information received
to the initiating party information from the initiating
(TPP). party

++ xRequestld A memorable ID TPP This element could M 1.1 uuiD Original xRequestld 36
which could be used be used for request- given by the client on
to supportina response tracking request
dispute

payments Specifies payments TPP This element C 0.1 Object Set of elements used -
information in encapsulates all to reference a
returned data payments payment instruction

information
++ transactionStatus Specifies the status TPP Transaction Status M 11 String Status of the payment | One of the following

of the payment
information group

of the payment
resource

ISO 20022 statuses:
« ACSC

« ACSP

« PDNG

« RCVD

« RJCT

« CANC

mastercard.
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Purpose

Required

How it can be

Condition

Multiplicit

Description

Limitations /
Parameters

++ statusReasonCode

Provides detailed
information on the
status reason.

TPP

Can only be used in
case the status is
equal to "RJCT"

0.1

Status Reason Code is
used to add more
information when a
generic status code is
returned by
transaction Status
field.

The codes for
statusReasonCode are
defined in 1ISO20022 -
"ExternalStatusReason
1Code". The following
codes could be returned
when RJCT status is
raised:

« AMO4

« CURR

« AM12

« DS24

« DS02

« AGO8

For more information on errors received, see the error message structure described in Error Information.

‘ mastercard.
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9 Appendix

Inbound Service API for MC Connect hub - AIS & PIS YAML files

i

api-accounts-service api-payments-servic
yaml.txt eyaml.txt

Note If you are unable to download these files, they are also available upon request by contacting the Open Banking development team or your
Onboarding contact.

. mastercard.
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Proprietary Rights

The information contained in this document is proprietary and confidential to Mastercard International Incorporated, one or more of its affiliated entities
(collectively "Mastercard"), or both.

This material may not be duplicated, published, or disclosed, in whole or in part, without the prior written permission of Mastercard.

Trademarks

Trademark notices and symbols used in this document reflect the registration status of Mastercard trademarks in the United States. Please consult with
the Global Customer Service team or the Mastercard Law Department for the registration status of particular product, program, or service names
outside the United States.

All third-party product and service names are trademarks or registered trademarks of their respective owners.

Disclaimer

Mastercard makes no representations or warranties of any kind, express or implied, with respect to the contents of this document. Without limitation,
Mastercard specifically disclaims all representations and warranties with respect to this document and any intellectual property rights subsisting therein
or any part thereof, including but not limited to any and all implied warranties of title, non-infringement, or suitability for any purpose (whether or not
Mastercard has been advised, has reason to know, or is otherwise in fact aware of any information) or achievement of any particular result. Without
limitation, Mastercard specifically disclaims all representations and warranties that any practice or implementation of this document will not infringe any
third-party patents, copyrights, trade secrets or other rights.

Translation

A translation of any Mastercard manual, bulletin, release, or other Mastercard document into a language other than English is intended solely as a
convenience to Mastercard customers. Mastercard provides any translated document to its customers “AS IS" and makes no representations or
warranties of any kind with respect to the translated document, including, but not limited to, its accuracy or reliability. In no event shall Mastercard be
liable for any damages resulting from reliance on any translated document. The English version of any Mastercard document will take precedence over
any translated version in any legal proceeding.

Information Available Online

Mastercard provides details about the standards used for this document—including times expressed, language use, and contact information—on the
Publications Support page available on Mastercard Connect. Go to Publications Support for centralized information.

. mastercard.
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