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Getting started

Requirements

All companies must be licensed to do business with 
Mastercard in order to create Connect user accounts.  

Once your company has been licensed to do business with 
Mastercard: 

• A Company ID (CID) will be assigned

• The assigned CID is required to sign up for a Connect user 
account

• If you already have a Mastercard Connect account, please 
sign in to Connect at www.mastercardconnect.com with 
your existing User ID and password

OVERVIEW

http://www.mastercardconnect.com/


Connect roles

There are 3 roles in Connect 
that companies may utilize

Connect utilizes 3 roles and depending on 
how your company does business with 
Mastercard, it may have all 3 roles

More details about the administrator roles 
can be found:

• Connect administration video 

OVERVIEW

User

Any person that has a Mastercard Connect user 
account.

Business Administrator

Responsible for defining application and data access 
rules for their company and any related companies. 
Each company must have a minimum of 1 Business 
Administrator.

Security Administrator

Responsible for managing users at their company, 
including approving application and data access 
requests. Each company must have a minimum of 2 
Security Administrators.

Note: this role only applies to issuers, acquirers, and RPPS customers.

https://asset.connect.mastercard.com/videos/connect-administration.mp4


Creating a Connect account is easy

There are a couple of ways to set up a 
Connect account 

1. You can create an account by going to our website at 
www.mastercardconnect.com and selecting ‘Sign up’ to 
start the process

2. You could be invited to join Connect by your company’s 
Security Administrator.  If this is the case, you will receive 
an email from Mastercard with a welcome message and 
instructions to follow

NEW USER SETUP

SELF SIGN 
UP

INVITED TO 
JOIN

http://www.mastercardconnect.com/


New t o Mast ercard Connect ? Sign up now

Forgot  password or PIN

Replace SecurID

W E LC O M E  TO  M A S T E RC A RD  C O N N E C T

Explore

W here you connect  

w it h Mast ercard t o 

grow your business

Sign Up Support

Ent er your password or t oken

Password /  RSA SecurID® t oken 

Sign In

Ent er user ID

User ID

Sign in

Forgot  password/ PIN 

Replace RSA SecurID t oken

New t o Mast ercard Connect ? Sign up

Self sign up

NEW USER SETUP

2

1

Create your new account in 3 
easy steps

1 Select ‘Sign up’

Select Sign up from the main 
navigation or next to ‘New to 
Mastercard Connect?’

2 Follow the steps to sign up

We’ll collect some information about 
your company, yourself, and your job.

You can then create a user ID, 
password, and answer some 
security questions. These security 
questions will help us get you back 
into Connect, in case your ever get 
locked out of your account.



noreplyatmastercardconnect

Hello Sally Doe,

Thank you for signing up for Mastercard Connect! Your 

request is currently being reviewed by your Security 

Administrator.

The order number associated with your request is 62057601. 

You will be notified via email when the order is complete.

If you have any questions, please contact us at 

mastercardconnect@mastercard.com or via phone at 

1-800-999-0363, 1-636-722-6636, or 1-6363-722-6292 

(Spanish language support).

Regards,

Mastercard Connect

Doe, Sally

Account confirmation

NEW USER SETUP 1

2

noreplyatmastercardconnect

Hello Sally Doe,

Your request for Mastercard Connect has been approved! 

Please go to Mastercard Connect ad sign in using the user ID 

SallyDoe1234 and password that you created during the sign 

up process.

If you have any questions, please contact us at 

mastercardconnect@mastercard.com or via phone at 

1-800-999-0363, 1-636-722-6636, or 1-6363-722-6292 

(Spanish language support).

Regards,

Mastercard Connect

Doe, Sally

DS

DS

1 New account confirmation

Provides order number and confirms 
that your request for a Connect 
account is under review with your 
Security Administrator

2 Approved account confirmation

After your Security Administrator 
approves your order, you will receive 
an approval confirmation

You will receive 2 emails after 
requesting a Connect account



New t o Mast ercard Connect ? Sign up now

Forgot  password or PIN

Replace SecurID

W E LC O M E  TO  M A S T E RC A RD  C O N N E C T

Explore

W here you connect  

w it h Mast ercard t o 

grow your business

Sign Up Support

••••••••••••

Password /  RSA SecurID® t oken 

Sign In

sallydoe1234

User ID

Sign in

Forgot  password/ PIN 

Replace RSA SecurID t oken

New t o Mast ercard Connect ? Sign up

Sign in

NEW USER SETUP

Accessing your Connect account 
is easy

1

1 Entering your credentials

• To sign in to Connect, visit 
www.mastercardconnect.com

• Enter your User ID and password

• Select ‘Sign in’

If you’ve been issued a SecurID token, you’ll sign 
in with your username and a passcode instead. 

* SecurID tokens are only issued to users who have 
access to applications or reports that require 
higher levels of security.

http://www.mastercardconnect.com/


First use tour

NEW USER SETUP

Take a quick tour to learn about 
Connect

1 Welcome

The First Use Tour is provided the first 
time you Sign In and walks you 
through the basic features of 
Connect.

2 Help panel

The First Use Tour is also available 
from the  “?” of each Connect page.

1

2



Home

NEW USER SETUP

1 Welcome Bar

Access to your company’s information like contacts, relationships 
and the names of your security and business administrators.  

2 Favorites

The place to find your most used items. By default, the Favorites 
section is empty until you decide what goes there.

3

Technical Resource Center

Link to technical and operational communications and release 
announcements.

Topics of interest 

At the bottom of the homepage, topics of interest, such as new 
items or Connect updates are highlighted.

4

Shortcuts

Add a quick link to your most frequently visited places.

5

Access to tools to grow and manage your business 
with Mastercard

1

2

3

4

5



NEW USER SETUP

1 My Items

Find all the items that you have access to.

2 Store

Request access to items that you need.

3 Help

Access Connect documentation and forms,  start a 
support request,  or chat with the Connect support team.

Secure Message

Secure communications platform used to send and receive 
messages that contain sensitive data.

4

User Menu 

View and manage your profile, track orders, change 
password/PIN, delete account, and sign out.

5

Main navigation

The main Connect navigation provides easy 
access to essential tools

1 2 3 4

5



A-ZSort  by:Search my it ems

Pending or act ionable it ems (2)

All it ems (7)

Issuer Loss File

RE P O RT

 

Access change pending

Account  Level Management

A P P L I C AT I O N

 

Scoping

Mastercard Digital Enablement  

Service (MDES) Issuer Wallet

A P PL I C AT I O N

 

My Company Manager

A P P L I C AT I O N

 

Adobe Experience Manager 

(AEM)

A P P L I C AT I O N

 

Data Integrit y Online

A P PL I C AT I O N

 

Delet e

It em det ails

Change access

Open

Technical Resource Center

A P PL I C AT I O N

 

Unat tended File Transfer 

Authent icat ion Credent ials 

(UFTAC) 

A P P L I C AT I O N

 

Locat ion Administ rat ion Tool

A P P L I C AT I O N

 

My It ems

103

HelpSt oreMy It ems

Default items

You will see My Company Manager and the Technical 
Resource Center upon first sign in. 

2

Managing your applications

You can select the card menu (•••) to reveal how you 
can interact with the application card. 

3

Favoriting an application

Save time by selecting the star to add the card to 
your homepage for easy access.

Pending or actionable Items

If you have an item that requires you to do 
something, a pending, actionable items section will 
be visible on the page.

4

NEW USER SETUP

My items

A consolidated view of the applications you 
have access to

1

1

2

3

4



St ore

103

SupportSt oreMy It ems

Request

Mastercard Market  Trends 

Gain up-t o-dat e insight s  and  holist ic views 

 of  indust ry  t rends, so you can make ef f ect ive 

market ing and operat ional decisions.

A P P L I C AT I O N

Request

Data Integrit y Online

Monit or t he qualit y and accuracy of  your 

dat a in Mast ercard’s ecosyst em and evaluat e 

your perf ormance against  mandat es, 

st andards, specif icat ions, and rules.

A P PL I C AT I O N

Request

MDES Customer Service 

Manage  t okens, resolve cust omer digit izat ion 

issues, and visualize import ant  inf ormat ion 

f or your  cardholders’  digit al credent ials.

A P PL I C AT I O N

Request

MDES Manager MTF 

Allows issuers, processors, and service 

providers t o t est  account  ranges and 

conf igurat ion dat a w it hin Mast ercard’s 

Member Test  Facilit y (MTF) environment . 

A P P L I C AT I O N

Request

Pricing and Billing Resource 

Center

Your one-st op-shop f or your pricing and 

billing needs, including Mast ercard’s Pricing 

Guide and t he Transact ion Det ail t ool. 

A P P L I C AT I O N

Request

Operat ional Reports 

Provides issuers, acquirers and processors 

w it h report ing t ools, giving insight s int o 

operat ional perf ormance.

A P PL I C AT I O N

Request

Technical Resource Center – 

Announcements

Your t echnical and operat ional 

communicat ions dest inat ion. Here you’ll f ind 

release art icles and announcement s, along 

w it h key ref erences and manuals. 

A P PL I C AT I O N

Request

Transact ion Invest igator

Perf orm det ailed research  and analysis on 

t ransact ions bef ore submit t ing t hem f or 

f raud  or chargebacks

A P P L I C AT I O N

Request

Rewards – Customer Service 

Service your reward programs by searching, 

view ing, and updat ing account  inf ormat ion, 

as well as accessing redempt ion and 

t ransact ion dat a.

A P P L I C AT I O N

Request

Analyt ics Plat form

A disput e resolut ion plat f orm f or 

st reamlining disput es f rom init iat ion t o close, 

 consist ing  of   Collaborat ion, Claims  Manager 

and Case Filings  f unct ions.

A P P L I C AT I O N

Request

Acquirer Intelligence Center 

(Plat form)

A disput e resolut ion plat f orm f or 

st reamlining disput es f rom init iat ion t o close, 

 consist ing  of   Collaborat ion, Claims  Manager 

and Case Filings  f unct ions.

A P P L I C AT I O N

 

Account  Management  Card 

Number Mapping Detail

GB534010-AA

Dignissimos ducimus qui blandit iis int o t he 

praesent ium volupt at um delenit i at que and 

corrupt i quos Vivamus venenat is augue.

RE P O RT

MDES Manager

Allows issuers, processors, and service 

providers t o enable account  ranges f or digit al 

wallet  programs. 

A P P L I C AT I O N

Mastercom

A disput e resolut ion plat f orm f or 

st reamlining disput es f rom init iat ion t o close, 

 consist ing  of   Collaborat ion, Claims  Manager 

and Case Filings  f unct ions.

A P P L I C AT I O N

A-ZSort  by:26 result s

Aut horizat ion

Billing

Chargebacks

Clearing

Disput es

Business capabilit y

More +

Acquirer

Issuer

Processor

Line of  business

Applicat ion

Product

Report

It em t ype

Search t he St ore

To ret urn more accurat e result s, put  quot at ion marks 

around t he it em name (i.e., " MDES Manager”)

Delet e

It em det ails

Change access

Open

Store

NEW USER SETUP

Items available to you can be 
found in the Connect Store

1 Visit the Store

Select the ‘Store’ from the main 
navigation bar from the homepage.

2 Find an item

You can search the Store by entering 
the name of the app or report in the 
search bar or use the filters on the 
left to refine your search.

1

2

3 Manage your items

Items you already have access to will 
have a (•••) menu to interact with 
and items you don’t have access to 
will simply show ‘Request’.

3



Request access to an 
item

NEW USER SETUP

Identify what you need and find 
it in the Store

Request

Data Integrit y Online

Monit or t he qualit y and accuracy of  your 

dat a in Mast ercard’s ecosyst em and evaluat e 

your perf ormance against  mandat es, 

st andards, specif icat ions, and rules.

A P P LI C AT I O N

Dat a Int egrit y Online

Complet e t he f ollow ing inf ormat ion t o request  access t o t his it em

Lorem ipsum dolor sit  amet , consect et ur adipiscing elit , sed do eiusmod t empor incididunt  ut  

labore et  dolore magna aliqua. Ut  enim ad minim veniam, quis nost rud exercit at ion.

Opt ional Prof ile Changes

D E TA I L S

Browse t he St ore

Conduct  inquiry

Add merchant

Delet e merchant

Modif y merchant

Conduct  ret ro inquiry

Def ine your dat a access

Copy dat a access f rom anot her 

it em

Save t ime by copying dat a select ions you 

are using for anot her it em. You w ill be 

able t o review and edit  t hese select ions.

Copy

Def ine dat a access 

Select  dat a access manually, on a 

f ield by f ield level

Select

or

Select ing dat a f or t his it em allows you t o det ermine how t his it em w ill f unct ion for your company. 

Dat a t ypes can include: ICAs, BINs, account  ranges, RTNs and ot her values.

1

2

3

1 Find and request

Once you find what you’re looking for, 
select ‘Request’ on the item card.

2 Add manually or copy data access

You can either select the data 
manually, or you can save time by 
copying selections you made for 
another item.

3 Define data access

Complete required details on the 
checkout form and select ‘Request 
access’.



Access confirmation

NEW USER SETUP

You will 2 emails confirming your 
access

1

Request confirmation

Your order tracking number will be 
available in the first email you receive.

2

Approved request confirmation

After your Security Administrator 
approves your order, you will receive 
an approval confirmation.

Order confirmation screen

After placing your order, you will 
receive an onscreen message stating 
that your order was submitted. 

3

noreplyatmastercardconnect

Hello Sally Doe,

Thank you for your order 20514292. Your order is currently 

being reviewed by your Security Administrator(s).

To track this order, sign in to Mastercard Connect, click the 

drop down arrow next to your name in the upper right corner, 

and then click Track Orders.

If you have any questions, please contact us at 

mastercardconnect@mastercard.com or via phone at 

1-800-999-0363, 1-636-722-6636, or 1-6363-722-6292 

(Spanish language support).

Thank you,

Your Mastercard Connect support team

Doe, Sally

1

noreplyatmastercardconnect

Hello Sally Doe,

Your access to Mastercard Market Trends has been approved. 

You can now use the Mastercard Trends in Mastercard 

Connect under My Items.

If you ordered multiple items, you may check their availability 

under Track Status on the application card under My Items.

If you have any questions, please contact us at 

mastercardconnect@mastercard.com or via phone at 

1-800-999-0363, 1-636-722-6636, or 1-6363-722-6292 

(Spanish language support).

Thank you,

Your Mastercard Connect support team

Doe, Sally

DS

DS 2

3



Help Center

NEW USER SETUP

Training materials and other tools 
to help you manage your work

1 Training materials

Find support materials to help guide your 
Connect experience

2 Support requests

Start a support request or check the 
status of an existing request

Chat

Talk to live agents to quickly get 
answers to your Connect questions

Forms

Access forms you may need

Share a screen recording

If you experience an issue, record your 
screen and send it to Mastercard. 

3

4

5

1

2

3

4
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Secure Message

NEW USER SETUP

1 Create a new message

Create a message by selecting ‘New 
message’

Sent

Review your sent messages from the last 
90 days.

Inbox

New messages are shown in bold 
and are retained for 90 days before 
auto deleted. 

2

3

Send and receive sensitive data 
between you and Mastercard

1

2

3

1

2

3



User Menu

NEW USER SETUP

Manage your Connect account 

1 Profile

Manage user details including your 
security questions and answers

2 Track Status

Track the current status of your orders 
here or on your Item cards

Delete account

If you no longer need your Connect 
account, you can delete it here.

Change Password/PIN

This is one of the places you can go to 
change your password/pin.

3

4

Sign Out

When you are done working in Connect, 
select ‘Sign Out’.

5

Prof ile

Track St at us

My Company

Change password/ PIN

Delet e account

Sign out

New York, USA

Bank of  Tap and Go [123456]

Sally Doe



For more information, reach out to 
customer_support@mastercard.com

You’re all set!

mailto:customer_support@mastercard.com

